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Abstract

Although many different types of covert channels have been suggested in the literature, there are little work 

in directly applying game theory to building up covert channel. This is because researchers have mainly 

focused on tailoring game theory for covert channel analysis, identification, and covert channel problem 

solving. Unlike typical adaptation of game theory to covert channel, we show that game theory can be utilized 

to establish a new type of covert channel in IoT devices. More specifically, we propose a covert channel that 

can be constructed by utilizing the Nash Equilibrium with sensor data collected from IoT devices. For covert 

channel construction, we set random seed to the value of sensor data and make payoff from random number 

created by running pseudo random number generator with the configured random seed. We generate 

� × � (� ≥ 2, � ≥ 2) matrix game with these generated payoffs and attempt to obtain the Nash Equilibrium.

Covert channel construction method is distinctly determined in accordance with whether or not to acquire the 

Nash Equilibrium.
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1. Introduction

As far as convert channel is concerned, game theory [1] has been usually used to analyze covert channels 

[2-4], to solve covert channel problem [5], and to discern covert channels [6]. Although these applications of 

game theory have merits of their own, they do not handle with direct use of game theory in the field of covert 

channel establishment. In order to extend the application field of game theory in terms of covert channel, we 

devise a covert channel setup technique based on the Nash Equilibrium, which is derived from utilizing sensor 

data in Internet of Things (IoT) devices. 

Indeed, we developed a covert channel creation method that harnesses sensor data from IoT devices [7]. The 

key idea of our prior work [7] is to put to use the Sequential Probability Ratio Test (SPRT) under the 

assumption that sensor data can be randomly selected for the purpose of covert channel construction. Our work 

motivates from seeking other mechanism through which IoT sensor data can be deployed to establish covert 

channel between IoT devices. To fulfill that motivation, we come up with a new kind of covert channel setup 

scheme employing the Nash Equilibrium.
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In the sections 2 and 3, we first briefly give an introduction to the work that are related to our proposed 

technique and then give an explanation of the details regarding to our proposed technique. Lastly, we bring to 

an end of our Nash Equilibrium based covert channel construction scheme. 

2. Related Work

From the perspective that covert channel research field has been dissected for an extensive time period, 

researchers have devised many disparate types of covert channels [7], [8-10], [11], [12-21]. Additionally, game 

theory is utilized for the purpose of covert channel analysis [2-4], covert channel problem solving [5], covert 

channel recognition [6]. What crucially marks off our conceived covert channel from the existing covert 

channels is that the Nash Equilibrium is leveraged to set up covert channel in our constructed covert channel. 

3. Covert Channel Creation by Applying the Nash Equilibrium to IoT Sensor Data

For the detailed description of our covert channel creation scheme, we consider two IoT devices p and u. 

Furthermore, we consider two player � × � matrix game such that two players are IoT devices p and u, � ≥ 2, 

� ≥ 2; Each player has payoffs of 0 and 1. We will use term of IoT device p (resp. u) with reference to covert 

channel setup process and use term of player p (resp. u) with respect to game theory. We assume that both IoT 

devices p and u use the same random seed of ��� and the same pseudo random number generator of ��� .

Let us contemplate a case in which IoT device p delivers a covert bit to IoT device u. Instead of actually 

sending a covert bit to IoT device u, IoT device p selects a set of sensor data indicating a covert bit and transmits 

it to IoT device u. Once receiving a set of sensor data from IoT device p, IoT device u interprets the received 

set of sensor data as that covert bit. 

More specifically, we first denote a series of sensor data continuously measured by IoT device p by ��, 

��, …. �� ….. (� ≥ 1).  We also denote the number of sensor data in a set of sensor data as ��. Namely, a 

set of sensor data is composed of �� sensor data. The value of �� is determined in line with the values of �

and �: For instance, when � = � = 2, we have two player 2 × 2 matrix game. In this game, player p has four 

payoffs and player u also has four payoffs. Thus, 8 payoffs are needed for 2 × 2 matrix game. In addition, 

when � = � = 4, we have two player 4 × 4 matrix game. In this game, player p has sixteen payoffs and 

player u also has sixteen payoffs. Consequently, 32 payoffs are required for 4 × 4 matrix game. Finally, when 

� = 3 and � = 2, we have two player 3 × 2 matrix game. In this game, player p has six payoffs and player 

u also has six payoffs. Therefore, 12 payoffs are in need for 3 × 2 matrix game. In general, the number of 

payoffs required for � × � matrix game is 2��. We let the number of sensor data in a set of sensor data be 

equivalent to the number of payoffs for � × � matrix game, viz. �� = 2�� holds.

We extract a payoff from a sensor data �� (� ≥ 1) as follows: Player p first sets its random seed to the 

value of sensor data ��, namely ��� = ��. Player p then obtains a random number stretching from 0.0 to 1.0 

by running pseudo random number generator ��� with random seed ��� = �� . If that random number is 

smaller than or equal to 
�

�
, a payoff is set to 0. If that random number is larger than 

�

�
, a payoff is set to 1. 

Player u also performs this procedure when to extract a payoff from a sensor data. 

In � × � matrix game, the first half out of 2�� payoffs belongs to player p and the second half out of 2��

payoffs belongs to player u: For example, when � = � = 2, 8 payoffs are taken from 8 sensor data; the first 4 

payoffs are player p’s payoffs and the remaining 4 payoffs are player u’s payoffs. In order to associate a covert 

bit with a payoff, we denote a payoff linking to a covert bit 0 by 0-payoff and we denote a payoff linking to a 

covert bit 1 by 1-payoff. In � × � matrix game with 2�� payoffs, �� payoffs randomly chosen out of 2��
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payoffs are marked as 0-payoff and the remaining �� payoffs are marked as 1-payoff. This distribution 

information of 0-payoffs and 1-payoffs is installed in both IoT devices p and u, letting both p and u have the 

same distribution information of 0-payoffs and 1-payoffs. 

We also define preference-bit as a bit breaking a tie in the selection process of the Nash Equilibria leading 

to generation of a covert bit where the Nash Equilibria with 0-payoff and the Nash Equilibria with 1-payoff 

coexist in � × � matrix game: If preference-bit is configured to 0, a tie is breached in selection of the Nash 

Equilibria with 0-payoff, leading to generation of a covert bit 0. If preference-bit is configured to 1, a tie is 

breached in selection of the Nash Equilibria with 1-payoff, contributing to creation of a covert bit 1.    

Now, we describe the process how to make a covert bit by utilizing a set of 2�� sensor data. IoT device p

gets 2�� payoffs from 2�� sensor data in accordance with the aforementioned payoff extraction procedure 

and forms a two player � × � matrix game with 2�� payoffs; player p takes the first half of 2�� payoffs and 

player u takes the second half of 2�� payoffs. 

A preference-bit is configured to 1 for the first time period ��, it is then changed to 0 for the second time 

period ��. A preference-bit is set to 1 for the third time period ��, it is then changed to 0 for the fourth time 

period ��. This switch between 1 and 0 is repeated for each time period. This preference-bit setup process is 

performed by both IoT devices p and u, hence they have the same preference-bit for each time period.

Let us consider the case in which IoT device p generates a covert bit 1 with a set of sensor data, �=��, ��,

…. ����.

(1) If the Nash Equilibria with 1-payoff exist while the Nash Equilibria with 0-payoff do not exist or if the 

Nash Equilibria with 1-payoff coexist with the Nash Equilibria with 0-payoff and preference-bit is set to 1, 

IoT device p regards ��, ��, …. ���� as a covert bit 1. 

(2) If any Nash Equilibrium does not exist and preference-bit is configured to 1 and the number of 1s

counted in payoffs is not less than the number of 0s counted in payoffs, IoT device p then regards ��, ��, …. 

���� as a covert bit 1. 

(3) Otherwise, IoT device p deletes the last sensor data from the sensor data set � and adds a new sensor 

data to the sensor data set � as the last element. IoT device p then repeats steps (1) ~ (3) with a newly 

constructed sensor data set � until � is thought of as a covert bit 1. 

If IoT device p succeeds in getting sensor data set � that is deemed as a covert bit 1, it sends IoT device u

each sensor data in sensor data set � sequentially.

Let us consider the case in which IoT device p generates a covert bit 0 with a set of sensor data, �=����,

����, …. ������. 

(4) If the Nash Equilibria with 0-payoff exist while the Nash Equilibria with 1-payoff do not exist or if the 

Nash Equilibria with 0-payoff coexist with the Nash Equilibria with 1-payoff and preference-bit is set to 0, 

IoT device p regards ����, ����, …. ������ as a covert bit 0. 

(5) If any Nash Equilibrium does not exist and preference-bit is configured to 0 and the number of 0s

counted in payoffs is not less than the number of 1s counted in payoffs, IoT device p then regards ����, ����,

…. ������ as a covert bit 0. 

(6) Otherwise, IoT device p deletes the last sensor data from the sensor data set � and adds a new sensor 

data to the sensor data set � as the last element. IoT device p then repeats steps (4) ~ (6) with a newly 

constructed sensor data set � until � is thought of as a covert bit 0. 

If IoT device p succeeds in acquiring sensor data set � that is regarded as a covert bit 0, it sends IoT device 

u each sensor data in sensor data set � sequentially.
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Upon receiving a set of sensor data from IoT device p, IoT device u performs the same covet bit generation 

process as IoT device p carried out in order to interpret the received set of sensor data as a covert bit 0 or 1. In 

this way, the Nash Equilibrium based covert channel is constructed between IoT devices p and u.

We illustrate how to generate a covert bit with two examples of 2 × 2 matrix games between player p and 

player u, as shown in Figures 1,2.

In Figure 1, we assume that preference-bit is set to 1 and a set of sensor data consists of 

���, ���, ���, ���, ���, ���, ���, ���. Moreover, we assume that player p’s payoffs 0, 0, 0, 1 and player u’s 

payoffs 0, 1, 0, 1 are extracted from ���, ���, ���, ��� and ���, ���, ���, ���, respectively. Besides, we assume 

that (0, 0) in the first row of 2 × 2 matrix in Figure 1, (1, 1) are marked as 1-payoff, and (0, 0) in the second 

row of 2 × 2 matrix in Figure 1, (0, 1) are marked as 0-payoff. In 2 × 2 matrix game in Figure 1, there is

one Nash Equilibrium such that player p ’s payoff is 1 and player u’s payoff is 1. Since (1, 1) is indicated as 

1-payoff, by step (1), sensor data set ���, ���, ���, ���, ���, ���, ���, ��� is regarded as a covert bit 1.

Player u

Player p (0, 0) (0, 1)

(0, 0) (1, 1)

Figure 1. � × � Matrix game with the Nash Equilibrium

In Figure 2, we assume that preference-bit is set to 0 and a set of sensor data consists of 

���, ���, ���, ���, ���, ���, ���, ���. We assume that player p’s payoffs 0, 1, 1, 0 and player u’s payoffs 1, 0, 0, 

1 are extracted from ���, ���, ���, ��� and ���, ���, ���, ���, respectively. Besides, we assume that (0, 1), (1, 

0) placed in the first row of 2 × 2 matrix in Figure 2 are marked as 1-payoff and (1, 0), (0, 1) placed in the 

second row of 2 × 2 matrix in Figure 2 are marked as 0-payoff. There is no Nash Equilibrium in 2 × 2

matrix game in Figure 2. In this case, preference-bit is configured to 0 and the number of 0s counted in payoffs 

is equal to the one of 1s counted in payoffs, by step (5), sensor data set ���, ���, ���, ���, ���, ���, ���, ��� is 

regarded as a covert bit 0.

Player u

Player p (0, 1) (1, 0)

(1, 0) (0, 1)

Figure 2. � × � Matrix game without the Nash Equilibrium 

4. Conclusion

In this paper, we develop a covert channel that can be built by utilizing the Nash Equilibrium: Two player 

games are obtained from a series of IoT sensor data and the Nash Equilibrium derived from two player games 

is geared toward covert channel setup between IoT devices.
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