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Electronic document communication based on a digital channel is becoming increasingly important with the advent of the

paperless age. The electronic document based on PDF format does not provide a powerful customer experience for a mobile

device user despite replacing a paper document by providing the content integrity and the independence of various devices and

software. On the other hand, the electronic document based on HTMLS format has weakness in the content integrity as there

is no HTMLS specification for the content integrity despite its enhanced customer experience such as a responsive web technology

for a mobile device user. In this paper, we design the Document-HTML, which provides the content integrity and the powerful

customer experience by declaring the HTMLS constraint rules and the extended tags to contain the digital signature based on

PKI. We analyze the existing electronic document that has been used in the major financial enterprise to develop a sample.

We also verify the Document-HTML by experimenting with the sample of HTML electronic communication documents and

analyze the PKI equation. The Document-HTML document can be used as an authorized electronic document communication

and provide a powerful customer experience in the mobile environment between an enterprise and a user in the future.
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{Table 1> Comparison of Characteristics of Digital Document File Format
HWP MS Word PDF HTML JPEG TIFF
Device Works on HWP | Works on MS Word
Dependency installable OS installable OS No Dependency No Dependency No Dependency No Dependency
Software Depend on WP Depend on MS | Works on Various | Works on Various | Works on Various | Works on Various
Dependency P Word Softwares Software Softwares Softwares
External Resources Need External Need External Need External
Dependency Resources Resources No Dependency Resources No Dependency No Dependency
Editable Easy Easy Difficult Easy Difficult Difficult
Responsive Feature Nonsupport Nonsupport Nonsupport Support Nonsupport Nonsupport
Multi Page Support Support Support Support Nonsupport Support
Vector Graphic Support Support Support Support Nonsupport Nonsupport
Digital Signature Nonsupport Nonsupport Support Nonsupport Nonsupport Nonsupport
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* Audio and video content is forbidden

* Dynamic action by Javascript is forbidden
* All fonts must be embedded

* External content reference are forbidden

* Encryption is forbidden

* Device independent colorspace

<Figure 1> Key Elements to PDF/A Conformance
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<< Definition >>

WARC-Block-Digest = "WARC-Block-Digest" ":" labelled-digest
labelled-digest = algorithm ":" digest-value

algorithm = token

digest-value = token

<< Example SHA-1 labelled Base32 ([RFC3548]) >>

WARC-Block-Digest: shal:AB2CD3EFAGHSIJ6KL7MNSOPQ

<Figure 2> WARC-Block-Digest
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<IDOCTYPE HTML>
<html>
<head>
<title>HTMLADoc Sample</title>
<link href="data:text/css;charset=us-ascii;base64,LyohCiAgl.. "/>
</head>
<body>
<div>
<img src="data:image/png;charset=us-ascii;baset4,iVBORWOKGgo.. "/>
</div>
</body>
</html>

<Figure 4> Example of Document-HTML Structure with
Embedded Resources
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<Figure 5> Extended Tag Generation Flow
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<I-BEGIN DOCUMENT-HTML-TYPE
DocHTMLS v0.1
END DOCUMENT-HTML-TYPE->
<I-BEGIN DOCUMENT-HTML-CONTENT-DIGEST
HEXDIGEST VALUE
END DOCUMENT-HTML-CONTENT-DIGEST->
<I-BEGIN DOCUMENT-HTML-CONTENT-SIGNED-DIGEST
HEXDIGEST VALUE
END DOCUMENT-HTML-CONTENT-SIGNED-DIGEST->
<!-BEGIN DOCUMENT-HTML-CONTENT-VALIDATION-KEY
HEXDIGEST VALUE
END DOCUMENT-HTML-CONTENT-VALIDATION-KEY->
<IDOCTYPE HTML>
<html>
<head>
<title>Document-HTML Sample</title>
</head>
<body></body>
</html>

<Figure 6> Document-HTML Structure with Extended Tag
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<Table 2> Comparison Normal HTML and Document-HTML

Normal HTML Document-HTML
HTML HTMLx1 EA HTMLx1 EA
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<Figure 7> External Resources Loading Error in Normal HTML
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<Figure 9> RSA Key Generation
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