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[Abstract]

In this paper, we introduce InfoDID, a robust user information management service based on DID that
manages user information reliably. Since blockchain technology provides an environment in which data can
be handled transparently on a decentralized basis, various services using blockchain are currently being
developed As the importance of user's personal information has recently emerged, the DID technology is
receiving attention. The technology allows a user to control his or her information through decentralized
identifiers, and various information management services are being tried based on the technology. Using
blockchain-based DID technology, InfoDID reliably controls personal information requested frequently,
helping users to provide their information to other services more conveniently. In addition, to support
service continuity, InfoDID uses BR2K technique that provides robust execution of blockchain application
services, so that even partial service failures can be systematically recovered. To facilitate this operation,
we present a replication status monitoring tool that can continuously check the replication states of

blockchain application services running in association with the BR2K technique such as InfoDID.

» Key words: Blockchain Service, User information, Decentralized Identifiers, Service Replication,
Personal Information Management

2 9f]

B = AE AR RS QA 7 #Elshs DID 7|wke] Aarg AR AR e] A
2l InfoDIDE ZA7fgth E5AQ] 7S @543t 7|9 HolHE FHaH tE 5 de 3
& AEste] A BEEANS &8 v A aEo] AEE L vk 2 AREARY] TR G
et Fago] FZEUA ALEA}E 2pAle] ARE FAT = A A AHAE 2|98k DID 7]
Zo] FE glom o]F y|Hto 7 thkdl AR E Aelste Mu|AEe] AlLE L ¢t} InfoDID
= 554181 714ke] DID 7|s-& &-&3ate] RIWs] 84 = i AEE A=A Al AlojstaL, A
A7 21 e AR E Hop HelsH thE AH| A5 A Algste s A dgth gk Auj o] ALA

= S
S AP $13+4, InfoDIDE E5AQ1 §-8AH| =] Aagh A A&t BR2K 7S A
ato] B2 91 Mu|x Aujo] A9 AAH oz g = 9k o]

7] $13te], InfoDID®} o] BR2K 7S 483 &

A = glom Agt BEE AYste HAl e ZUHHY

» FAO SFAIQ MHIA, AFBAF YR, 4 MERL, MH|A =4 JHIEE HE

* First Author: Min-Ho Kwon, Corresponding Author: Myung-Joon Lee
*Min-Ho Kwon (alsgh458@gmail.com), Dept. of Electrical/Electronic and Computer Engineering, University of Ulsan
*x*Myung-Joon Lee (mjlee@ulsan.ac.kr), School of IT Convergence, University of Ulsan

* Received: 2021. 02. 18, Revised: 2021. 03. 17, Accepted: 2021. 03. 23.

Copyright © 2021 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



76  Journal of The Korea Society of Computer and Information

I. Introduction
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II. Background Knowledge

1. Ethereum and Smart contract
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Fig. 1. Service replication with BR2K
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Table 1. user information attributes

DID User decentralized ID for use in this service
createdTime |Time DID user last stored information

updatedTime |Time DID user last updated information
e Time remaining for the service to
validTime . )
manage DID user information
sn Last name of DID user
cn First name of DID user
gender Gender of DID user
brith Brith date of DID user
country Country of DID user currently living
address Current address of DID user

job Current job of DID user

email Email used by DID users

Phone number or means of contacting
DID user

contact

profile picture | Profile picture of DID user
education list | Education list of DID user
hobby Hobbies of DID user
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Fig. 7. Example of InfoDID usage
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Table 2. Pseudocode for [&fig. 7, step 3]

Structure of information received form service

user { service {
DID DID
attributes publicKeyID
validTime signature }
publicKeyID
signature }

1: IF uservalidTime is not timeout&user.DID exists in
LDAP

2. IF user & service document exists in DID registry

3: Get user & service document from DID registry

4: Extract public keys from service, user document
as service.publickeylD, user.publickeylD

5: Verification service.signature using
public key of service, user

6: Verification user.signature using

public key of user, user (except user.signature)
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3. service replication for robustly executes
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IV. BR2K Watch

£ Ao A= InfoDIDQ} 72o] BR2K 7|9 o]&5to] A}
B EAst EEX)Q1 S8AH]|AQ] X|&AI0] AMef| &H0] &
Al Au]A0] Hajgh Agt B 59 7155 Algshs EA
BUEY =79 2249 9 S-84u]A¢Q1 BRZK Watch

off oA ettt

DASHBOARD

L___\]_] superpoll %
Desc: app is test-app Des
Replicas: 7 Replica
State: Service Running State: S
Service: http://192.168.0.118:7 Service: h(’(p //192 168 0.136:6
000 789
Refresh Time: 22 Jan 2021 Refresh Time: 22 Jan 2021
10:19:30 10:19:30

'Ey ym ing in one click!

State Of Replicas

QRO

State Of Replicas

(VVVVV

https://192.168.0.1 ¢ REFRESH https://192.168.0.1 ¢

REFRES|

Fig. 9. BR2K Watch view after logging in

BR2K Watch:= 9 My Z|d 21391 Vuejs[11] 7|8k
02 0] BRK 7]He] A2 2JR|AER] Jjgto 2
SRSt BR2K Watcho] 7152 13 99F Z4o] Afy]A

AR 2B o] 52 AfB|A dEr FE(MB]A9] o] F, d
o Al AMER BA| & O8] AU)A AL YR])e] 54,

FHUE| 20 A 335l Aula e &9, 2F BA Ad]
20 27 53, B 4+ &7, 12|71 7HAF 2% B0}
ol Au]A TRl BR2K Watch®] AR8-AR= BR2K
WatchE ©]-83t7] ¢fsto], AH|A SR|AEL]o] Av]A
NBE S2a 0 A3t ojHle AoR 2clslop
gt} BR2K Watcho] 27191 Ul sh#o]l AF&AP} o]cia)
& 784 g A8 vl 718 d=sto] 2701 HEg

JalstH, # 39} 22 WS AX AFRAP} v ESH Ay]
AE9] AR AElE BR2K WatchQ] tjA|E =of &35t
7 e ofjet .

[line 1-2 in table.3] BR2K Watch= AF8APT 2791
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Table 3. Pseudocode to show service states

Structure of service in service registry
service {
name, company, api-server, access-token,
., state, replicas, access-location, start-time
}
1: account = getUserAccountInfo()
2! servicelist = readServicelList(account)
3: for service in servicelist
4: IF deployed state of service is not running
5: store service
6: ELSE
7: decrypt access-token of service
using privatekey of account
8: read currrent service status
from kubernetes using access-token of service
9: check current service status
10: store service, current service status
11: print dashboard using stored services information

[line 7-8 in table.3] A{8]A0] BjZLE A7} AlsY A
Biete, @A) FuUE| A0 AR Q= EA] of 2]
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V. Conclusions
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