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Abstract 
 

In a wide range of ML applications, the training data contains privacy-sensitive information 

that should be kept secure. Training the ML systems by privacy-sensitive data makes the ML 

model inherent to the data. As the structure of the model has been fine-tuned by training data, 

the model can be abused for accessing the data by the estimation in a reverse process called 

model inversion attack (MIA).  Although, MIA has been applied to shallow neural network 

models of recognizers in literature and its threat in privacy violation has been approved, in the 

case of a deep learning (DL) model, its efficiency was under question. It was due to the 

complexity of a DL model structure, big number of DL model parameters, the huge size of 

training data, big number of registered users to a DL model and thereof big number of class 

labels. This research work first analyses the possibility of MIA on a deep learning model of a 

recognition system, namely a face recognizer. Second, despite the conventional MIA under the 

white box scenario of having partial access to the users' non-sensitive information in addition 

to the model structure, the MIA is implemented on a deep face recognition system by just 

having the model structure and parameters but not any user information. In this aspect, it is 

under a semi-white box scenario or in other words a gray-box scenario. The experimental 

results in targeting five registered users of a CNN-based face recognition system approve the 

possibility of regeneration of users' face images even for a deep model by MIA under a gray 

box scenario. Although, for some images the evaluation recognition score is low and the 

generated images are not easily recognizable, but for some other images the score is high and 

facial features of the targeted identities are observable. The objective and subjective 

evaluations demonstrate that privacy cyber-attack by MIA on a deep recognition system not 

only is feasible but also is a serious threat with increasing alert state in the future as there is 

considerable potential for integration more advanced ML techniques to MIA. 
 

 

Keywords: Model Inversion Attack, Deep Learning, Face Recognition System, Media 

Clone  
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1. Introduction 

Deep Learning (DL) [1, 2] has drawn the attention of research and development centers of 

Machine Learning (ML) due to its great ability to learn the features of huge databases, 

thereafter recognizing the data categories despite the vast diversity of data. Amongst the DL 

techniques, Convolutional Neural Networks (CNN) [3, 4] have been having the greatest 

influence on practical machine learning. Due to high capability of DL, a variety of 

complicated tasks have been carried out by the help of DL-based technieques like face 

classification by using deep belief networks [5], human sentiment classification [6], human 

consumption behavior forcasting [7], human activity recognition [8], hand gesture recognition 

[9], plannar pressure segmentation [10], driving behavior recognition [11], finally even in the 

case of recent COVID-19 detection from chest X-ray images [12-14], etc. One of the 

CNN-based systems widely used is deep face recognition system which due to its 

implementation on cloud level it can be targeted by privacy cyber-attackers. ML systems in 

general and DL systems in the special case is very much inherent to the data which has been 

used for their training. It means, although the training data is not available while the systems 

are in use, since the system structure and parameters are well-tuned by the training data, they 

can be traced through the model structure. This kind of cyber-attack access to the training data 

has become feasible on a shallow network by the methodology called Model Inversion Attack 

(MIA) [15]. MIA reversely goes through the model from its output and by using the class 

labels of a corresponding registered identity to the system, tries to estimate its corresponding 

input to the system.  The estimated data can be a generated version of privacy-sensitive data 

for possible malicious use on the web. Therefore, MIA may violate the user privacy. An 

example of a privacy attack is an attack on a face recognition system wherein the attacker may 

generate the face image of one of the registered identities to the face recognition system and 

gets access to his/her face image for malicious purposes. Fig. 1 illustrates the general concept 

of privacy cyber-attack on a face recognition system. 

 

 
Fig. 1.  Privacy cyber-attack to a face recognition system 

 

Ref. [15] demonstrates the feasibility of MIA on a shallow ML system in a white-box 

scenario where there is partial access to the users' information, model structure, and 

parameters. In the case a DL-based recognition system, the feasibility of such privacy attack is 

under question due to deep learning complexities in model structure, a vast number of 

parameters, and huge and diverse training data sets as in the case of a deep face recognizer the 

training data may include millions of face images, and thousands of class labels. This research 

work targets a deep CNN-based face recognition system user identities by MIA under a 

scenario without any access to any information of the users but having access to the model 
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structure namely a semi-white scenario or as called here, a ‘gray-box scenario’ of MIA.  

Section 2 presents a review of the related MIA works, and subsequently, Section 3 

illustrates the MIA under the gray-box scenario. Section 4 describes the experimental setup for 

both deep face recognizers and MIA, and analyses the results. Section 5 presents the future 

scope of the research, and finally Section 6 gives concluding remarks on gray-box MIA on a 

deep face recognition system.  

2. Related Works  

Due to the widespread application of ML systems on the cloud level, they are vulnerable to 

different types of attacks and malicious access to the users’ information. By the presented 

categories of the attacks as (i) causative and (ii) exploratory attacks presented by Huang et. al 

[16], MIA is considered as an exploratory attack. Despite a causative attack, it does not 

interfere with the training of the ML system, but it explores the ML system structure and 

follows the trace of training data in the model structure for accessing the user information. ML 

model is very usable for the attacker in an exploratory attack as stealing the model has been 

suggested in research work on the attack by Ref. [17] which constructs a copy of the model. 

The copy of the model can be used for a variety of unauthorized applications like accessing 

sensitive information, applying unlimited trials on the model without any fee, etc. MIA is an 

exploratory attack by having the ML model. 

MIA was initially introduced by Fredrikson et al. [18]. In their work, the model structure 

and parameters were used to estimate the user information corresponding to a class label from 

the available partial information of the same user. The partial information of the user is 

claimed in their work that can be available due to lack of sensitivity while the sensitive 

information is not available, as in the case of a face recognition system, the parts of the face 

like eye, nose, lips are privacy sensitive and the rest are non-sensitive in term of privacy. 

Initially, they targeted a linear regression model [18]. Thereafter, they implemented the MIA 

on a neural networks and decision tree [15]. Although MIA was in use, it was without a formal 

theoretical until the work presented by Wu et al. [19] wherein they presented a methodology 

for precise detection of the MIA on a system by a game-based technique. Their technique is 

inspired by the two-worlds concept in cryptography.  

Another scenario is the black-box scenario wherein the attacker neither has any access to 

the machine learning model structure, nor any information of the user is provided. Such a 

scenario has been argued as the most difficult situation that an adversary can face [20]. This 

scenario has been left as an open problem. Aïvodji et al. [21] have introduced a generative 

adversarial model inversion under the black-box scenario, and they have achieved 

considerable results even against a deep model.  Although their approach does not have any 

information regarding the model system, it is based on try and error based on assumptions of 

target model structure as well for the data structure.  As their methodology involves training a 

GAN, and it is based on a sequence of assumptions for both the model and original data 

characteristics, it requires a costly process to perform. Their work has the merit of being one of 

very few works under the black-box scenario.  

The white-box scenario may not be interesting enough compared to the black-box scenario 

in the view of some researchers, but it is more practical and realistic. Because, first, assuming 

once MIA performs well under black-box scenario, it would be costly and time-consuming, 

and its process can be suspicious by the severs and detectable. Second, white-box or gray-box 

senario have their own value since having a hundred percent secretive model structure which  
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requires a black-box scenario is not realistic and it would not be relied as a security solution as 

the Kerckhoff’s principle [22] states: 

“the system security should not rely on an unrealistic level of secrecy” 

The first approach to a semi-white scenario of MIA  was by Hidano et al. [23, 24] as they 

proposed a framework wherein the non-sensitive user information was not necessary. Since 

their approach covers the white-box scenario of Fredrikson MIA, they called generalized 

paradigm of MIA. In the sense of performing under a gray-box scenario, our work presented in 

this paper is similar to Hidoano’s work, but the present work is on a CNN-based deep model. 

Although the MIA has not been applied to a deep model, but there are some works using the 

deep generative models for MIA as Ref. [25] wherein initially, a generative adversarial 

network (GAN) is trained by using the non-sensitive face parts of the targeted user, then the 

trained GAN generates the full face of the targeted user. The main drawback of their technique 

is the need for an enormous volume of non-sensitive data for training GAN. Finally, Khosravy 

et al suggest the seed image generated by a pretrained GAN model for initialization of MIA on 

deep face recognizer [26].  Fig. 2 illustrates the black-box, white-box and gray-box scenarios 

of MIA. Table 1 gives a brief review to the above mentieond related works. 

 
Table 1. Related works to MIA 

Literature MIA contribution 

[15] MIA in privacy violation in pharmacogenetics by Fredrikson et al. 

[18] Initial introduciton of MIA by Fredrikson et al. 

[19] Stealing machine learning models via prediction apis by Tramèr et al.  

[20] Discussion on black-box scenario  

[21] Introduced a generative adversarial model inversion under the black-box 

scenario by Aïvodji et al.  

[23, 24] Model inversion attacks for prediction systems: Without knowledge of 

non-sensitive attributes by Hidano et al.  

[25] Using generative models in MIA on deep neural networks by Zhang et al.  

[26] Generating and implementing optimum seed image by pre-trained GAN for 

initialization of MIA process on DL based recognition system by Khosravy et al.  

 
Fig. 2.  From left to right: white-box scenario, gray-box scenario, and black-box scenario of MIA 
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3. Gray-box MIA on Deep Face Recognizer 

This section represents the implementation of MIA on a deep face recognition system in a 

gray-box scenario. MIA aims to generate a face image of a targeted user identity registered to 

the face recognizers. As the scenario of MIA implementation is gray, the information of the 

recognition model related to its structure and parameters are already available to the attacker, 

but there is not any access to any type of user information, except their class labels. Thue, the 

MIA should generate the face image of the targeted user identity just through its corresponding 

confidence information and the model structure and parameters and there is not any 

initializing available image with partial information of the user for beginning the process. 

Thereof the process should be initialized by a seed image. The seed image acquired in this 

work is an average of an already available face image database without any connection the 

system under attack. Fig. 3 illustrates the MIA on a recognition system under the gray-box 

scenario as formally explained in the sequence.  

This work applies the MIA on a face recognizer R  whose structure and parameters are 

setup by CNN model of deep learning. The input to the system R is a face image x with 

dimensions matching with the input layer of the system model. As the system R receive the 

input x , it generates a corresponding output which determines to which of n user identities 

registered to the system it belongs. The corresponding class label is determined at the output 

by a vector of length n as follows:  
 

)(xRy =
→

 

                                          ,]1,0[]...[ 21

nyy =                                         (1) 

 

wherein each element of y is a confidence score corresponding to a user identity. The result of 

recognition will be the one shows the highest confidence. As their indice corresponds to the 

indices of the registered users, mathematically the detected index of recognized user identity is 

as follows:  
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As MIA under-work scenario has access to the class labels of the targeted identities, it 

acquires a corresponding one-hot vector as an approximation for the desired output of the 

system for the corresponding targeted identity of index i  as follows:  
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wherein the corresponding element to the targeted user identity is 1and the rest are 0 . As x is 

a true image of the targeted identity, MIA target is to generate a clone image of same identity 

as x


.  This generation in MIA is iterative starting from the seed image. By having the output 

of the system model )(xR


and  

→

~

y  the approximate of the desired output a loss function is 

made as a function of the difference between them. The difference can be a least square 

measure of their difference or an Infomax measure; )),((L
~
→

yxR


. Having the loss function 

MIA performs in the frame of  the following optimization problem:   
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where X is the image space. The optimization problem of (6) has contineous nature and 

its solvable through a gradient descent iterative process:  
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where  is updating rate, and i in this equation is iteration step. Since attacker has the 

structure of the model and its parameters, )(xL
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Fig. 3.  Model Inversion Attack (MIA) on a face recognition system under gray-box scenario 
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Due to adjustability of loss function L  by the attacker its gradient with respect to the output 

of the model is available to the attacker too. Also, since the attacker has accessed  the model of 

the system R , can obtain the )(xR
x






 too. The process of  Eq. (7) iteratively modifies x


 

until it converge to an estimation of a clone of x . Mathematically,  
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The seed image )0(x


initializes the iteration process. In order to keep close to the space of 

face images as a subspace in the image space, the suggested MIA approach takes an average of 

the a face image data as the seed image.  

4. Experimental Setup 

This section illustrates the setup of the experiment of MIA under gray-box scenario on 

CNN-based face recognition system. The setup is explained in three parts as below:  

• Deep Face recognition training setup 

• Evaluation setup of face recogntion systems 

• Gray-box MIA setup 

 

Each of them has been explained in the sequence. For the training the face recognition 

systems as well as for making the seed image to initialize the MIA, we have deployed the face 

database of VGGFace2 [27]. It should be noted that different sections of the same database has 

been deployed for different systems used in the experiment as well as for making a seed image.  

VGGFace2 is a rich database of face images with above hree millions of images. VGGFace2 

charachterics are as (i) age diversity, (ii) gesture diversity, (iii) race diversity, (iv) variety of 

lighting condition, etc.  

4.1 Deep Face Recognition Model Structure 

The deep learning models of face recongnition systems acquired in this reseach work 

copmrises the following structure:  

• Four convolutional layers followed by max pooling layers, namely as L1, L2, L3, and L4. 

The kernel size in these layers is respecitvely 55 , 55 , 33  and 33 . The number of 

channels in these layers are respectily 8 , 16 , 32  and 64 , and each channel is for the 

layers L1 to L4 are respectively  128128  , 6464  , 3232   and 1616 . 

• Three fully connected layers, namely as L5, L6 and L7. The two layers of L5 and L6 are of 

1024 neurons. The length of the L7 is equal to the number of class labels 2041 in the case of 

the targeted recongnition system and 2041+5  in the case of the evaluation recongtion 

system. The 5 more are related the targeted identity which are in common between two 

recognition systems.  

Fig. 4 illustrates the the structure of the under work deep face recognition systems.   
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4.2 Deep Face Recognition System Training Setup 

In this experiment two deep CNN-based face recognition systems has been used; target system 

TR  and the evaluation system ER . The first face recognition system TR is targeted by MIA. 

Already it includes the targeted identities which means the targeted identities are involved in 

the system class labels. The second deep face recognition system ER is used for the evaluation 

of the generated cloned face images by MIA. Indeed both systems involved the targeted 

identities, and ER as a separate system is used for testing the recognizability of the generated 

clone images apart from the targeted model that is TR . For the training of TR  and ER , the 

first and second quarters of VGGFace2 have been used, respectively. Theses two quarters are 

without any intersection except the training images of the targeted identities. As the 

VGGFace2 includes three millions of images, for training of each face recognition system 

more than 000,800 face images are used which covers more than 2000  identities for each.  

 

 

4.3 Evaluation Setup of Face Recognition Systems 

For evaluation of efficiency of MIA on deep face recognition system, two CNN-based face 

recognition systems of the same structure have been required as TR  and ER ; targeted and 

evaluation face recognizers. But as mentioned in Section 4.1, more than 2000  identities are 

registered to each of them. They are trained by different set of images belonging to different 

user identities which results in despite of using the same structure but having different 

parameters. The targeted user identities are the only common part of their training data set, 

which comparing to 2000 identities, having five common identity does not bring to them any 

considerable similarity in parameters of the model. After targeting one face recognizer, the 

generated clone images are evaluated by the other one, since already the same targeted 

identities are registered to the evaluation system too, and if the clone image is mainly 

representing its corresponding identity rather than being affected by the system which is used 

for its generation, it should equivalently perform on another recognition system which the 

 
Fig. 4.  Deep learning based face recognition model structure used in this research work for Model 

Inversion Attack under Gray Scenario 
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same identity is registered too. On other hand, since already the clone image has gone through 

iteration process using the target model, its efficiency score by the target model is naturally 

high and its evaluation by the same model will result in a same good score due to the model not 

exactly due to be representative of the targeted identity. For, evaluation, we have targeted five 

identities which are the only common ones registered to both models. Some of the face images 

of these targeted identities have been depicted in Fig. 5.     

       

 
Fig. 5.  The five personal registered IDs targeted in this research work namely as (a) ID-1, (b) ID-2,       

(c) ID-3, (d) ID-4, and (e) ID-5 

4.4 Gray-box MIA Setup  

The setup of the proposed gray-box MIA comprises two parts (i) setting the updating rate   

of the iterations, (ii) preparing a proper seed image for initialization.  Taking   very small 

results in very slow MIA process and even sometimes without any considerable change in the 

seed image, and taking the  as a big value does not mean having a fast process of 

convergence to a clone image. But it can results in very high level noisy results that the 

resultant image not even be recognizable as a face image. Therefore, we took   as a moderate 

value to be a trade-off between speed and accuracy. As we observed in the case of our practice 

05.0=  is a proper choice. For the seed image we have used a number of images taken from 

the second half of the VGGFace2 database which is  used in training of neither the targeted nor 

the evaluation system. In our setup the seed image is made of average of 256 images.  

5. Results and Discussion 

After having setting up the experiment, having available both the targeted deep face 

recognition system and the evaluation one, as well as having the seed image required for MIA 

prepared and ready, we have targeted five registered user identities and generated their 
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corresponding clone images by the proposed gray-box scenario MIA. In order to have a more 

rigorous evaluation for each of the targeted identities hundred times MIA was applied and 

hundred clone images were generated. Fig. 6-10 respectively show twenty five generated clone 

images for each of the identities ID-1, ID-2, ID-3, ID-4, and ID-5  depicted in Fig. 4.  

As can be seen in all the above-mentioned figures there is a high level of noise and not a 

crystal clarity in generated clone images which considering the condition of gray-scenario and 

the deep model of the system, it could be expected. Seeing the good side of the results, by a 

quick view to all the generated images for all the five targeted identities, the following 

advantages of the proposed technique is observable:  

• The similarity of the clone images generated for one targeted identity to each other, as it 

can be said all of them belongs to the same target.  

•  The general difference between the images generated for one targeted identity from the 

ones generated for the other one.  

• Similarity of the features of the generated clone images to the original image as some 

common features are observable. It is in the way if an observer has already well seen the 

face images of all the five targets can distinguish the generated clone images to which one 

blongs. This is called recognizability and similarity between the clone and target real 

identity.  

 

 As can be seen in Fig. 5, clearly the face features of nose, eyes, eyebrow of the targeted 

image are observable in all the depicted clone images.  Similarly, the same features are 

strongly observable in the case of Fig. 9. In the case of Fig. 7, the similarity is much less 

observable, and the generated image show much less consistency with the targeted identity, 

and finally in the case of Fig. 8 and Fig. 6 the similarity of features is limited to the nose and 

partially in eyes. In addition to this visual analysis, we have applied some objective and 

subjective numerical evaluations which are presented in the sequence.   
 

 
Fig. 6.  A real face image of ID-1 (bottom-left) and some of the generated clone images  

by MIA for ID-1 
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Fig. 7.  A real face image of ID-2 (bottom-left) and some of the generated clone images  

by MIA for ID-2 

 

 
Fig. 8.  A real face image of ID-3 (bottom-left) some of the generated clone images by MIA for ID-3 
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Fig. 9.  A real face image of ID-4 (bottom-left) and some of the generated clone images  

by MIA for ID-4 

 

 
Fig. 10.  A real face image of ID-5 (bottom-left) and some of the related generated clone images by MIA 
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Fig. 11.  CMC curve of recognition rates obtained by the corresponding generated clone images for each 

targeted user identities ID-1, ID-2, ID-3, ID-4, and ID-5 

 

As a robust analysis on the generated clone images for each of the targeted identities, as a 

hundred images for each of the are generated, the images are fed to the evaluation face 

recognition system and rank and score according to the training information of the evaluation 

model is given to each of them. For each hundred clone images corresponding to one of the 

targeted identities, a cumulative matching characteristic curve (CMC) is generated. The CMC 

cure is an accurate measure of the recognition precision by the generated clone for a user ID. 

As the recognition rate is higher the CMC curve will resemble a more rectangular shape with a 

sharper corner on up left of the curve and the curves go up with a sharper ramp. As can be seen 

in Fig. 11, in general, the CMC curves shows an acceptable level of recognition rate for the 

generated clone images. In the case of ID-1 and ID-5 as we expected from the visual 

observation the CMC curves also show a higher level of recognizability. Similarly, we can see 

a lower rate of recognizability by the MIA generated clone images for the ID-2 and ID-4 which 

matches the visual observations.  What CMC curves convey is acceptable and even high 

recognizability by the generated clone images for some identities.  

To have another visual evaluation besides the available scores and ranks for the generated 

clones, we have demonstrated the highest rank clone images for each ID-1 to ID-5 as 

suggested by the evaluation face recognition system score and rank and depicted besides its 

target identity face image in Fig. 12. Besides, Table 2 demonstrates the recognition score by 

the target face recognition system, the recognition score and the rank by the evaluation face 
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Fig. 12.  The highest rank clone images for (a) ID-1, (b) ID-2, (c) ID-3, (d) ID-4, and (e) 

ID-5 according to the score and rank given by the evaluation face recognition system 

 

recognition system for each of the clone images depicted in Fig. 12. As can be seen in the 

special cases where the results are cherry-picked, the similarity between the clones and the 

targeted identities is considerable as in the case of ID-1 and ID-4 the similarity is very high. 

However, in some cases, even the well-chosen image does not show a good similarity as in the 

case of ID-3. What we can conclude from Fig. 12 is that a secondary evaluative system can 

assist a secondary choice amongst the generated clone image for a highly effective clone. This 

is a potential for the future focus of this research for further improvement of the results of 

MIA.  
 

Table 2. Evaluation scores and the rank of clone images in Fig. 12 

Targeted 

Identity 

Recognition score by  

the Targeted system 

Recognition score by  

the Evaluation system 

Rank by the  

Evaluation system 

ID-1 0.9900 0.9330 1 

ID-2 0.9844 0.3401 1 

ID-3 0.9374 0.0235 12 

ID-4 0.9791 0.9491 1 

ID-5 0.9834 0.2545 1 
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Since the ultimate goal of an attacker on a face recognition system is reveling the identity of 

a registered user in a malicious way, the recognizability of the clone images by a human 

observer is of importance. To evaluate the clone images in this regard, we have applied a 

subjective evaluation to all generated images in two general evaluation by a group of human 

observers as (i) subjective similarity to the targeted identities, (ii) subjective recognition 

accuracy. To perform these evaluations, for each of them a quiz by involving clone images and 

targeted face images were designed and handed to more than fifty observers for grading the 

similarities of the clone image to their corresponding target as well for recognizing that each 

clone image belongs to which target identies. Interestingly, the total results averaged from all 

the quiz attendees show 33% accuracy in subjective recognition of the generated clone image 

and 45% similarity to their corresponding target identities (Table 3). Considering the 

simplicity of the deployed MIA which does not use any deep generative adversary, as well 

considering the complexity of the deep model under attack, the results indicate the increasing 

threat of the MIA even for the case of a deep recognition system. As in future, the deep 

generative models would be introduced to the same approach and as the search space would be 

transferred to the face image data space rather than the general data space of images, due to 

narrowing the search space the results would be more accurate, more precise, more natural and 

the most important more recognizable. 
 

Table 3.  Subjective evaluation Scores 

Subjective naturalness Subjective Similarity Subjective Recognition 

Accuracy 

20% 45% 33% 

6. Future Scope 

In the future work on the sequence of this research work, we will try to increase the MIA 

efficiency even more on a deep face recognition systems by integrating the deep generative 

models to the MIA loop. A well trained deep generative model can effectively transfer the 

search domain from the face image domain to the latent variable domain. Search in latent 

variable domain would be faster and more effective with high expectation of converging to an 

accurate generated by MIA process which is can be real privacy leakage of a registered user to 

the system. Another future direction of the current research work is to reduce the noise-like 

effect of MIA at each iteration by implementing pre-processing and post-processing 

techniques like non-linear morphological filters [28, 29] and image adaptation [30]. Also, 

another open aspect of this research work is initialization of the suggested MIA by a proper 

seed image. The seed image can be optimally generated by using meta-heuristic optimization 

techniques [31] like genetics algorithms and variants [32, 33], and the recent Mendelian 

evolutionary optimization [34-35]. Also in the case of future integration of the deep generative 

models to the MIA process, the structure and the length of the latent variable of the model can 

be optimized by the using the above mentioned optimization technique. This research 

orientation will lead a novel research orientation as evolutionary model inversion attack.  

7. Conclusion 

The privacy of the user information registered to a pattern recognition machine learning 

system that is used on the cloud level can be subjected to different types of cyber-attacks. One 

of them is the model inversion attack (MIA) which targets accessing the features of the 
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training data of the machine learning model. In a white-box scenario, MIA accesses this 

privacy-sensitive information via the model structure and parameters besides some partial 

information of the users. This research work applies MIA on a face recognition system which 

is structured and trained based on deep learning under a gray-box scenario wherein just the 

model structure and parameters are available for the attacker but not any user information. 

This scenario is called gray-box scenario since it is not as blind as a black-box scenario also 

not as open as a white-box scenario. Despite the depth of the model, as the objective and 

subjective evaluations of the generated clone images indicate, the proposed technique of MIA 

demonstrates a considerable level of efficiency in both terms of similarity of the generated 

clone images to the targeted identities and recognizability the targeted identities by their 

corresponding clones. In a nutshell, this research work promotes the alert state of MIA as an 

increasing threat of a privacy cyber-attack even for the case of a deep learning based face 

recognition system.  
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