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ABSTRACT

SIMON, a lightweight block cipher developed by the US National Security Agency, is a family of block ciphers
optimized for hardware implementation. It supports many kinds of standards to operate in various environments. The
counter mode of operation is one of the operational modes. It provides to encrypt plaintext which is longer than the
original size. The counter mode uses a constant(Nonce) and Counter value as an input value. Since Nonce is the identical
for all blocks, so it always has same result when operates with other constant values. With this feature, it is possible to
skip some instructions of round function by pre-computation. In general, the input value of SIMON is affected by the
counter. However in an 8-bit environment, it is calculated in 8-bit units, so there is a part that can be pre-computed. In
this paper, we focus the part that can be pre-calculated, and compare with previous works.
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Fig. 1 Schemes of Counter mode of operation.
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Table. 1 Parameters for the lightweight block cipher SIMON.

Block Size 2n(bit) | Key size mn(bit) | Number of rounds
32 64 32
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Block Size 2n(bit) | Key size mn(bit) | Number of rounds
72 36
48
96 36
96 42
64
128 44
96 52
96
144 54
128 68
128 192 69
256 72

'/11) n-bit left rotation
wo

XOR

Fig. 2 Round function structure of the SIMON cipher.
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* Each rectangle represents 8-bit register
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Fig. 3 Round function structure of SIMON-32/m.
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Fig. 4 Counter value flow of SIMON-48/m.
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Fig. 5 First round of SIMON-64/m.
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Fig. 6 Round function structure of SIMON-96/m.

thE SIMON &arejof Hs AA zpol& Hol=
S e &5 7 XOR ik A3shs FaEol
ok o] fFA o A= g DAl A 72 E F2F XOR
= Ast7] wZoll AP Aol E7Fs Rk shAIut 2
AN = 16-bit] =227k EA517] wizoll, s
HollAf= AP Aite] 7Hgstek ni7 A 2 2k s 7]
9} XORSH= REE ters BHof ghaji ALA 2dtol
753l ole} o] FRFTHE, 672 MOVW, 27)2]
LSL, 107¢] ROL, 272} ADC, 67&] AND, 107]9]
EOR, 18|31 2712 LD g oi7} AY2Feic}.

I8 60M B TR F, AR =4 Ftol O#Z*OI
HoRle s eld 4= ok wEkA v 2 F
O}, g HE AR A4S
Sl Ha = e ol5o] vl A7l of A A= Al

35, H& Z0| 128-bit SIMON

upR| ko 2 128-bit 9] 7-f-ofl = shto] &5 64-bit
7} "tk 71E o] 37| 32-bito|BE EE shUE A
vk Xx|he, YR AWkl 32-bits =271 FHoh
96-bit SIMON ¥} u}2L7}A] 2 —‘:r E£E 712 XOR3}= ¢t
A Y 2heE 718 F7iehe REOIA ofzke] =2 gro]
Horgleh uhehA s Fatol UJOHH AR A4tol 71
sih 19 7 128-bit SIMONO| 2}&-= g4 125
L D

* Each rectangle represents 8-bit register

D Nonce blocks
. Blocks that affected by counter

= Pre-computation available part

Fig. 7 Counter value flow of SIMON-128/m during two
rounds.

128-bit FE-S A-8-3= SIMON-2- o] A 712 of| 1] 3|
12 Rito] o ol Egelo]lek. whebd] 1842 of
T, TFE ShREo = AP AARE B A B olS
Z7bi AeFE 4= 9lck. oloh o] Tt AT Aleke
Hgo]l= MOVW 87|, LSL 27}, ROL 147]}, ADC 37},
AND 117}, EOR 257}, Z12]31 LD 77}jo|c}.

I\

olr
0!

7t

2 oAM= Aol AP A4S 285 SIMON
CTR 114 13l 7|7} 7|12 T Bo] 4% v mE 213
gttt 7fEhe Atmel Studio 7.02 ARE3ICH FELS
ATmegal28 ZZA|AE dAfo 2 ZddstH, £ =4
2 A5 - 025 A-g3tc) v A FEHEL-[10]
o] F&Eo|th [10]o]A= 8-bit 7|42} SIMON,
SPECK 22915 o] /27138 A A]ohn, 1 t=ge] 7
AEI FU5HA| ATmegal28 ZEZAXNE o2 3t
theket 243}t FAES AR [10]014 Aok ]
23} 5= ROM 2|43}, RAM 223}, T1e]a1 &
2 43fo]c}.

MRS §IE S5 2AL [10)7 B mRAA 4
9] ATmegal28 4Fol 4] o] 0] 0T}, H] L AR2 [10]2]
THE £ &% A3 FHES gpoR gk vw

592



Sol= vl E Ao 28 %= 252 #E Aulsh=
cpb(Clockcycle per byte) S AM8-31t} LA & ¢l A5 =
EEREEEE SERE LI
Table. 2 Performance comparison result (Unit: cpb)
T [10] T.his work Th.is work
(Fixed-key) (Variable-key)
32/64 172 162 164.8
48/72 191 186 188
48/96 191 186 188
64/96 209 201 206.8
64/128 221 214.8 216.4
96/96 253 249.3 250.5
96/144 264 258.6 260
128/128 337 319.6 320.8
128/192 339 325.2 3254
128/256 357 338.1 339.3
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