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ABSTRACT

Real-time video streaming scheme for multimedia content delivery and remote conference services is one of
technologies that are significantly sensitive to data transmission delay. Recently, because of COVID-19, real-time video
streaming contents for the services are significantly increased such as personal broadcasting and remote school class. In
order to support the services, there is a growing emphasis on low transmission delay and secure content delivery,
respectively. Therefore, our research proposed a packet aggregation algorithm to reduce the transmission delay of
selectively encrypted video transmission for real-time video streaming services. Through the application of the proposed
algorithm, the selectively encrypted video framework can control the amount of MPEG-2 TS packets for low latency
transmission with a consideration of packet priorities. Evaluation results on testbed show that the application of the
proposed algorithm to the video framework can reduce approximately 11% of the transmission delay for high and low
resolution video.
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Fig. 1 Selectively encrypted video transmission scheme
on a per packet basis
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Priority Identification part {
Receive video streaming from video source on a per TS packet basis

// 1dentifies the type of received packets by using packet header info
if (the current TS packet is I-frame header)
Move TS packets in tempStorage Buffer to finishReallocation Buffer
Store current TS packet to finishReallocation Buffer
Set finishReallocation Flag to be true
} else if (current TS packer is high priority packer){
Store current TS packet to finishReallocation Buffer
Set finishReallocation Flag to be true
} else if (current TS packet is medium or low priority packet)
Store current TS packet to tempStorage Buffer

}

Selective Encryption & Transmission part {
‘Wait until finishReallcation Flag becomes true

if (the number of packets in readyTransmit Buffer reaches limitTR){
Transmit the packets in readyTransmit Buffer with an amount of limitTR
} else {
Check the priority of the current TS packet
if (the current TS packet is I-frame header){
Move packets in tempTransmit Buffer to readyTransmit Buffer
Store the current TS packet to readyTransmit Buffer
} else if (the current TS packet is high priority packet) {
Store the current TS packet to readyTransmit Buffer
} else if (the current TS packet is medium/low priority packet){
Store the current TS packet to tempTransmit Buffer
H
H
}

Fig. 2 The transmission delay reduction algorithm to improve selectively encrypted video transmission framework.
The proposed algorithm makes the level of MPEG-2 TS packet aggregation to be controllable.

Table. 1 Classification of high priority(HP) packets and
medium&low priority(MLP) packets

Priority Classification
. Metadata for streaming (e.g. PAT of MPEG-2
High |75 PMT of MPEG-2 TS, SEI of H.264/AVC,
Priority | MPD of HEVC/H.265)
packets -
(HP pkts) Metadata for encoded video data (e.g. SPS, PPS,
video frame header)
Encoded video data of complete scence information
Medium | (e.g. I frame data)
&Low .
L Encoded video data that are referred from other
Priority .
video frame (e.g. P-frame data)
packets
(MLP pkts) | Encoded video data that are not referred from
other video frame (e.g. B-frame data)
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Fig. 3 Performance evaluation testbed with Raspberry
Pl and Intel NUC

Table. 2 Benchmark video data for evaluation

Video name Touchdown_Pass [14]
Resolution 640x360 1280x720

Bit Rate 750 kbps 2,560 kbps
Frame Rate 30.000 fps
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Fig. 4 Transmission delay comparison between the two
schemes with Touchdown_Pass(640x360)

480.00
460.00

440.00 @ - - ———
420.00 "
400.00 Average: 436.1ms
- 380.00
£ 360.00
= 340.00
£ 320.00
& 300.00
c 280.00
-2 260.00
é' 240.00 . E— s
§ 23888 ) - ) Average: 228.3ms
2 180.00
= 160.00
£ 140.00
= 120.00
100.00
80.00 «=o-Fully Encrypted Transmission
60.00
‘2‘8 88 - Conventional Selectively Encrypted Transmission
0.00
1 2 3 4 5 6 7 8 9 10

Number of Trials

Fig. 5 Transmission delay comparison between the two
schemes with Touchdown_Pass(1280x720)

42, Meizin} 24

13 42} 19 55 640x360 A =2} 1280x720 3A4;
o) WA W) 0 8 RS A AA HTe E
sto} 7)20] LA QI91AL13]S 2§kl WAT A5
o Akg 7b7} molZry 119 4] 640x360 SHAEC]
Mt 2 HlolE B A4 Aulo] upw, A4 orEste
A g5 ASCEE: 143.7ms)o] w8 A QFEss 4
83 7 - 84.0ms) A2 ko] oF42% ] YA
Uit o)t A4 orEsls 45y SSLITLSS
B3 Ao shz W29 471 AgEE Aol 719]

ST Aot 2 =EolA AT darEEs
_<,>_

o
]
[0e]

449 gro] BiE 228 3ms ol irk

585



100.00
90.00
Average: 84.0ms
— 80.00
m
E
> 70.00
o Average: 74.9ms
a
2 60.00
L
@
2 50.00
£
&
& 40.00
=
£ 3000
= Conventional Selectively Encrypted Transmission
20.00
Proposed Selectively Encrypted Transmissiom
10.00
0.00

1 2 3 4 5 6 7 8 9 10
Number of Trials

Fig. 6 Transmission delay comparison between the two
schemes with Touchdown_Pass(640x360)

240.00
220.00 Average: 228.3ms
200.00
= Average: 204.3ms
€ 180.00
>
£ 160.00
[
a
c 140.00
2
a
2 120.00
£
2 100.00
& .
=
,—3 80.00
o
= 60.00
Conventional Selectively Encrypted Transmission
40.00
20.00 Proposed Selectively Encrypted Transmissiom
0.00

1 2 3 4 5 6 7 8 9 10

Number of Trials

Fig. 7 Transmission delay comparison between the two
schemes with Touchdown_Pass(1280x720)

{e]
o, & Aol A ARk W o] 28 S AEA]
Ao AL FA AR A S LA BlY L AEZY
AR5 TS FIAE 5 e A2z A g

V.8 B

& AolM = AR vt e AETY A dEl= B
5 P A A vy 2 ok e A8d F T
AT o = ASAAE A At dareE5S A
Pttt At FarelEe Fof 71 A A v e of
S} YA 7 D= AujA|E viH L )

= sk o, I AEHES FRF AY Ak Alet
daE|E A8 Al 712 ZH 3ol vis ASA A
= oF 11% W& 4 5S 2ok o= dak=
glolg o] mE 24 o] 5 wfjBlekle] A8 e

H
Aol FaT AT Aol A o] AEAA A 2
A8 QrEsle} ool Famutel 7| oK e] Ax
S [15][16] Tl AT-S S5k} shet.

ACKNOWLEDGEMENT

This work was suported by the PaiChai University
research grant in 2020.

References

[1] J.K. Lee,J. E.Lee, M. Y. Lee, and H. L. Kim, “The study on
the policy improvement of personal broadcasting for the
user protection,” Korea Communications Commission,
Communications Policy Research, KCC-2018-23, Nov.
2018.

[2] D. G. Youn, “Thoughts on non-face-to-face remote classes

due to the spread of Corona 19,” Korea Internet & Security

Agency Report, vol. 3, 2020.

H. S. Yoo, J. H. Song, J. H. Lee, and S. W. Jeong, “A study

on improvements in software and legal infrastructure for

—
w
—

K-12 online education,” Software Policy & Research
Institute, no. 096, 2020.
J.H. Jung, Y. W. Shin, and S. H. Gwon, “Status and Tasks of

information and communication technology to revitalize the

—
~
—

non-face-to-face economy,” National Assembly Research

586



—
(=)}
—

—_
~
—

—
oo
—

—
o
—

[10]

AAZEH|E| 2 AER|Y MHIAE 25t MU HIC| 2 2155} WY o MEX| Xzt ¢+

Service, no. 178, 2020.

J. W. Hong, J. J. Yoo, and J. K. Hong, “Low-Delay,
Low-Power, and Real-Time Audio Remote Transmission
System over Wi-Fi,” Journal of information and
communication convergence engineering, vol. 18, no. 2, pp.
115-122, Jun. 2020.

J. Kua, G. Armitage, and P. Branch, “A survey of rate
adaptation techniques for dynamic adaptive streaming over
HTTP,” IEEE Communications Surveys & Tutorials, vol.
19, no. 3, pp. 1842-1866, 2017.

M. Abdallah, C. Griwodz, K. T. Chen, G. Simon, P. C.
Wang, and C. H. Hsu, “Delay-sensitive video computing in
the cloud: a survey,” ACM Transactions on Multimedia
Computing, Communications, and Applications, vol. 14, no.
54, pp. 1-29, Jun. 2018.

Korea Policy Briefing. Video conference, do it with confidence,
Service and product security enhancement support [Internet].
Auvailable: http://www.korea.kr/news/policyNewsView.do?
newsld=148871556.

Yonhapnews Article. Hacking pornography in South
African parliament 'Zoom' video conference [Internet].
Auvailable: https:/www.yna.co.kr/view/AKR202005080037
00099.

F. Liu and H. Koenig, “A survey of video encryption

algorithms,” Computers & Security, vol. 29, no. 1, pp. 3-15,
Feb. 2010.

o
Fo
[
=
o
0
Q
=}
=}
<
o
o
=

3!—7|§% X AksteE A-|A|.

L e

SV |=2l AR BEAL

O U =T =

@22 ALHO|AL (BRH)

0|

DA (Kyungmin Go)

SIS CHEIT FARIAZEI SiA}
e |=R EUSAISE R MAt
ST afe| S0 FASIS uik}
LIGH A 21 X|3I ST PHE| Heloi7e!

HHRHCH S HFE S ot 2R (B4R

=)
=]

LGZIx} CTOSLR X2t 87{-lElu [E|o1 74 2glot

[11] A. Massoudi, F. Lefebvre, C. De Vleeschouwer, B. Macq,
and J. J. Quisquater, “Overview on selective encryption of
image and video: challenges and perspectives,” EURASIP
Journal on Information Security, vol. 2008. no. 179290, pp.
1-18, Dec. 2008.

Apple, MPEG-2 Stream Encryption Format for HTTP Live
Streaming [Internet]. Available: https://developer.apple.com/

[12

—

documentation/http_live_streaming.
K. M. Go, I. G. Lee, S. W. Kang, and M. C. Kim, “Secure

video transmission framework for battery-powered video

[13

—

devices,” IEEE Transactions on Dependable and Secure
Computing, Early access, 2020.
[14

[}

Xiph.Org Foundation [Internet]. Available:
http://media.xiph.org/video/derf/.

S. G. Quan, H. Ha, and R. Ran, “Unequal Loss Protection
Using Layer-Based Recovery Rate (ULP-LRR) for Robust
Scalable Video Streaming over Wireless Networks,”

[15]

Journal of Information and Communication Convergence
Engineering, vol. 14, no. 4, pp. 240-245, Dec. 2016.

[16] Y. S. Kim, M. W. Jeong, J. M. Shin, J. Y. Ryu, and T. W.
Ban, “Adaptive Video Streaming System Using Receiver
Caching,” Journal of the Korea Institute of Information and
Communication Engineering, vol. 23, no. 7, pp. 837-844,
Jul. 2019.

salEof: HED|C|of AE2|Q, H[0|E| mho|Z2fel, TofE 20|, & AfH|A

i

ettiEor: HED|LI] AE2|Y, ASFAXSAL HHEISTL, d3tets

587



