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Abstract

Recently, digital crime is becoming more intelligent, and efficient digital forensic techniques are required 

to collect evidence for this. In the case of important files related to crime, a specific person may intentionally 

delete the file. In such a situation, data recovery is a very important procedure that can prove criminal charges. 

Although there are various methods to recover deleted files, we focuses on the recovery technique using HxD 

editor. When recovering a deleted file using the HxD editor, check the file structure and access the file data 

area through calculation. However, there is a possibility that errors such as arithmetic errors may occur when 

a file approach through calculation is used. Therefore, in this paper, we propose an algorithm that

automatically calculates the header and footer of a file after checking the file signature in the root directory 

for efficient file recovery. If the algorithm proposed in this paper is used, it is expected that the error rate of 

arithmetic errors in the file recovery process can be reduced.

Keywords: Digital-Forensic, File Signature, Header and Footer, File Restoration, Hex Data

1. Introduction

Today, the development of computer technology is breaking down online and offline barriers and increasing 

the number of online digital crimes. In this situation, collecting online evidence is more important than offline 

evidence to prove the crime, also this is one of the reason why digital forensic should be studied [1].

Although digital forensic techniques are very diverse, the technique of recovering deleted data among them 

is one of the most important techniques. When recovering a completely deleted file through the HxD editor, 

the structure of the file is checked and the data area of the file is accessed through calculation. However, there 

is a possibility that errors such as arithmetic errors may occur when a file approach through calculation is used. 

Therefore, in this paper, we propose an algorithm that automatically calculates the header and footer of a file 

after checking the file signature in the root directory for efficient file recovery.
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2. File System and File Signature

2.1 File System 

Representatively used file systems include FAT32, NTFS, and exFAT. FAT32 (File Allocation Table32) is 

the most commonly used file system and has good compatibility, so it can be used in various operating systems 

and devices, and it is also safe. However, there is a limit to handling high-capacity files due to lack of scalability. 

NTFS (New Technology File System) is a format developed to compensate for the shortcomings of FAT32, 

and the maximum size of the drive is 256 TB. As such, the NTFS system is efficient in handling large files, 

but there is a limitation in its use in except for Windows other operating systems due to the lack of compatibility. 

Because NTFS is the Windows-oriented format. The exFAT (Extended File Allocation Table) format is a 

system developed to compensate for the shortcomings of NTFS, and has both extensibility and compatibility 

[2]. However, exFAT has a disadvantage of low stability. Table 1 shows the character of the main file systems.

Table 1. The character of File System

File System Strength Weakness

FAT32 compatibility, safety scalability

NTFS scalability compatibility

exFAT compatibility, scalability safety

2.2 File Signature 

Every file has its own format, and the most basic content of this format is called ‘File Signature’. File 

Signature has a unique value Header indicating the start of a file and a unique value Footer indicating the end 

of a file. Depending on the file format, only Header or both Header and Footer may exist [5]. Table 2 shows 

the file format in which both header and footer exist.

Table 2. File Format with both Header and Footer

File Format Header Footer

xlsx, docx, pptx 50 4B 03 04 14 00 60 00 50 4B 05 06

PDF 25 50 44 46 2D 31 2E 25 25 45 4F 46

JPEG FF D8 FF D9

GIF 47 49 46 38 00 3B

PNG 89 50 4E 47 0D 0A 1A 0A 49 45 4E 44 AE 42 60 82

3. The way of File Restoration using HxD

There are various methods to recover completely deleted files from PC, but we used the HxD editor for file 

recovery. Create a virtual drive for file recovery, set the partition format to MBR, and set the file system to 

FAT32.
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3.1 File restoration sequence 

Since we used the MBR format in this paper, the boot code part is checked by checking the data structure of 

the MBR format. Since 0~445 is the Boot Code area, if you check the HEX value of 445, you can confirm that 

it is 18D. After 18D, 16 bytes correspond to one partition. Check the location of BR (Boot Record) by 

calculating LBAaddress of File Partition as Little-edian. In this paper, 00 00 00 80 is HEX 80, so BR becomes 

128 sector. After moving to BR, checked the number of sectors per cluster. Figure 1 means the number of 

sectors per cluster identified in 128 sector locations.

Figure 1. Number of Sectors per cluster

After checking the number of sectors per cluster, checked the size of Reserved Area and FAT32. As shown 

Figure 2, 1A and 10 means Reserved Area, and F3 07 00 00 means size of FAT32. Figure 2 shows the size of 

Reserved Area and FAT32.

Figure 2. Reserved Area and size of FAT32

We can check the value of the Root Directory sector by adding the value obtained by adding the Reserved 

Area and FAT32 twice to BR. Going to the Root Directory location and check the format of the file. Then, 

after checking the location and size of the file, the file is restored. Figure 3 shows the file format, location and 

size checked in the Root Directory, and Figure 4 shows the restored file.  
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Figure 3. File Format, Location and Size

Figure 4. Recovered File

In this way, the deleted file can be recovered using the HeX editor, but errors such as operation errors can 

occur because the data area can be accessed through a series of calculations. Therefore, this paper proposes an 

algorithm that automatically calculates the header and footer of a file after checking the file signature in the 

root directory for efficient file recovery.

4. Proposed Automatic Calculation Algorithm

EnCase, an integrated digital forensic tool, also has a function to check the signature of a file. Due to the 

nature of the forensic tool that comprehensively checks the file structure, if the signature is damaged or the 

extension is changed, it is difficult to confirm the clear result value. However, in the case of the automatic 

calculation system proposed in this paper, there is a difference in that a clear result value can be confirmed 

because the header and footer are checked by inputting the file format checked in the Root Directory.
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Since the algorithm proposed in this paper is the algorithm that after checking the file type when the file 

type is input, calculates the header and footer. So this algorithm is aim for running file forms including header 

and footer as shown in Table 2 As the development environment, the OS is Window64 bit, the development 

language is Python 3.9, and the development tool is PyCharm. Figure 5 shows the code of the proposed 

algorithm, and Figure 6 shows the calculation algorithm execution screen.

Figure 5. Code of Calculating Algorithm 

Figure 6. Algorithm Run Screen
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5. Conclusions

In this paper, we proposed an algorithm that automatically calculates headers and footers by analyzing file 

signatures by file type as a way to recover deleted file data. The proposed algorithm targets the files to be 

restored using the HxD editor. When recovering files using the HxD editor, it is essential to perform file-type 

specific calculations. However, when deleted files were recovered by a simple calculation, data recovery safety 

such as operation errors and functional errors may be deteriorated. Using the algorithm proposed in this paper, 

it is possible to check the start and end points of a file without a separate calculation, and it is expected that 

more stable file deletion recovery is possible by lowering the error rate of operation errors. In the future, if 

more various file formats are supported in addition to the file formats tested in this algorithm, also additional 

functions and UI for algorithm testing are reorganized, it is expected that more diverse studies on deleted file 

recovery will proceed.
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