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An Approach to Conceal Hangul Secret Message using
Modified Pixel Value Decomposition

Seon-su Ji¥

8 o Bl Ao A ReTeEE A3AelA A4
HlEs | gEs} olulx|o] BajE Bk gtol My HIE W
njAle] Hst9) BE(LSB)O] SAHA0E AE HE SBE

M= Do At HMde wol7] A A9l HIE BHEE o8 B¢ oA #‘01 ‘ﬂOV‘ = 3 LEOHA lo
HA BE R aE Sk A gh Zsfoll 7R ojmjA] AHZReTiwo de B HAIRE 8‘-41 < e A
At ol 2YsiEe 3 dAAE 24, 34, 4o Boilt & e H8sio] 71EAdY 73&*3% £
ArE B medS sk #8) PSNRE o183t AAE 7IH2 A9 HE ol BE fARE 49T 3
% BCD% FibonacciE 283 WHHETt ojm]x] FoA 22 2 ete A ARSI IT%M alRTAVess
o AR Bl PSNR gho] et AL ZRlsiirt

Abstract In secret communication, steganography is the sending and receiving of secret
messages without being recognized by a third party. In the spatial domain method bitwise
information is inserted into the virtual bit plane of the decomposed pixel values of the image.
That is, the bitwise secret message is sequentially inserted into the least significant bit(LSB) of
the image, which is a cover medium. In terms of application, the LSB is simple, but has a
drawback that can be easily detected by a third party. If the upper bit plane is used to
increase security, the image quality may deteriorate. In this paper, I present a method for
concealing Hangul secret messages in image steganography based on the lo-th bit plane and
the decomposition of modified pixel intensity values. After decomposing the Hangeul message
to be hidden into choseong, jungseong and jongseong, then a shuffling process is applied to
increase confidentiality and robustness. PSNR was used to confirm the efficiency of the
proposed method. It was confirmed that the proposed technique has a smaller effect in terms
of image quality than the method applying BCD and Fibonacci when inserting a secret message
in the upper bit plane. When compared with the reference value, it was confirmed that the
PSNR value of the proposed method was appropriate.

Key Words : Bit plane, Decomposition, Hangul secret message, Image steganography, LSB, Lucas
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Table 1. Elements of Hangul syllables

tly

E

Choseong o

AL

,T-IT“‘I'l‘IT

ol

| mao

F

4,

Jungseong

null, 7, M, L, X, 15, B,

Jongseong | @1, @, ™, &, =, @&, &, O,

o

A, MO, XX, 3, B, O,

[oll
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= 16719 =& 28
(DA Zol 14
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[yDecomposition into (Tcheseeng, @jungseong, @jongsecng,
n=234

—| (2)R.G.B value of each pixel of the (cover) image |

h 4
(zlEncryption and Shuffling process based on PRNG(1) |

(5]

[4#)Embedding process based on PRMG(2),
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Fig. 1. Insertion process
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4. Hg du

HY HA2)9] ZRE 24, 4, SHCE R
g T pHIERE FgH oS Ao HiAlsk o
71914 n=32=2 AUt EI ITI} I,
PRNGOl| 93t 45 #47} HE BH X|(lo)=
1, 2, 4, 5, 6o AAsto] Z¥Zto] g gRIst
k. ojuf AFEE AH oJu]A|= lena.gif(227,335
byte)& ArESICH, R, G, B 34 s =L
A 729 16HIE £3f 7IHor ®esto] AN
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U=AHE (30 byte)e ol-&sHltt. AjkE WHHS
AARE7] 98l MATLABY CE ARESHth

A WAL} A= wiF] Alo]9 Q14 E7RSA
(imperceptibility)& &745t7] Y5l PSNRS AR&-
st (3)4l0] gaf AikE of7jolH RS AY
iAol o] foln, C= Y & vehd. f
= A ouA], g= AHI ouA9 i FE
zazdgCIiE) =

o 255
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Table 2. Results of embedding techniques

ﬁ%ﬁuig Izlcdac’ig:w PSNR (dB) | Correlation

1st 52.378 0.9998

8CD 2nd 44,938 0.9994

4th 32.299 0.9892

5th 26.469 0.9576

1st 51.330 0.9998

2nd 45310 0.9994

Fibonacci 4th 36.934 0.9963

5th 32.969 0.9913

6th 28.752 0.9775

1st 45.794 0.9989

2nd 52.428 0.9997

Lucas 4th 39.011 0.9984

5th 34.534 0.9952

6th 30.062 0.9831

1st 51.031 0.9998

2nd 45.611 0.9996

Proposed 4th 38.239 0.9978

5th 34.607 0.9956

6th 32.324 0.9932
AlRtE HRio] 2agte] HE HIE $5 Hgd
%71 mHizell PSNRo] Eth= 2 ERIE 4= 3l
TSt 43 37, PRNGO] 93t loHA] HIE
X Hesle] WY gue CAe Bl

2& ERIotAt. k9] HIEC
4 JEE AAT H$ EE BCD, Fibonacci,
okl B2 om|R] F4 WHolA Mg ATE
Fom, Lucas 7IHE A& 4% PSNRO|] 2A
gRlstdrt. AQtE kA g £ AlAH
< 7I5te g g A2 v FE7F 29 B2 4
w7 HE  Hdo] A" A EE BCD,
Fibonacci 59 ®WHETE PSNRO] 1.9% °l &
A UeEbsth E3F 4979 sHA HE o

| o Lucas®t H|6HA UeHEE & ?_]3]'95\‘:]'
6HA olde] HE HHZ o8 B¢ EF BCD,
Fibonacci, Lucas ¥l H|8] PSNRe] &4 UEt

ES

}.

|

ol FHB 5 9 Tl
H] =
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H

o]
He o]

3SRl AASE 0.99910]H, AH<<}
2HI olw]R] 7k fAETl 22 EIEHith
T3 PSNRS 71&A] (81K} 35.82% =4 Yeht
= 2348 29

5. 28

]J‘_ e 16709 A R E 7IREe R R,

oA F] MRS B 79 ARgslkar, 4est
9]‘410 IHE zgot] Hd A= 51 71He 48]
sttt g Sof Qg A4Y HIE B v PR
£ Ads| 2o B BT 4 glo, 24
AA7F &l A& wf olu]x] F4 HollA E3H4 o]
o ¥Z BCD, Fibonacci, LucasE 83 uf Hc}t
HF-E AAsH| offth= A RISkt
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