Adversarial Machine Learning
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(3 1) Adversarial attacks

Type 1 Attack

Constrained Optimization&i&
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A fast single-step gradient ascent

FGSM attack

BIM lterative variants of FGSM

Extension of BIM to attack with

ILLCM
many output classes

Type 2 Attack

Fooling defensive distillation,

SBA Gradient masking defenses

Generate input-agnostic

UAP perturbations

Generate input-agnostic
perturbations without knowing
any inputs

DFUAP

Fooling VAE and potentially
VAE attacks | defenses relying on generative
models
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Ensemble adversarial trainingS <A <
adversarial training®] W3 ¥ JE|= pre-trained
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Defense against attack

Training on adversarial

Adversarial Training earmples

Early defense against
adversarial attack with
gradient regularization

Deep Contractive
network

Ensemble adversarial

- Variant of adversarial training
training

RRP Expectation over randomness
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Spectral Norm 7|HtQ| outlier detection &
rejection of outliers

Given corrupted dataset S
Let [ be the empirical mean of S
Let 3 be the empirical covariance of S
(A, v) — top eigenvalue/vector of 3
If A is not too large,
Output £
Otherwise,
Project the data points in the direction of v
Remove(or downweight) the largest data points in
this direction

1) Peter J. Huber (born 25 March 1934) is a Swiss
statistician. He is known for his contributions to
the development of heteroscedasticity-consistent
standard errors.

2) John Wilder Tukey (/tu : ki/; June 16, 1915 -
July 26, 2000) was an American mathematician
and statistician, best known for the development
of the Fast Fourier Transform (FFT) algorithm and
box plot.
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