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A Study on Mechanism of Intelligent Cyber Attack Path Analysis

Nam-Uk Kim*, Dong-Gyu Lee*, Jung-Ho Eom™*

ABSTRACT

Damage caused by intelligent cyber attacks not only disrupts system operations and leaks information, but also
entails massive economic damage. Recently, cyber attacks have a distinct goal and use advanced attack tools and
techniques to accurately infiltrate the target. In order to minimize the damage caused by such an intelligent cyber
attack, it is necessary to block the cyber attack at the beginning or during the attack to prevent it from invading
the target’s core system. Recently, technologies for predicting cyber attack paths and analyzing risk level of cyber
attack using big data or artificial intelligence technologies are being studied. In this paper, a cyber attack path
analysis method using attack tree and RFI is proposed as a basic algorithm for the development of an automated
cyber attack path prediction system. The attack path is visualized using the attack tree, and the priority of the path
that can move to the next step is determined using the RFI technique in each attack step. Based on the proposed
mechanism, it can contribute to the development of an automated cyber attack path prediction system using big

data and deep learning technology.
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(Penetration Methods)

P1 : Spear-phishing email with malicious link
P2 : Drive-by Download

P3 : Spear-phishing email with malicious
attachment

P4 : Malicious cod installation through sof
tware vulnerability

P5 : Water Hole attack

(Concealment& Hidden Comm. Methods)
S1 @ Logic bomb

S2 ¢ Rootkits

S3 : Binary packing

S4 : Polymorphic malware

S5 ¢ Fileless malware

S6 ¢ Network Fast Flux

S7 : Encrypted Communication

S8 : Anonymous Communication

S9 @ Covert Communication

{Information Gathering Methods)
G1 : Port Scanning

G2 : Vulnerability Scanning

G3 : Service Scanning

G4 : Host Scanning

G5 : Directory Guess

G6 : Backdoor

GT7 ¢ C&C Communication

(Privilege Escalation Methods)

A1l : Dictionary / Brute force attack
A2 1 Key Logging

A3 : Screen Capture

A4 : Man-in-the Browser

A5 1 Directory/File Search
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