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A Study on Intrusion Detection Method using Collaborative Technique

Yang Hwan Seok™

ABSTRACT

MANET, which does not have any infrastructure other than wireless nodes, has the advantage of being able to
construct a fast network. However, the movement of nodes and wireless media are also the causes of security
vulnerabilities of MANET. In particular, the damage caused by the attacking nodes existing on the network is
considerably greater than that of other networks. Therefore, it is necessary to detection technique for attacking
nodes and techniques to reduce damage caused by attacks. In this paper, we proposed a hierarchical structure
technique to increase the efficiency of intrusion detection and collaboration-based intrusion detection technique
applying a P2P mesh network configuration technique to reduce damage caused by attacks. There was excluded the
network participation of the attacking node in advance through the reliability evaluation of the nodes in the cluster.
In addition, when an attack by an attacking node is detected, this paper was applied a method of minimizing the
damage of the attacking node by transmitting quickly the attack node information to the global network through the
P2P mesh network between cluster heads. The ns—2 simulator was used to evaluate the performance of the
proposed technique, and the excellent performance of the proposed technique was confirmed through comparative

experiments.
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