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Real-time security Monitroing assessment model for cybersecurity vulnera
bilities in network separation situations

DongHwi Lee*, Hong-Ki Kim**

ABSTRACT

When the security monitoring system is performed in a separation network, there is little normal anomaly
detection in internal networks or high-risk sections. Therefore, after the establishment of the security network, a
model is needed to evaluate state-of-the-art cyber threat anomalies for internal network in separation network to
complete the optimized security structure. In this study, We evaluate it by generating datasets of cyber
vulnerabilities and malicious code arising from general and separation networks, It prepare for the latest cyber
vulnerabilities in internal network cyber attacks to analyze threats, and established a cyber security test evaluation
system that fits the characteristics. The study designed an evaluation model that can be applied to actual separation
network institutions, and constructed a test data set for each situation and applied a real-time security assessment

model.
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