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Cyber Terror Threat Elimination Method Study for Safe Smart World

Han Choong-Hee®, Han ChangHee™*

ABSTRACT

Recently, large-scale research and efforts aimed at the smart world such as smart city, smart home, smart
transportation, and smart care are continuing. As these smart worlds become more common, the expansion of
connectivity with the Internet and the threat of cyber terrorism will be inevitable. Increasing the threat of cyber
terrorism is increasing the likelihood of a massive disaster and safety accident. Therefore, in this paper, we examine
smart worlds that are expanded in various forms and derive the security threat factors that smart worlds have. In
addition, it is proposed to block the threat of terrorism from abroad if access from abroad is not required when
constructing a smart world. Through this, we intend to present a method to eliminate cyber terror threats for the

establishment and operation of a safe smart world.

Key words : Smart world security, Smart city, Smart home, ESC Model
AA021d 022 014), AAE4EL(2021d 03¢ 29¢) x ZAEAL PR/ AR W P(FAA))
sk SertARE L WY/ AT TRAIE| (AL A =)




108 SR =EA A21¥ Al (2021. 03)

ol
&
k1
>
Ho
o
o (o
Ho

(/)r‘l‘)!_"
-
:’uzo
=7
a I
2 T
re o
> N
2 o
fm
>,O.u
= K d
ST
l)‘r.{]:
o
L
xR
lﬁ‘o}m
b
2 @
vl

e
N,

=)

>4
o,

m
8]
A
s
fo
m
rlo
.,
o2
e
Shid
o
N

1l 2t 9=t o 44 FeE 71
g, 714, AnlE AJE] AnlE & A

L]

oft ¥o ot

=}
m
off
s K Fl
oo Horde oA (m

gzlo] xqixao /\gzzlm/u.o_ }j]_lrl:ﬂ_ 9}311{ A
Arold], 84, AL A e 3 Ao FE7A
=g AoltH2]. Smartness 2 &0]1 AA
o2 o=l Ak A, AEAEARE T A
Ak ATH3I.

ag Akl FEER A
(ICT)¢] st AEule] 24t
7F slEo] Fom AEg WsE i
grgo] LefstAl HAATh 43 A E e Fav)
A#%+E IoT(nternet of Things)9] W&
H 7SS TAston, ok dokd A8
AFAES WHEA7] 3 dTHA]

e 2018Lﬂ 49 7]74]*”] A7 FEsHH
wE EA g

=

o
=

T

ol

o ox
ol
)
o,
T
oft
>
N

=

r> rir
A
fr fe
(]
2o

S
25
Moy oo

=N (R -

B\

o

T - T M—Q—UL:]_ T

ok Q] AAH Are} FHA~HE Koo
Aoz AbgstE slo] YukAolxnk v g 7}
A AEEdAE T2 Holitel Ay =9 ddi= Ab
oli{ ot} F gt AlelMul AAE ZE BAE
71sol A 1 S QlvH6]

2. A3 A7

2.1 2vlEAE

ZULEAEE o] A} ghe] o] S
gt} A ARSANE & §-5Fate] Ad"
EAZIRAE S uig o T EANHIAE AlE
H= A& 7Hs e BATRA 718 BA] Q1EE A
3 akgle] 9 ICT 71 H&o] ohd i, A7)
of, A4, dxeh YA T EAE FAXNTE 99
o] tpet 7171k Aulzgs A7 ddsta F 24
H HlolHE dhte] EYE o] AFsle] 9]
= eE de] ZAleItHTL.

22 27}ES

@F 2vhE F APl BEw svpege F
A 870 ITE §Estel Fu9] B3} BAZ, oF
A% Aol FSRES s A7 FAH Anke
dol= #7702 4953 YrHglAvhe F& 7))
SR HelHE Aoz 43S AAFL, o2
& BAalo] AR} E] v dlolE S FhFatel
el m%ﬁa A28 AT

= Dev1ce, Connect1v1ty, Platform <] AlZol u}
g o 9 A4 EeE V)%, A E WES A Ht
, ET A FollA LT Qlth 0T UES
A 2AE Sl AHE-H = ZigBeed 74 IEEE
802.15.49) X+E FFohH, T d¥a

=
E‘
s @ % gtk gl Atk AW, BAG F 9
.
=
KN

ﬂH>

A
AR HAF ] Ja =2 FFY H VeSS A
£317] ok dHo] Stk ZigBee S4ls %t
Hel VeRe SSM(Standard Security Mode
HSM(High Security Mode) ¥ 7HA #F2Jo] glom
SSM& & =59 HobS A|¥3sta, HSM
ot S e 3L fsk] A
RAe A U& 4 ?4"3-3— BAAEARE 9 ole] B
T} A of &
|

=

o
S

rlo

©

EA7] wel] e B



= A Ak abge] dAR A
]X]%(RSU Road Side Unit)¥}
1%51% Vol Welexuiete] Addz AE
A7t itk 2RtE Fh= Zg Ak 1E
del Fejz, 457
e Au s

AFSE AR BEF ABA S vl Btk A
1=}

<o
S
ZHU

o dESa 7] Controller  Area
Network(CAN), Local Interconnect Network
(LIN), FlexRay, Media Oriented Systems
Transport(MOST), olgul 52| gst HEHA

Aol g 11].

2.4 2ntEFAAF o]

~rhE Al dsolsh ABATAD,
oF, AHERAEY, FESE, e B 7150 §Y

8 AR AdoltI2) ArtEel Ay @4e
o573 9RolA] st Fee] omole e
A AgEE 993t gu)B A Aust &
gslo} Aelde 99, 4% Jngust g owsn
o YR BAANETY Floz AE AdHE
oz TR + Atk aslH U gelae
SE ECEER S RICERP LRI I
sk QEselz AuE A

of A% delwal EMR/EHRJJr &2 e
S o] &3)A 437801 RER Y %E]— SER)
& 9N ool #a izx},] A7) 7
doje dms)7|ere f74 vES %»%ﬂﬁ
Ao|Ego| 2 AR} HA] A%E L, o873 U
dooz Agdn. o573 g ,]87] LRI
7133e] AA FGed A= AL 5647].010;]1?— o}
T} o)oFE obxAlE, FHZokIx To AREo| 9
FS FA 1B 2 ATl AT S
Il ArH13]

25 YZHEEH AtolH HHAH

20143 120l WA St Az ALl H
A1e] IPE BAsHGwd 53 AR P oY
3} Z= IP QY Eol 12448 T 9xlel7kA] A A]35k9)

915k AbolH Hl219E AA Wt A7 109

2
11

Mtk =3 1P F4 2570, 53 A4 4l
A13ARel KPTCell &9 IPF4 5707F 43
u AtH14].

ARrEAle] AEE o] gato] 200799 b 1
AP WA AR BYAGee wet 9y ¥

o] ol ATHI6]

2.6 ESC Bet#A 24

ESC 2d& 171uk ARA|AH S )3l s A}
ot HHAF At &9 A4 gAAA Ry Eolth
ESCERYS Asset Identification WA,
Prioritization 7, Enhanced Security Operation
AR o] Foixitt,

2l WA Asset Identification ©AE AHF 2 g
Aeltt. FH AAs] Adrstabd, HTTP, HTTPS,
SMTP 5 %9} dAlste] Mul2E Algsts 54
Ps 7]-1] ARAAEES AW3l= o)t

5 WA ©A9l Blocking Prioritization 6712
a]lel gisl 05l 2-74A] 4 a]led gk JEF=
=2 HoJ3l= @A Z BID(Blocking Impact Degree)
7} 0712744 AAEW BID7F S HHA| 2R E
AR R AT #9E A4eth BID A4S 9lg
6714 291 Real Login,
Blocking Complexity, Stop Tolerance, Outer
Stop Impact® A® ). Foreign
Relation(3]¢] 4#+%, FR)S duli} a9l Aas
o] QYL AEIE= Q007 AU £I8 AAS)
<o 7 F8¢ 18 2<delth Real Login(2Al
F&EE, RL)2 &9 daAde] vt ddsHE 41
Alz=go] diste] sl AN AHEAERSEH AA
A4 Hizel] sk AE  a9lo|t} Blocking
Complexity(AFe+ 8% BC)e ARA|AHORE H
dEE 22 IPE Ul IPA 34} IPY oo
W A Aol Y 23E gk gol 3
Folofk  JEAE HAES= 29o|th. Stop

Blocking

Foreign Relation,

Relation,



110 SR =EA A218 Al (2021. 03)

rl

Tolerance(Z¢ 8%, ST)= AHA|zH Fu
58 ARk HW9E B FREE HESE 29l
t}. Outer Relation(9]¥-<17A1%, OR)E 3ld AHRA
2glo] ool duh AAEY JEAE HES
Q9lolt}y,  Stop Impact(TA 5%, SIS HHA
o] F2 Al 3 o3RIt drk o s
3k aclojth
HA ©@A9l Enhanced Security Operation<
WA 7F any® Hol dE WEE AAS S P
3} 3)ake] QIEYl IP"H‘QEE R e B K R =
o] Atol HAFEE A AdstE @A lth ESC
HetaA= 9 *}O]‘ﬂ SAAEANA =EHE 971
zqy_/\])\z4134 7\‘;(} oﬂ}\-] Eoﬂo] y_o]-_\,].xﬂ
& 5 AA BETHITL

|

rl

[e3

R

1
ml

1
rl

A

rr

=

12

mlm (Z

w

a9l AtolH HHAR AAA £

2019 49%E 2020 3¥7HA] HTTPAMIAS
AFsh 287 471N ARA2E F 267 HRAI 2~
HE5S gdo® ESCEYES AH43t9 39 Py
ARl s st sl IPdly B A A
o5l 74x o) Alolw] ElE 9l AA At vebs

AA, Abelw HsiAla AP} NE fast

.3l PSS B3 267 ARAZ~E S o
3 AlolH HHAE olE o] A3 wAEA] ¢
A Hof Abolw AsAta WA AFETF 92.9% A
sl

i
=)
v
>
ox,
f
4
o)
o
=
m
il
3
fo
s
&
o
b
1o

>
o
=
o
)
fo
b1 mel
o
=
{m
e
o
=
e
o
X
o
3R
0 fo
[\~
S
=
0o

MN
o
30
T

2
=
>
.
=4
)
=@
2

o]Fo&= 29.9% FEL 3
A=) Aboln) 919 Afruleol
AR, Abolw] Elef g ol
3}"55} 20209 47649 1¢ Té& AtelH 919
22,2907/ = A, 20184 3
550274/‘” i) 58.4%7F % 3} ATk
A, obd IP A o] 2018 o] °F 40% 7
sttt IPSolA "Ask= Aloln] EHHF oMl

% 23] o9 olME Ei 1Y oWES of

|m
% 1
119%
T S
ﬂgn\lrf
3“‘21%
m o= o
o m B B

,_A
e,
o
=T
o,
=3

= N

i

o p>

B oo
froox
o &
2
ox

— _
=

o
)
(e}

M
fitl
S
o, :lrlu
N
=2,
il
i)
U
[>
(m
fitl
it
= JW

i 12 ox
—
jav}

oy o

>
>

)
2oy

B L

ANOrr o
POUR 3

rr

lo o

o
fu

1%

ol HlE S LA
Hobgulo] SEdhe dEeleta & ¢ gl d
o 1679413t 2059 th3-A1kel A F 6.8413F]
A1zl FHaskgih

o] A7), ESC BotatAl 2d #go = Aloln 9§
of et AYF2go] skt s 9] IP AR-gl o
& o)A e] Al Zhzte] sfelipel] Wi HEAH S
w2 ol HoERAE AlsEEN 7} ot =iH

H&sHeAol vid AQFAH o] Haso] Anzat

4.1 IoT 7]17] 948 e HZ A
2lE Y4B FEA] S| ZRE S H
Zlo] Fr=A] HQ st} AntE °JC%
3 0T 717152 Hal 54l 7&5S
dAE AA PC, HES, 2nleEEZ &
FAHet AUl AL 31, o] FAl =] eel
ARABHE ToT AxFA] ToT #AAMHL SW
gol=, ARG 59 thdd o FR QAEM FAlS
s == Alol 9139 95%¢ =Y 4

Fa gl7] wEo|ch.

dslziee g Avss g T Pe

~ulE Y8 dFske 43S e ISP AAE
stoda AEH oz &9 IPUAS AgdstA sk A
It} ISP AFAtE 2~PtEAE] § FES AntE 4
=o oigh Il AAA sl PGS AsE %
s A A4 2AAS Aldsteiof stk IHURS
Lol A AF3h= =l IPrHOw % 20007 AEEA
waldo) A A IPU S-S wul [PHY o2 Aghs)

= A9 $8Y 5 A Aol
16T717] AZAPE el ekl she] Pejei

Aghgeta striete E EAVE BASA FE Ao



2 gradch gy T717] AZ2AF T #e A
Z dl9fel AXsta ik s =HE ] A F
Aol WA Aol7]o] o] et Ao uigt oL
7F WkEAl B3 Aotk ISPANARE ] ~utE
9E AMEA B 2AREE A F2 d44l
AS WS ) [0T7]7] AZRALY] G4 &9 IP
5 oA A wolA #F dle] IPE HETE
=

‘;i
e
T
R
=
[>

9 = 41} Au| 2 tjAfol 7H1:ﬁ?<4

OHQ P ]

alo] al9] Priele Athal Hgtg% eleior g

IP7]5ke] Afoln] BAEL D, HlLNE, A8l
2l w: WAo gl U & gl Agolt Ea A}
olw] Ao eln ZAEAY Adeld T shriete
49200 Hel Aol #40] Eefen sl 4

= Ae Aol B2 e A 44 s Al
G5 Aolt). shele] Aboln] FAREo] T P §
felo] f1H 499 a9 P2 v fEE 7
S5 Abelul HeAl 2ALE Fasken 2 wsks
% 5 2 Aol A9E ARTGomA AolH 34
A5 FAL 2AG 5 Qi o] vhad )
= Alelth Seuet ArAzgEe] Ui QA%
ool Atz AntE Aol tiF Abeln] FAA HA

A= F5A] Aol 917 ¢
= iobjrlﬂ/‘ﬂﬂe TE sk Aol
2 AR A AAH 0B FEHEE 2vlE
A8 S A g AES] T

Sl Aol oRel AnlEAE Al E
chpa Anlo] Yl golol e BUHYSE Fo

1%k AolH] HIZIAH A Wt AT 111

A 715 X3 itk 7] BerHA|AE 7]TE
F7F FEEojoF & Aotk

ArHozr ~utEds HAAAMNES 243}
nfEY = g Aleld P& RUE St &
= ATE Fdsof ). ~EYLE Ec&{{r%ﬂ*ﬂﬂ
oA =ule] IoT AZ=3|AEe] B4 3] 1P
Agsta 29| [oT ARALY] 32 IPES oﬂﬂﬂxﬂsﬁ
9]

1>

}_

ol

—(N__

AL AET 5 A Aol ol QA

T AxAFSo] oA ToT AFS drjeln

2 e Afele wul 2~vEYE HTAAE
HEEA] ZRAES] E9AH Y 39l IPE SHILES
s AAE wEoof & Aoty Hed e 1P
A= AbolH kR Hd FAo] ok A A%
o] ¥F=A] g sith
43 IoT 717] B¢ 73}
2utE Yro] FEA] IRIPE FHAissla 77
ZMH HIS Aslsle Alo] wr=A] Hasit) A
SlE] l(Internet of Things, [oT)< A& N
‘3101 A, MEHR, AT T A4 #AE B4

|

o Abgge

[¢]

o
Ade dddoleta & ¢ gtk o]
o

Qe Ve 71E A Vs VNe R A
# ¥417]% NFC, RFID, ZigBee, %52, Wifi &
o] st FA7IEEC] AMEE O] IoT YA )
olElE A&stA 2 Aelth oT7I7157e] BAs
Aa) TIPS F-olstA Hed 32 IP o4l A IPE
Fojste] dozte B4ls stes & ok ok ¥
3 IPE Fosks 4§ Fol =&H ] Alo|H T7

Aol A4 % vk
[oT717] AA7F 17kl o) 8) ofej# oz 23
E]X] o}ci :lH/\ Jr: 7]13]- o] MAC = 7]11]— o]

CHRCA R AL } AN FHA e A7
g 2]y /S0l AshEolof itk Y HAFE T
g, AdE MM 5o 5A4E aeste] ¢35 AkE
Eo] HRI7bALY] dlolE B37F WA H =S Aok
gtk o]& S8l FAlel Folshe BE V7Sl 4
25 FHsHA sl 10T 717 d5S Adtsh=
Ze] dastt



112 SR =EA A218 Al (2021. 03)

o1

Z|

rft

2

| Aol

=

g9l 95% olde] &l e = g
Fholl A a2l TP ti el #5180l
o7b dagk Aol o= iE

A Aboln] F ol tigh A<} 5
s BAoltt. wheba, 9] IPT] S el

dasith oS f8) 7 AHAA
#-8-ske] afe] IPie< &l

5
El
%o
e
o>,

xe
I
i

Zodo g
of

oy 2o oy
>,

S o o 8 Ho
mlmé
QL

1 o ox
2 ot i

o ot i g
S~
o rlr

N
-

A

fati)
i)
o

frtl
e
w
o O
£

o
o
ﬁoﬂ
rir
pu)

:’OL_I‘
fo
)
ot
o
o
fil
=
>
>
o
Iz

)
>
i
o
o
L
_O|L
=

¥ of
B

pod)
o

ful

g M
L
X
©
> °
)
rlr
iE > o
aom

©

Y
il
1o,
of
(o RN Hu

ro, ot oF M o
)
N

~
=

ol
=
oft =
o}
=

L, O i by

>,
N
rir
T - N <)

I, o

ol
-

N
~
>
<
N
1d}:orll
g
m =
ﬂﬁ&_ol
(U
—;‘ré"i
tn
2
Emﬂé
=
N

o
u
st
(HUR
i,
ful

i

173

[1] Guangjie Han, Haofei Guan, Zeren Zhou, Zhifan Li,
“CTRA: A complex terrain region-avoidance
charging algorithm in Smart World”, Journal of
Network and Computer Applications, volume 151,
pp. 1 7 10, Feb. 2020.

[2] J. Ma, LT. Yang, BO. Apduhan, R. Huang, L.
Barolli, M. Takizawa, “Towards a smart world
and ubiquitous intelligence: A walkthrough from
smart things to smart hyperspaces and UbicKids”,
International Journal of Pervasive Computing and
Communications 1(1) pp. 53 ~ 68, 2005.

[3] Marcelo Masera, ettore F. BoVpard, “Smart (Electricity)
Grids for Smart Cities: Assessing Roles and
Societal Impacts Information Security”, IEEE, vol.
106, No. 4, April. 2018.

[4] Won Jong-Hyuk, “Effects of Perceived Values and
Perceived Risks on Public IoT Services Use
Recognition and Use Intention”, Doctor's Thesis,
Department of Educational Administration — of
Graduate School of Hansung University, pp. 17187,
Dec. 2018.

[5] Jin Sang-Ki, “Life Satisfaction Depending on Digital
Utilization Divide within People with Disahilities”,
The journal of Informatization Policy Vol. 26, No.3,
pp.069-089, Sep. 2019.

[6] Lee Kyungwhan, “An Implementation of Cyber
Security Governance System for IOT Enabled
Smart City”, Journal of Korean Institute Of
Industrial Engineers, pp. 4381-4405, Apr. 2019.

[7] Act on the promotion of smart city development
and industry, Act No 16383(Oct. 24, 2019),
Ministry of Land, Infrastructure and Transport.

[8] Park GwanSu, “A Study on the Direction of Cyher

Response in  Smart  Home

Environment”, Master's Thesis, Department of

Information Technology Graduate School of Aju

University, pp. 1-19, Feb. 2019.

infringement



[9] KM. Tsui (2012), “Demand Response Optimization
for Smart Home Scheduling Under Real-Time
Pricing”, IEEE Transactions on Smart Grid 2012.

[10] Yu Woo Young, “A Study on Access Control Policy
Management between IoT Devices for Smart
Home Security”, Doctor's Thesis, Department of
Security  Convergence Graduate  School — of
Chung-Ang University, pp. 1-115, Aug. 2018.

[11] KISA Jeong Inyoung,  “Aralysis of Smart Transportation
Security Vulnerahility and Development for its
Countermeasures” , Korea Internet Security
Agency, pp. 17278, Nov. 2017.

[12] NIFDSE,  “Smart Healthcare Medical Device Technology
& Standard Strategy Report” , National Institute
of Food and Drug Safety Evaluation, pp. 1784,
Aug. 2018

[13] IoT Security Alliance, “Cyber Security Guide for
Smart Medical Service” , Korea Internet Security
Agency, pp. 1727, May. 2018.

[14] Lee HooGee, ‘A Study on Estimation of Malicious
IP Storage Cycle in Security Monitoring Base’,
Asia—pacific Journal of Multimedia Services
Convergent with Art, Humanities, and Sociology
Vol.7, No.7, pp. 993-962, July, 2017.

[15] Shin Kyoungsoo, ‘A study on cyber threats from
North Korea and counterstrategies’, ChoongNam
National Univ. Doctor’s Thesis, pp. 103-239, Feb,
2018,

[16] Choi HaeGwon, 'Study on trend of DDoS threats
and prevention for the Network Service Security
Risk’, JeonBuk Univ Master’s Thesis, Feb, 2008.

[17] Han Choong-Hee, “Enhanced Security Control
model for critical infrastructures with the block-
ing priortization process to cyber threats in
power system’, International Journal of Critical
Infrastructure Protection, Volume 26, 100312, Sept.
2019. (https://doi.org/10.1016/}.ijcip.2019.100312)

EYEg 9

Ofr

P

ad

FAbolW EH2 Y AIA Bk A5 113

(M &204)

3 % 3] (Han Choong-Hee)
1996 29 E=0) A5E Fe sk}
2002 29 T ARESS AL
2019 8¢ 7o) AB B 53 vk}
email : justicehan@kpx.or.kr

3k Z 3] (Han ChangHee)

19909 SrAbdstal &E] o] 8L
1994 3 Syracuse thelal 2AFsE AAL
20043 3 Univ. of Southern Califor
nia Z4k8} wkAL

19943 ~AA SAF AFE A8 wg
email : chhand6@gmail.com



