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Development of requirements for information security management system
(ISO 27001) with CPTED in account
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ABSTRACT

The purpose of this study was to add CPTED to the information security area. The control items of ISO 27001
(11 types) and the application principles of CPTED (6 types) were mapped. And the relevance between the items
was verified through the FGI meeting through 12 security experts. As a result of the survey, the control items with
a relevance of at least 60% on average are security policy, physical and environmental security, accident
management, and conformity. As a result, the comprehensive policy was shared with CPTED’s items as a whole.
The specialized control items are security organization, asset management, personnel security, operation
management, access control, system maintenance, and continuity management. However, specialized control items
were mapped with each item of CPTED. Therefore, information security certification and septed are related. As a
result, environmental security can be added to the three major areas of security: administrative security, technical

security, and physical security.
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