https://doi.org/10.33778/kcsa.2021.21.1.033

2% 254 A5 ohso] ohbg B

A

Q oF

SRE ARY 7lEs FEF TolHY oA FuE olEdl tigt Al 3&F =&, WE, A4 Ane] A

2)d 50l AP Hal Qltt. of2ieh Bet o5 siAsk ] ¢sll HlolHE ¥sst ¢t & At U FAHS p9¥she £
¢ Yoot 2 e ¥ fley, APos £33 4o A5 VsS Bt £59 U5 d=so] AljtEIT o]
ASS gt PR [FE YRt R oigh Fsil ZAglol HlolEle] 2Ao] ThsRkt FAlol HdE AL
of gk A=ldE BAE 4 Q7] mieolth Iy £53 15 4% Al tigt A= obA] £7] @Alolt. AlA|
g 553 U5 dzs 5 AEAQ AFUES I o] the RAY, Bz Qbd/do] w2 Aeolle HEA0IR] X
sttt ESE £ HAIA] Q15 270 £59 s HlEeR £59 A5 d=E 2Astke 7Mool tigh 2Ao] BAf
g Aot 2 ==ollMe 53 AR A5 A7 £59 d2s Agstq EAlske 7ol oigh ot wAs
Ak B4 AT 9x BHse £59 UNA A3 A7 olgslol £5Y A5 Y8 el £5Y 95 ¥s
G| AREIFSAS RIS e AR BIFSAO 9L IR QUTE FH PARRSHE AE £5Y YEE o
golo £59 U5 YeS Wlsitiete PRETHA0l et S USSR REe skt

Analysis of Homomorphic Authenticated Encryption
(Encrypt with Authenticate Construction)

Jinsu Kim*

ABSTRACT

Data outsourcing utilizing the Cloud faces a problem of the third-party exposure, modulation, and reliability for
the provided computational delegation results. In order to solve those problematic security issues, homomorphic
encryption(HE) which executes calculation and analysis on encrypted data becomes popular. By extension, a new
type of HE with a authentication functionality, homomorphic authenticated encryption(HAE) is suggested. However,
a research on the HAE is on the initial stage. Furthermore, based on a message authenticated scheme with HE, the
method and analysis to design is still absent. This paper aims to analyze an HAE, with a generic combination of a
message authenticated scheme and a HE, known as “Encrypt with Authentication”. Following a series of analysis,
we show that by adopting a unforgeable message authenticated scheme, the generically constructed HAE
demonstrated an unforgeability as well. Though, a strong unforgeability is not the case. This paper concludes that
although indistinguishable HE can be applied to design the HAE, a security issue on the possibility of
indistinguishability is still not satisfied.
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