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Abstract Recently, public certificates issued by nationally —recognized certification bodies have been
abolished, and internet companies have issued their own common certificates as certification authority.
The Electronic Signature Act was amended in a way to assign responsibility to Internet companies. As
the use of a joint certificate issued by Internet companies as a certification authority is allowed, it is
expected that the fraud damage caused by the theft of public key certificates will increase. We propose
an authentication model that can be used in a security gateway that combines PKI with a blockchain
with integrity and security. and to evaluate its practicality, we evaluated the security of the
authentication model using Sugeno's hierarchical fuzzy integral, an evaluation method that excludes
human subjectivity and importance degree using Delphi method by expert group. The
blockchain—based joint certificate is expected to be used as a base technology for services that prevent

reckless issuance and misuse of public certificates, and secure security and convenience.
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Table 2. Measure Value of Fuzzy integral

Number of Subset Item Number g(-)
1 12 345 678 910 0.0625
2 12 345 678 0.0599
3 12 345 910 0.0585
4 345 678 910 0.0635
5 12 345 0.0519
6 12 678 0.0665
7 12 910 0.0574
8 345 678 0.0604
9 345 910 0.0585
10 12 0.0583
11 345 0.047
12 678 0.0712
13 9 10 0.0703

Table 3. Evaluation Value of of Fuzzy integral

g()
olf\hlsrﬁggg ¢ Item Number g:g{;g DXISICt
Model | Telecommunication
1 12345678 910 0.063 0.063
2 12345 678 0.062 0.062
3 12345 910 0.060 0.061
4 345678 910 0.063 0.063
5 12345 0.059 0.059
6 12678 0.065 0.065
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Table 4. Result of Fuzzy integral

. Direct API .
Dites; Security |Telecommunic SOy
Number | Measure API y . Gateway
Gateway | ation Model
of Value |[Telecomm Model
. Model Total .
Subset | g(-) | unication . Total Evaluation
h() Evaluation
h(-) Value
Value
1 0.0625 | 0.063 0.063
2 0.0599 | 0.062 0.062
3 0.0585 | 0.061 0.060
4 0.0635 | 0.063 0.063
5 0.0519 | 0.059 0.059
6 0.0665 | 0.065 0.065
7 0.0574 | 0.063 0.063 0.0668 0.0669
8 0.0604 | 0.0622 | 0.0623
9 0.0585 | 0.0603 | 0.0601
10 0.0583 | 0.0612 | 0.0615
11 0.047 | 0.0565 | 0.0565
12 0.0712 | 0.0668 | 0.0669
13 0.0703 | 0.064 0.0637
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