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ABSTRACT

The overlay2 file system is one of the union file systems that mounts multiple directories into one. The source
directory used for this overlay2 file system mount has a characteristic that it operates independently of the write-able layer
after mounting, so it is often used for container platforms for application delivery. However, the overlay2 file system has
a security vulnerability that the write-able layer is also modified when file in the source directory is modified. In this
study, I proposed the overlay2 file system protection technology to remove the security vulnerabilities of the overlay2 file
system. As a result of empirically implementing the proposed overlay2 file system protection technology and verifying the
function, the protection technology proposed in this study was verified to be effective. However, since the method
proposed in this study is a passive protection method, a follow-up study is needed to automatically protect it at the
operating system level.
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Sl file system= over-wrapping 3t} 3 =] %] ¢F-2- file
2 fAotE, FEH file2 v 2o mount 3 fileZ
over-wrapping 3HCH3].
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read-only H3Ht A-&x]w, t}= overlay? file system 2]
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Fig. 1 Overlay2 file system mount structure
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2.2, Overlay2 file system2| Hot F|oFH
= AEAH|AE Het ¢ whet R 2H o
A A= ojok gt} Overlay? file system-2 AR&-8F wjo]]
£ BRIAR sk AL QPEsiop ek, e
U overlay?2 file system-2 X} & 0 2= oFA5}R] oir)

P root@localhost /home/overlay/merge — o X

(base) [root@localhost mergel# mount | grep overlay
sverlay on /fhome/overlay/merge type cverlay (rw,relatime,l
owerdir=./lowerl:./lower2:./lower3,upperdir=. /upper, workdi
r=./work)

(base) [root@localhost mergel# ls -al

total 12

drwzr-xr-xz 1 root root € Aug 9 15:41 .
drwxr-xr-x 8 root root 100 Aug 9 15:52 ..
-rw-r—--r—-- 1 root root 7 Bug 9 15:42 filel
-rw-r—--r—- 1 root root 0 Aug 9 15:53 filel temp
-rw-r—--r—— 1 root root 14 Aug 9 15:42 file2
-rw-r—--r—-- 1 root root 7 Aug 9 15:42 filed
(base) [root@localhost merge]#
(a)
&P roct@localhost/home/overlay/lower - u] X

(base) [root@localhost lowerl]# pwd
/home/overlay/lowerl

(base) [root@localhost lowerl]# 1ls -al

total 4

drwzr-xr-z 2 root root 37 Aug 9 15:53 .
drwxr-xr-x 8 root root 100 Aug 9 15:52 ..
-rw-r—--r-- 1 root root 7 Aug 9 15:42 filel
-rw-r—--r—-- 1 root root 0 Aug 9 15:53 filel temp
(base) [root@localhost lowerl]# rm filel temp
rm: remove regular empty file 'filel temp'? y
(base) [root@localhost lowerl]# 1s

filel
(base) [root@localhost lowerl]#
(b)
P root@localhost/home/overlay/merge - o X

(base) [root@localhost mergel# pwd
/home/overlay/merge

(base) [root@localhost mergel#

(base) [root@localhost mergel# 1ls -al
total 12

drwxr-xr-x 1 root root € Bug 9 15:41
drwxr-xr-x § root root 100 Aug 9 15:52 ..
-rw-r—-r-— 1 root root 7 Rug 9 15:42 filel
-rw-r--r-- 1 root root 14 Rug 9 15:42 file2
-rw-r--r-- 1 root root 7 Rug 9 15:42 filed

(base) [root@localhost mergel#

()
Fig. 2 Overlay2 file system's vulnerability
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Fig. 3 Overlay2 file system's vulnerability
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Table. 1 Security function verification items

Test ID Test Object

e Check overlay2 file
monitoring function

* Check getting source directory's absolute
path

system mount

Func_Test 01

* Check security policy to protect source
directory transfer and set to kernel when
overlay? file system mounted

Func_Test 02

* Check security policy enforcement for user

Func_Test 03 . .
- = file access in source directory

427|545 4%

#P root@localhost fhome/overlay - u] X

Check mounted filesystem. @
Check mounted filesystem.
New mount found.

- mount type : overlay

- source directory : /home/overlay/lowerl:/home/ov
erlay/lower2:/home/overlay/lower2

- mounted directory : /home/overlay/merge
Policy set for source directory.

- Subject : A1l

- Directory : /home/overlay/lowerl
- Directory : /home/overlay/lower2
- Directory : /home/overlay/lower2

- Permission : Deny
Policy set completed.
Check mounted filesystem.
Check mounted filesystem. v

Fig. 4 Policy ldentifier's access control setting verification

Func Test 012 313+ A1}, 13 49} Zro| Policy
Identifier+= overlay?2 file system©] A| 2] of| 4] mount =]
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Func_Test 025 &I3t A3}, 19 52} ZHo] Kernel
Policy Manager+= Policy Identifier’} &3t source
directory AR & 4=4135}0], 0]& access control policy &
SEohe 2L BIsher

#® root@localhost/homesoverlay - o x

[17:56:21]1 New source directory transfered. @
[17:56:21] source directory : /home/overlay/lowerl
[17:56:21] grant : all

[17:56:21] permission : deny

[17:56:21]1 New source directory transfered.

[17:56:21] source directory : /home/overlay/lower2
[17:56:21] grant : all

[17:56:21] permission : deny

[17:5€:21] New source directory transfered.

[17:56:21] source directory : /home/overlay/lower3
[17:56:21] grant : all

[17:56:21] permission : deny v

Fig. 5 Kernel Policy Manager’'s access control registering
function verification

Func_Test 032 2213t Az} 18 63} 7o), overlay2
file system©] mount % AMEfolA A&7} source
directoryol] L3} 11A}F & )], ©]= User Access Control
Handler7} xpsh-2- 3ol

ok

ol

2P root@localhostshome/overlay - O x

[18:08:23] New file access event occured. @
[18:08:23 - SID : 29187

[18:08:23 - PID : 7826

[18:08:23 - target : /home/overlay/lowerl/filel temp
[18:08:23 - Permission : READ

[18:08:23] Policy table check.

[18:08:23] policy found.

[18:08:23] Set stolen. v

Fig. 6 User Access Control Handler's access control
enforcing function verification
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