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A Study on effective risk analysis and evaluation method of
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Abstract

Although many studies have been conducted on risk analysis and evaluation in the on-premises
environment in information security, studies on effective methodologies of risk analysis and evaluation
for cloud computing systems are lacking. In 2015, the Cloud Computing Development Act was enacted,
which served as an opportunity to promote the introduction of cloud computing. However, due to the
increase in security incidents in the cloud computing system, activation is insufficient. In addition, the
cloud computing system is not being actively introduced because of the difficulty in understanding the
cloud computing system technology of the person in charge who intends to introduce the cloud
computing system. In this regard, this study presented an effective risk analysis and evaluation method
by examining the characteristics, concepts, and models of cloud computing systems and analyzing how
these characteristics affect risk analysis and evaluation.
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Table 1. Risk analysis and assessment approach
1972457 gy

Application method Description

- Define the security level for all information assets and establish a series of
protection measures to achieve security goals

- It is possible to establish the necessary security measures for the organization
Baseline Approach without investing a lot of resources such as time and money

- Because the environmental characteristics of the organization are not reflected,
security controls are applied at a level higher or lower than the ability of the
organization

- Determine the size of risk by measuring the importance of information assets and
examining vulnerabilities of information assets and threats using them

- It is possible to establish a security level that can be applied according to the
characteristics of the organizational environment

- It requires a lot of time and money as it is performed by experts who are skilled in
risk analysis and evaluation

- Conduct risk analysis with the knowledge and judgment of experts who are
experienced in risk assessment without applying standardized methods

- Because there is no systematic analysis and evaluation method, it may be difficult
Expert Decision to accurately assess risks, and it may be difficult to rationally select security
measures and derive appropriate costs.

- Limits exist as an evaluation method for continuously repeated security audits or
follow-up management

- First, identify high risk targets in the organizational process, apply the detailed risk
approach to high-risk targets, and use intuitive methods such as the baseline
approach for low risk targets

- It is possible to quickly establish security control measures and efficiently use the
resources invested in risk analysis and evaluation

- Failure to accurately distinguish between high risk and low risk may result in
wastage of resources

Detailed Approach

Compounded
Approach
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Table 2. System asset classification criteria
F 2 A 2F AR 27 7]

Asset type Description Examples of such assets

- Data Server, Data Historian, Input/Output(IO) Server
- DNS, DB server, public server (Web, Mail), file server,

Infrastructure systems such

zyitierr?"nent aZrig:\rgwercso:egl:;rtidsz?'vices management server (NMS, SMS), application server, log
quip p P server, etc. [%0/S, web server, WAS server, database,
and tasks
etc.]
Routers, switches, etc.
netv_vork installed n netwqus to - Router, L3 switch, L2 switch, L4 switch
equipment connect information and

communications networks

Firewall for information

Zeilimr:"nyent protection, intrusion - DDoS equipment, firewall, IPSec VPN, IPS, VPN

quip prevention system, etc.

DBMS DBMS for service and - Administrative and academic affairs DB, public member

business DB, system management data storage

thao crlgl;% and Device for data backup - Storage, SAN switch, etc.

PC business PC - PC for management console, distribution PC
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Table 3. Cloud common part check items
FE 3 FEE T A 35

Domain Item name Importance
key pair High
AWS Access Password Settings High
EC2 Common Area Account Multi Factor Certification M_iddle
Security access key _ _ High
Identity-Based Policy (IAM) Account Security Low
Identity-Based Policy (IAM) Security Policy Settings High
(EC2/ECS/ECR)
Security Group Middle
ACL Middle
EC2 Common Area Network NAT Gateway Low
Security Internet Gateway Low
Routing Tables Middle
Elastic IP Low
Manage RDS Resource Access Permissions Middle
RDS common area Authorize RDS API operations Middle
Subnet Availability Zones Low
Identity-Based Policy (IAM) Security Policy Settings (RDS) High
RDS parameter management area setting Low
MariaDB/MySQL Audit Plugin Settings Low
Oracle APEX Listener Settings Middle
RDS Options Policy Oracle Basic Network Encryption (NNE) Settings Low
Oracle SSL Settings Low
Oracle Enterprise Manager (OEM) Setup Middle
Oracle UTL MAIL Setup Low
MariaDB/MySQL Security Log Settings Low
. MSSQL Security Log Settings Low
RDS logging Oracle Security Log Settings Low
PostgreSQL Security Log Settings Low
Bucket Access Security Middle
. Default encryption settings High
>3 Data Security Log file collection and permission settings Middle
Identity-Based Policy (IAM) Security Policy Settings (S3) High
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Table 4. OWASP Risk Assessment Method Assessment Items
3t 4. OWASP 9193 7F U 33715
OWASP Risk Rating Methodology

Skill Level

Motive

Opportunity

Size

Ease of Discovery
Ease of Exploit
Awareness

Intrusion Detection
Loss of Confidentiality
Loss of Integrity

Loss of Availability
Loss of Accountability
Financial Damage
Reputation Damage
Non-Compliance
Privacy Violation

Threat Agent

Likelihood

Vulnerability

Technical Impact

Impact

Business Impact
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Table 5. Cloud system management evaluation items
3 5. F o9 A5 e g7t

Number

No| Domain(9) Classification .
of items

Cloud Computing System Service Operation Organization
Separation of duties

1 | Human security Job change management

Implementation and review of cloud computing system service
security training

Virtual resource status management

2 | Asset management Importance rating
Setback checking
3 Service consignment Cloud computing system service contract management
management Cloud computing system service provider and self-evaluation

Establishment of processes and systems for responding to incidents
Intrusion incident response test and inspection for prevention
Establishment of business continuity plan

Disaster recovery simulation training

Service availability management

Data backup

Redundancy of information processing system

Establishment and application of access control policy

Access record management

Register user account and grant access

Administrator and special privilege management

User identification and authentication

Management of insider password change, etc. for employees, etc.
Network security policy establishment

Network information protection system operation

network encryption

Network Physical and Logical Zone Separation

Encryption of sensitive information and data such as personal

4 | Incident management

Service Continuity
Management

6 | Access control

7 | Network security

Data protection and

OIIING NN NI WIWIWIWIF I IWINIWIRAINIWINIWINIFEING N INIFIN

8 encrvotion information
vp Encryption program and encryption/decryption key management
Malware Control
Information processing system operation procedure and manual
System operation preparation
9 Y P Information processing system regular maintenance management and
management . 1
patching
Public web server access control 2
Malware Control 3
Sum 70
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Table 6. Metrics for materiality and feasibility
6. 588 AAVFs Aol g 578 A%

Standard Operational definition Source

_The degree _of |r_nportance of the developed method Ozdemir, Miu(2009), Cabrera et. al. (2008),
in the security risk assessment method

The degree of practicability of the proposed risk
assessment method

Importance

Feasibility Ozdemir, Miu(2009), Cabrera et. al. (2008),

4.2 A7 AEH A

A% 109 o) g9 e wisha Qi 31 ARE dow 4 Qe
ol geldbs meh gywele] wate] AT Aol Y AMHE 2L wogggw
SRR B P RS Qe AT R ol g A5 B e



22 JOURNAL OF PLATFORM TECHNOLOGY VOL. 9, NO. 2, JUNE 2021

Table 7. Expert interviewees
3 7.5 7F QUE 5 v A

No. | subject experience position Duty Participant characteristics
more than 10 head of . . R
1 Consultant A vears department Security Consulting Security Risk Management
more than 10 head of - ) N
2 Consultant B vears department Security Consulting Security Risk Management
Security Officer | more than 10 head of . Information Protection
3 A years department Security Management Officer
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Table 8. Risk analysis evaluation feasibility review result
¥8 AARA97 e A E A

Importance Feasibility Average
Consultant A 4 5 4.5
Consultant B 4 5 4.5
Security Officer A 3 4 3.5
Average 3.7 4.7 4.2
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