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ABSTRACT

Containerization, a lightweight virtualization technology, enables agile deployments of enterprise-scale microservices in
modemn cloud environments. However, containerization also opens a new window for adversaries who aim to disrupt the
cloud environments. Since microservices are composed of multiple containers connected through a virtual network, a single
compromised container can carry out network-level attacks to hijack its neighboring containers. While existing solutions
protect containers against such attacks by using network access controls, they still have severe limitations in terms of
performance. More specifically, they significantly degrade network performance when processing packet payloads for L7
access controls (e.g., HTTP). To address this problem, we present BPFast, an eBPF/XDP-based payload inspection system
for containers. BPFast inspects headers and payloads of packets at a kernel-level without any user-level components. We
evaluate a prototype of BPFast on a Kuberetes environment. Our results show that BPFast outperforms state-of-the-art
solutions by up to 7x in network latency and throughput.
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Fig. 1. A general container networking archi-
tecture of modern container platforms.
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[I. Background and Motivation
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2.2.2 Bridge Network
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2.3 eBPF/XDP
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2.4 Existing Solutions and Their Limitations

2.4.1 Existing Security Solutions
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Table 1. Previous work on a container network
security.
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2.4.2 Limitations of Existing Solutions
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eBPF/XDP 79k 314 U ES 3 sj7l o] A} A 2wl

Policy ID: 10 BPFast Manager
Container-A
Egress 1. Pattern extraction 2. DFA 3. Table generation
- to: Container-B compilation Match _
~tcp: dport 80 | GET /Juser/ HTTP/1.1... | Dl Action
- hitp: > . 0] 0 | G | Next(1)
~method: GET | GET /item/ HTTP/1.1... |
- path: /user
- method: GET | POST /user/ HTTP/1.1.. | 1) 5 u_| Next(6)
- path: /item
- method: POST 0] 9 / Done

Fig. 3. The pattern compilation process of BPFast manager. The manager compiles a deterministic
finite-state automaton (DFA) of detection patterns, taking account into common prefixes, and converts

the DFA's transition table into a match-action table.
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3.4.1 Header Matching

o] vl Al dzle] WENa AR
L3/4 Arbers gubsl=r] Aalsle #Agoloh
%8l BPFaste= F 7Z1elely 7ke] w| <l7jd
(AL Subshe) L3/4 §Ale 2hdsic}t. BPFast
AL QR Bl dAYE EAEle] EES 99
I owlagkcl AR alzle]  AHle| R
5] wFe] AL Qo] F29 wele &
olue} FAle] FEEl t}E AW IP
FAE 71F0® TCP 2E W5 S A 1,3/4
A eparate] ks o] glct, wheba] FAL <A1 HA

S PEIEEER S S
o

allow-list2 F&sl7]  wie] 7P L3/4
Aekbatst A7) selel Wgol LA e A5
g AZE Arigeh =g FR$ oW 3t

3 Ae A7 A o
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Fig. 4. HTTP throughput measurements; BPFast
outperforms state-of-the-art solutions by up to
7X.
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Fig. 5. HTTP latency measurements; BPFast
achieves 7x faster HTTP latency compared to
state-of-the-art solutions.
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