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ABSTRACT

With the advancement of cyber threats and the development of hacking technologies, cyber security is being emphasized
in various fields such as automobiles and ships. According to this trend, various industrial fields are demanding
cybersecurity, and related certifications. In this paper, cybersecurity type approval is compared with the RMF stage under the
premise that there are common elements with RMF in that cybersecurity elements must be reflected in the entire system
development cycle. For comparison, type approval of maritime cyber security of the Korean Register of Shipping was
selected. In conclusion, although type approval of maritime cyber security acquisition procedure is not divided by
development stage like the RMF, there are the commonalities in the procedure to apply the cybersecurity element to the
System development lifecycle like the RMF. Accordingly, the possibility of determining that the cybersecurity element was
applied to the entire development cycle was confirmed.
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Table 1. Security Objective Definitions (44 U.S.C.,
SEC. 3542)

security ..

L definition
objective

Preserving authorized restrictions
. on information access and

confident . . .

. disclosure, including means for

iality

protecting personal privacy and
proprietary information.

Guarding against improper
information modification
Integrity | or destruction, and includes
ensuring information
non-repudiation and authenticity.

Availabil | Ensuring timely and reliable
ity access to and use of information.

Table 2. Potential Impact Definitions

level definition

if the loss of confidentiality,
integrity, or availability could be
expected to have a limited adverse
effect on organizational operations,
organizational assets, individuals,
other organizations, or the Nation.

low

if the loss of confidentiality,
integrity, or availability could be
moder | expected to have a serious adverse
ate effect on organizational operations,
organizational assets, individuals,
other organizations, or the Nation.

if the loss confidentiality, integrity,
or availability could be expected to
have a catastrophic adverse effect
on organizational operations,
organizational assets, individuals,
other organizations, or the Nation.

high
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Table 3. Asset Materiality Rating Criteria

val
rank range
ue

Description

Damage to the property
may result in a very
high level of loss,
failure of the service, or
loss of economic status.

Serious loss in case of
damage to the property
or negative impact on
the service

Even if the property is
damaged, there is little
or no service impact.
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ANNEX 1. Asset value evaluation result
Asset Value Cnhcdlty

I T ™

No | Asset No. Assets

1 sC-UTM-01 U™ 2
2 NW-SWT-01 switch 1
3| SVR-UBU-01 server 7
4 6
5 6
6

4 | DB-MAR-O1 data DB
DB-MON-01 leg D8
6 | PC-WIN-01 node

Fig. 2. Asset value evaluation result
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Table 4. RMF's family of security and privacy
controls

family definition
AC Access Control
AT Awareness And Training
AU Audit And Accountability
CA Assessment, Authorization, and Monitoring
CcM Configuration Management
CP Contingency Planning
1A Identification And Authentication
R Incident Response

MA Maintenance
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Table 5. Cyber security requirements in accordance

MP Media Protection . number of
PE Physical and Environmental Protection section requirements
PL Planning Identification and authentication i
PM Program Management control
PS Personal Security Use control 1
PT Personally Identifiable Information Processing - -
and Transparency System integrity 8
RA Risk Assessment Data confidentiality 3
SA System and Service Acquisition Restricted data flow 2
SC System and Communications Protection -
SI System and Information Integrity Timely response to event 2
SR Supply Chain Risk Management Resource availability 7
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DISA STIG Summary

Nipper performed one DISA STIG compliance audit. Table 2 summarizes the findings

[ m
Version
Pass Pass Pass

Firewall Security Technical 8 Release
SecuAider_UTM
Implementation Guide 5 ()

Table 2: DISA STIG device compliance summary

Diagram 3: STIG CAT | Findings Diagram 4: STIG CAT Il Findings

Fig. 5. Vulnerability check result using Nipper
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