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ABSTRACT

LEA is a lightweight block cipher developed in Korea in 2013. In this paper, among block cipher operation methods,
CTR operation mode and GCM operation mode that provides confidentiality and integrity are implemented. In the LEA-CTR
operation mode, we propose an optimization implementation that omits the operation between states through the state fixation
and omits the operation through the pre-operation by utilizing the characteristics of the fixed nonce value of the CTR
operation mode. It also shows that the proposed method is applicable to the GCM operation mode, and implements the
GCM through the implementation of the GHASH function using the Galois Field(2'%) multiplication operation. As a result,
in the case of LEA-CTR to which the proposed technique is applied on 32-bit RISC-V, it was confirmed that the
performance was improved by 2% compared to the previous study.In addition, the performance of the GCM operation mode
is presented so that it can be used as a performance indicator in other studies in the future.
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Table 1. Parameters of LEA; n:block size, k:Key
size, rkiround key size, rinumber of rounds

Cipher n k rk r
128/128 128 128 192 24
128/192 128 192 192 28
128/256 128 256 192 32

RK[0]—ED  RK[1]—>)  RK(2) Tl)m(.[zlgue RK[4]—>D RK[S]—D)

aa| —H

Fig. 1. Algorithm Structure of LEA
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Fig. 2. Counter Operation mode of block cipher
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Fig. 3. GCM Operation mode of block cipher
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2.4 RISC-V Processor
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Table 2. Purpose of RISC-V Register

Register Description Saver
zero(x0) Zero register
ra(x1) return address
sp(x2) stack pointer callee
gp(x3) global pointer
tp(x4) thread pointer
a0~aT function arguments and
return value
sO0~sl1 saved registers callee
t0~1t6 temporal registers

Table 3. Instruction of RISC-V

Instruction Description
ANDI And Immediate
XOR Exclusive or
SLLI Shift Left Logical Immediate
SRLI Shfit Right Logical Immediate
JAL Jump and Link
LI Load Immediate
BNE Branch Not Equal
BEQ Branch Equal
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Fig. 4. Counter value diffusion process
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Table 4. Pseudocode of GF(2'%) multiplication

Input @ X(128-bit),
Output : X = Y

Y (128-bit)

1 R = 0xe100000000000000ULLs:
2 X =) zex, Ty

3 Z,=0%, V=Y
4 For i=0 to 127:
5 Z =7 if z,=0

6 Z=Z®V, if ;=1

7 if zsB(v;))=0
8

9

if zsB(v,) =1

Viei=V;> 1
Via=(V;>1)0R

return Z

o} Fdgt Froln YR e Apo| EAfgT)
loopl:& Table 4.9] 51 6¥ & sl 2=
olt}. beq MHE x,;9 Ftel 0¢]¥ Branchl:=

Table 5. Assembly code of GF(2'®)
multiplication( register pupose; t0, t1, t2, t3 :
input X; s3, s2 : High 64-bit of input Y; ab :
Oxel1; a6 : count; a7 : 0x80000000; t4, tb :
temp register)

1. loopl:

2 and th, 83, a7
3 beq zero, t5, branchl
4. Xor s4, s4, t0
5. XOr shb, sb, tl
6 X0r s6, s6, t2
7 Xor s7, s7, t3
8. branchl:

9. andi  th, t0, 1
10. srli t0, t0, 1
11. slli t4, t1, 31

12. or t0, t0, t4

13. srli tl, t1, 1

14. slli t4, t2, 31

15. or tl, t1, t4

16. srli t2, t2, 1

17. slli t4, t3, 31

18. or t2, t2, t4

19. srli t3, t3, 1

20. beq zero, tH, branch2
21. Xor t3, t3, ab //0xel
22. branch2:

23. addi a6, a6, -1

24. slli 83, s3, 1

25. srli t4, s2, 31

26. or s3, s3, t4

27. slli s2, 82, 1

28. bne zero, a6, loopl
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Table 6. Performance Result of LEA-CTR on
32-bit RISC-V(unit:cycle)

Cycle
Kwak et al.(10) 775
Our Work 757
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Table 7. Performance Result of LEA-GCM on
32-bit RISC-V

Function Le]iagfth Cycle Cg;ii/
16-byte 1489 93.06

Enggflt%ion 64-byte 3654 57.09
128-byte 6548 51.16

GF_Mult - 3499 -
16-byte 8256 516

GHASH 64-byte 16447 256.98
128-byte 27347 213.65
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