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ABSTRACT

Recently, cyber attacks on national infrastructure facilities have continued to occur. As a result, the vulnerabilities of
ICS-CERTs have more than doubled from last year, and the vulnerabilities to industrial control systems such as nuclear
facilities are increasing day by day. Most control system operators formulate vulnerability countermeasures based on the
vulnerability information sources of industrial control systems provided by ICS-CERT in the United States. However, it is
difficult to apply this to the security of domestic control systems because ICS-CERT does not contain all relevant
vulnerability information and does not provide vulnerabilities to domestic manufacturer’s products. In this research, we will
utilize publicly available vulnerability-related information such as CVE, CWE, ICS-CERT, and CPE to discover vulnerabilities
that may exist in control system assets and may occur in the future. I proposed a plan that can predict possible
vulnerabilities and applied it to information on major domestic control systems.
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Table 2. Vulnerability sources based on asset information. T is a type, V is a vendor of asset, M is
a model name of asset, R is a version of model, U is an update information of asset. Vul Sources

means which database the vulnerability exists in.
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Table 3. Vulnerability searching result for real assets in ICS (Because of the security of The Critical
Infrastructure, Product name of the real assets were masked.)

Index Vendor Product ICS_CE.RT CPE_C.VE
matching | matching
1 ABB ACXXX = =
2 Advantech WebAccess/SCADA 11 32
3 Advantech iView 4 11
4 BlackBerry QNX OS 1 1
5 CentOS Centreon - 17
6 Cisco Firepower XXXX Series - 14
7 Emerson/WEC Ovation Controller OCR XXX - =
8 GE Speedtronic Mark XX 2 -
9 Lenel S2 OnGuard Access Control - -
10 |Mitsubishi Air controller 2 2
11 |MOXA Nport XX 2 11
12 |Omoln CVXXX CPU - -
13 |OPC Foundation OPC UA 1 3
14 |OWL cyber defense OPDS-XXX = =
15  |Rosemount 3XXX Pressure Transmitter = =
16 |Schneider EcoStruxure Control Expert 2 5
17 Siemens SIPROTEC XX relays 2 3
18 |Siemens SCALANCE XXX 4 3
19 |Siemens SIMATIC STXXX 2 -
20 |Domestic PLC vendor A |POSAFE-Q = =
21 Waterfall WEF-XXX Security Gateways = =
22 |Domestic PLC vendor B |OPERASYSTEM XXX - -
23 |Suprema Biostar X - 1

Table 4. Vulnerability

researching

result by application

information for fault assets in Table 3
(Because of the security of The Critical Infrastructure, Product name of the real assets were masked.)

Index Vendor Product Application info CPE_C_VE

matching
1 |ABB ACXXX VRTX(RTOS) 5
7 |Emerson/WEC Ovation Controller OCR XXX [Windows CE(RTOS) 9
9 Lenel S2 OnGuard Access Control Windows 2000 50
12 |Omoln CVXXX CPU RX116 11
14 |OWL cyber defense OPDS-XXX redhat 62
15 |Rosemount 3XXX Pressure Transmitter |- -
20 |Domestic PLC vendor A POSAFE-Q qnx software 10
21 Waterfall WF-XXX Security Gateways |- -
22 |Domestic PLC vendor B |[OPERASYSTEM XXX - -
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