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ABSTRACT

Recently, as personal information has been used as data, various new industries have been discovered, but cases of
personal information leakage and misuse have occurred one after another due to insufficient systematic management system
establishment. In addition, services that use personal information anonymously and anonymously have emerged since the
enforcement of the Data 3 Act in August 2020, but personal information issues have arisen due to insufficient alias
processing, safety measures for alias information processing, and insufficient hate expression. Therefore, this study proposed a
new PbD principle that can be applied to the pseudonym information life cycle based on the Privacy by Design (PbD)
principle proposed by Ann Cavoukian [1] of Canada to safely utilize personal information. In addition, the significance of
the proposed method was confirmed through a survey of 30 experts related to personal information protection.

Keywords: Personal Information, Pseudonymization Privacy by Design, De-Identification Privacy by Design

N = 224 49 AAL B glo] S BE AdelA
tloksl dolel7} 49 oA olr} wak Y Fd

At 206 84, o]2w} dlole] 3wel WA} §F 5 $EvERE RSl A AAHSE doly AAE
A dlele] AdRIS g o] 8-F Al A3t 7| WHES 7+3sl7) 918t oheksk A E &8 AAFe] T
3oL giTh(2]). o] F o]FAkY 7 rMHA RS AF

Received (01, 26. 2022). Accepted(02. 21. 2022) B AEFAA, 20hEAE Se) Al ARt
t 42}, kdonghyun@kisa.or.kr WojahA &8ue Ae2 Hoh P E sl we

¥ AIA7} kdonghyun@kisa.or.kr(Corresponding author)



330 A ARF B AN s 4 A Ae 26 B QT

A3 B AAE et RS e 2 . PbDOHRIBE 25 SA d7) &

st7] S8 Wl eRe AR el 54 JielE

ofobd o UEF Azlste] Z-8at= whle] AR 2.1 PbD 7|2 3

7HA E= dle]E] “ﬂ"ﬂ ule} A fFe] Q1A

=2 2483 i3], olela QS ;4 ;}3} PbDE slurie] Ann Cavoukiane] F#3F
7] YslA= FlARgle] ,]/\lx{i‘: o)A Moz =Zalo|wA] ARE HIFse TE Zwd
WA AT A RS R dehg BAE S —C7}7} °l°1 Zefolm A Aurt - HeEe B
Eadoz uhlsly 9lon o]Hg ExHS &7 AR (FRRY) 22 vtes S oWt (4). 71

3] §13 weke® el RnR g FAl A7l (Privac
y by Design, ¢]3} PbD)7} 357} g3 e}, P
bDe 22kl Au~E 23she [TV WAl
upe} Auls 713 glel A RE #7] SAzA e A
A AelF7] (Life-Cycle)ell Ax] o]&xle] Zzjo)
wAg} dolHE BEsts 74 9 AAS AR
ALt Aod AR HIse nE 2o
glo) AlelA Ry AAEA HFE = 5;@% AR
(FHTHY) o2 vtew Aelzka Ael(4)eha glen,
10 7lveke] Ann Cavoukiane] oo w& 774
o] 71 &1HE A bk sleHl)
olzlgt PbD 9H-& auidel ol nel o
ARTF7IE ke ¢4, AR, o8 me Al
719 B wAel|A] 7457} 53k o8 Fps)
“Hﬁi} tjokal el BERAU) HE BE
5wl AFE odeh sARE A 214
é elgl PR A2 sjel =2l (5)e] wE
T el R A1) A4S A o
d 7elL aloli 4= GInE HolE] AFsRS
283 93 ot 4 gy A8 A3
2 A= gle] dubAal

A gk Zlo] ofelee] o]

(e3

N
o

|

oell & =M ANl Rel 7wk & PbD

A7 o WS Avn s, FAEEAA AT
o= WA 22 AWFAE ses swgn
Al A AE8Y 4 ol PbDUAS AEA A
Stk qek ol 93 & =Ee] 24lxE PhDel
g FelFe 3l FAREC e E
AR AR TS, 4gelAE

Abetell 2 A 2% 7hdAe] PoDUAS Aot A=

ARAIzE Svli xefelw A HuE olgsleln
sk WlelAlz) ohd L olge] el AglelAe]

$o TAHEE AL ouideh 5 mejewA
BEE AST ot 71$% Asd, AE S
Aake Bsel xefolu A PalE st 4%

= Ales dAE 5 qleh6).
ol21gk PbDHUA2 tha3 o] THe] AFo=w
TA=e] gtk AA, Proactive/Preventative &
ARFT-8o] obd AR iu)E dof dhn EAHS
NAdsh= Zo] ofd ke sl= AHolth &4, By
Default+ Privacy as the Default Setting
02 zpo|WA] HIE 8t 7|&r]5e] WAlst o
slefof gtk AlAl, Embedded® Al22Ele] AA
Al Zefo]m Al Hg7t o|v] AA|wofof g}, AJE]
7H‘3 ] SDL(Secure Development Life-cycle)
43kl el A% ZHdHaE AAa
7‘5‘1%5}040? g}l WAl Positive Sum' Zzjo]
WA e} Hoko] &S TFEsh gHEe] okl|R| =
nhle FAR AT Ta F 7 BE 4d-d
& g ole WHE AEso gl oA,
‘Life-cycle Protection > AA AHF7]1E #He=
A&H o2 B3F slojok sl End-to-EndZ I&|7}
=lofof g} ofXlA| 'Visibility/Transparency’
L ST Euale] mAlElol gt} sIAA T =
AL AQl Al=lE gRisted Iz eln] 53
Ay g, HE EHAEES £t £
A FNEtdol gk dEA,
Users& 7N8le] Zefo|HAE
FAle] A} 4 slofof i)

7

mlo

‘Respect for
357 MR
2.2 PbD ZHH 5lQ| HNI= &gt
221 SEoigt

184 Al8i¥ EU GDPR(T)eAE A25%
(Data protection by design and by default)



AR R 53] =7] (2022, 4) 331

5 53 HIA R Al A" el A
AHrg BEsb] S8 A4 Vs 2 ARRAE
27sta 9lom o] W& FFEla glgS s

sl AR A AL Adguns FAe Tzl

Table 1. The Contents of Article 25 of GDPR

Article Contents

Consider the risks that may
arise to individual rights |Preventio

Summary

and freedoms according to n of
processing, such as the infringem
o) latest technology, cost, ent of
personality and scope, rights
situation, and purpose of and
personal information freedoms
processing

Controllers must implement
privacy principles such as
minimizing data processing | Minimize
1 |@ |in an effective way and meet|processin
the requirements of the g
GDPR when determining and
processing means

. . Protectio
Appropriate technical and n of
management measures informati
should be implemented to on
protect the rights of data .
©) . . . subject
subjects (designed to include rights
safety measures necessary and
for processing, such as
safety
pseudonym)
measures
Data protection should be
basically applied when Protectio
setting the amount of n based
o) personal information on
collected, processing range, |preferenc
personal information storage es
period, and accessible period
Data protection should be
basically applied when ..
. Applicati
setting the amount of on part
2 |© personal information
. and
collected, processing range, | . .
viewpoint

personal information storage
period, and accessible period

Ensuring that personal
information is not viewed by
an unspecified number of |Restrictio
©) people without the n of
intervention of the access
information subject through
by default
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Table 2. PbD Checklist Provided by ICO

Data protection issues are managed
enterprise-wide, including systems, services,
products, and business practices

Data is protected by making the core
functions of processing systems and services
essential components

Predict in advance and take measures to
prevent damage before risk and personal
information infringement occurs

Data is used only to process personal data
necessary for the purpose and to achieve that
purpose

It provides the identity and contact
information of those responsible for data
protection within the organization

All documents are presented in English so
that it is easy to understand the work
performed with the data of the data subject

Tools are provided to information subjects so
that they can check how and policies to use data

It respects information subject data by
providing strong privacy preferences and
user-friendly options

Guaranteed technology is used to protect
data by design

Data protection by design obligations is
observed using Personal Information
Protection Enhancement Technology (PET)
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Fig. 1. The De-identification processing point
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Table 3. ITU-T X.rdda Life-Cycle Considerations

Delete the minimum items and
unnecessary personal
information necessary for the
purpose

Collect

Data conversion through
de-identification measures to
achieve data utilization goals
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measures are taken in
consideration of the
environment using the

Use converted data

Manage
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ase
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Acc taken into account the data
ess analyst’s environment and
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The destruction of the
unidentified information whose
purpose has been achieved is
completed

Destroy
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Table 4. The results of a feasibility study on
the PbD principle for processing the proposed
pseudonym

. Ave
Question Score
Will personal information PbD help
you use personal information 4.5

safely?

If the PbD principle for pseudonym
processing is proposed, would it be 4.2
helpful for pseudonym processing?

If PET guidelines according to
pseudonym processing PbD are
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Ba) Abd w dAE AN BES Be 5 gle

X
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prepared, would it be helpful for 4
pseudonym processing?
Are the concepts of the proposed
Pseudonym processing PbD
- Ref,
principle and the personal
table 5

information PbD principle properly
mapped and appropriate?
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Table 5. Similarity and suitability results
between the proposed pseudonym processing
PbD principle and the personal information PbD
principle

No } Privacy i Proposed Ave
! PbD ! PbD Score
i Proactive/ 1 Re-Id Risk

1 . ! 4.5
i Preventative i measurement
i E Encryption,

2 | By Default | A/C. Authority 3
i : manage
i ! Verification

3 i Embedded i Skills 2.7

4 i Positive Sum E Safety and 4
! ! usefulness

5 § Life-Cycle i Review Data 37
' Protection ! Context '
i Visibility/ | Documentation,

6 ! ! . 4.5
i Transparency i Disclosure

7 i Respect for E Response for 4
! Users | Re-1d

Table 6. Supplement to the proposed
pseudonym processing PbD principle

. Complemented Score
Privacy L (befor
No| pseudonymisation PbD
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