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ABSTRACT

Darknet is based on the characteristics of anonymity and security, and this leads darknet to be continuously abused for
various crimes and illegal activities. Therefore, it is very important to detect and classify darknet traffic to prevent the
misuse and abuse of darknet. This work proposes a novel approach, which uses the Gradient Boosting techniques for
darknet traffic detection and classification. XGBoost and LightGBM algorithm achieve detection accuracy of 99.99%, and
classification accuracy of over 99%, which could get more than 3% higher detection accuracy and over 13% higher
classification accuracy, compared to the previous research. In particular, LightGBM algorithm could detect and classify

darknet traffic in a way that is superior to XGBoost by reducing the learning time by about 1.6 times and hyperparameter
tuning time by more than 10 times.
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Table 3. Comparison results on evaluation metrics of proposed approach and state-of-the-art study

Detection Classification (F1 Score)
Category - : ; -
(Accuracy) | Audio |Browse| Chat | Email | File P2P | Video | VolP
Lashkari et al. (18] 0.94 0.92 0.51 0.88 0.67 0.75 0.93 0.85 0.59
M. B. Sarwar et al. (11) 0.96 0.82 0.85 0.83 0.84 0.85 0.94 0.86 0.87
Boosting XGBoost 0.99 0.99 0.85 0.99 0.99 0.99 0.99 0.97 0.98
Algorithm | LightGBM 0.99 0.99 0.94 0.99 0.99 0.99 0.99 0.98 0.98
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Table 4. Confusion Matrix (Classification)
(XGBoost (Up) / LightGBM (Bottom))

Predicted Label
True

Label | Audio | Bowe | Chat | Mail

File | P2P | Video | VoIP

Audio | 3949 2 | 23 | 0 0 0 1 0
Browse | 6 | 64 | 2 0 0 0 5 3
Chat | 2 0 | 1368] 0 0 0 4 0
Mail | 0 0 0 | 168 | 3 0 0 1
le 1o 4 0 0 | 794 | o0 0 0
p2p 0 0 0 0 0 | 58| o0 0
Video | 0 0 0 0 0 0 | 426 | 4
VoIP |0 0 0 0 0 0 | 12 | 39

Predicted Label
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Label | Audio | Bowe | Chat | Mail 'lﬁlzlfia P2P Video | VoIP

Audio | 3964 2 | 8 | 0 1 o | o] o
Bowse | 2 | 74| 2 | 0 | 0 | 0 | o | 2
Chat | 5 1 [133] 0o | 2 | 0| 0| 3
Mail | 0 | 0 | 0 | 169 3 | 0 | 0 | 0
e |1 0 0 0 | 794 | 0 2 1
pep |0 | 0 | 0 | 0o | 0| 58] 0| 0
Vido | 0 | 0 1 0| 2 | o | 45| 2
vor | 3 [ o] o] o[ o] o] 935
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Table 5. Comparison of Execution Time

Category XGB LGBM
Google Learning Time 19.38s 7.76s
Colab
Learning Time 2.45s 1.95s
Server Hyper
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