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ABSTRACT

Aron Gohr proposed a cryptanalysis method based on deep learning technology for the lightweight block cipher Speck.
This is a method that enables a chosen plaintext attack with higher accuracy than the classical differential cryptanalysis. In
this paper, by using the probability distribution, we analyze the mechanism of such deep learning based cryptanalysis and
propose the results applied to the lightweight block cipher Simon. In addition, we examine that the probability distributions
of the predicted values of the neural networks within the cryptanalysis working processes are different depending upon the
characteristics of round functions of Speck and Simon, and suggest a direction to improve the efficiency of the neural
distinguisher which is the core technology of Aron Gohr’s cryptanalysis.
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Algorithm 1 Key averaging algorithm

Input: Ciphertext pair G,C<1{0,1}* (b: block
size) . r-round distinguisher Net

Output: (r+1)-round distinguisher output V
(0< V<)

1: for all k€ subkeys

2 D,[k] < DeclR(C, k) //decrypt 1-round
3 z, < Net(D, K], D, [k])

4: vk_sz/(l—zk)
5

6

7

v — Average([vy, k€ subkeys])
D Ve—o/(1+v)
Creturn V

Fig. 2. Key averaging algorithm (5]
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