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ABSTRACT

Document-type malicious codes are being actively distributed using attachments on websites or e-mails. Document-type
malicious code is relatively easy to bypass security programs because the executable file is not executed directly. Therefore,
document-type malicious code should be detected and prevented in advance. To detect document-type malicious code, we
identified the document structure and selected keywords suspected of being malicious. We then created a dataset by
converting the stream data in the document to ASCII code values. We specified the location of malicious keywords in the
document stream data, and classified the stream as malicious by recognizing the adjacent information of the malicious
keywords. As a result of detecting malicious codes by applying the CNN model, we derived accuracies of 0.97 and 0.92 in
stream units and file units, respectively.
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[1l. Proposed Model
3.1 MS Office structure analysis
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Table 1. Malicious suspect keywords

- .exe, .bax, .jar, .DLL

- shell32, shellrun, shellexecute, powershell
- filecopy, copyfile, savetofile, downloadfile,
deletefolder, folderexists, mkdir,
createdirectory

- urldownloadtofile, urldownload

- admin, Administrator, root, Password,
Security

- Crypt, Base64, Encode64, MyDecode,
Convert

- Threadld, createthread, StackSize,
Resource, ResourceReader

- hkey_local, kenel32, auto_close, regsvr32,
Runtime, stdole2, automation, Evaluate,
Replace, padding, Rebuild,
MELBLUEEmbedded, Delete, Unprotec,
SetSuspendStats, Keylogger, manifest,
assembly, requestedExecutionlevel
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Fig. 1. Feature filtering
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V. Experiment Result
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Fig. 2. Model summary
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