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ABSTRACT

This research investigates the impacts of information security (IS) culture and management leadership styles on employee’s
security behaviors (IS policies compliance, IS participation) in financial institutions. This study use the survey data collected
from 236 employees of financial institutions. This research shows that IS culture has a positive effect on both behavioral
intentions to comply with IS policies and the intentions to actively participate in information security activities. Transactional
leadership has a positive impact on the IS policies compliance intentions and to participate in information security activities.
In contrast, transformational leadership has a positive impact on the intentions to participate in information security activities,
but not on the IS policies compliance intentions.

Keywords: Information Security Culture, Transactional Leadership, Transformational Leadership, Information Security Policy
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Table 2. Reliability and Validity of Variables

Table 1. Demographic characteristics

) Percentage
Frequency (%)
Male 107 45.3
Gender
Female 129 54.7
20s 47 19.9
30s 99 41.9
Age 40s 56 24.6
50s 28 11.9
60s 4 1.7
Staff 99 40.3
Assistant 57 949
manager
Position | Manager 37 15.7
General 40 16.9
manager
etc 7 3.0
Total 236 100
Z79le}
V. BM 2 A
5.1 5528 28

B ATl A 7S AA )l 2A, SP
SS 25.03 SmartPLS 3.2.8% o]g&sle] SAE
ol gk A=A 2 el AAS AAEE Ta
ble 204 B e} zbo] =AF3}e] cronbach's
a ¢} 7B AlZ % (composite reliability) #te] =
= Q.70 Ugtong ZHFee AlFAo] g)
tha 2 4 9lb(57). =3k, 29l AR =k(factor lo
ading) #el BF 0.7 o|4ela AVE Fte] EF
0.5 ooz Ugtomzg nE xRl thgt 5

. Factor ~ , Composite

Variable Loding t-value Cronbach's a Reliability AVE

0.892 53.115

Top Management 0.933 93.803
Support 0.916 59.295 0.933 0.952 0.833

0.909 61.411

0.884 52.832

Information Security 0.906 64.757
Policy 0.888 51.824 0.915 0.940 0.798

0.895 48.469
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Variable E(?((i:ltr?; t-value Cronbach’s a EZﬁ?&iE}e’ AVE
0.915 84.801
Security Education 0.932 83.253 0.938 0.956 0.843
& Training 0.917 67.303
0.908 57.111
0.896 56.327
Information Security 0.866 37.353
Knowledge 0.910 75 654 0.912 0.938 0.791
0.885 50.547
0.897 61.417
) 0.881 45.364
Tiigiicrt;ﬁ;al 0.821 26.485 0.920 0.940 0.758
0.865 38.565
0.887 49.474
0.821 35.707
0.883 53.370
0.868 42.111
Transformational 0.892 58.168 0.938 0.949 0.726
Leadership
0.849 36.114
0.831 28.214
0.816 28.333
0.942 104.642
Information Securit 0.952 123.800
Policy Compliancey 0.960 168.958 0.965 0.975 0.906
0.953 127.754
0.887 48.741
_ . 0.923 78.375
Infogj&ﬁ;ﬁfggrlw 0.911 64.563 0.941 0.955 0.809
0.883 41.930
0.891 55.745
Table 3. Discriminant Validity of Latent Variables
Variable M(SD) 1 2 3 4 5 6 7 8
1.Information Security Policy 5.06(0.99) | .890
2.Information Security Knowledge 5.45(1.05) | .446 | .893
3155;%‘;&2: Security Policy 5.64(1.03) | .455 | 516 | .952
4.Security Education & Training 5.18(1.12) | .427 | .556 | .505 | .918
5.Information Security Participation | 5.25(1.05) | .497 | .386 | .540 | .380 | .899
6.Transactional Leadership 4.99(1.05) | 481 | .364 | .526 | .452 | .503 | .870
7.Transformational Leadership 4.88(1.14) | .460 | .426 | .436 | .530 | .533 | .586 | .852
8.Top Management Support 4.94(1.09) | .427 | 427 | 477 | 509 | .417 | .391 | .476 | .913

Note- Diagonal elements (bold) are the square root of average variance extracted (AVE) between the
constructs and their measures.
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Fig. 2. Results of PLS Structural Model Analysis
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