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ABSTRACT

Artificial Intelligence (AI) technology is a major technology that develops smart ships into autonomous ships in the
marine industry. Autonomous ships recognize a situation with the information collected without human judgment which allow
them to operate on their own. Existing ship systems, like control systems on land, are not designed for security against
cyberattacks. As a result, there are infringements on numerous data collected inside and outside the ship and potential cyber
threats to Al technology to be applied to the ship. For the safety of autonomous ships, it is necessary to focus not only on
the cybersecurity of the ship system, but also on the cybersecurity of Al technology. In this paper, we analyzed potential
cyber threats that could arise in Al technologies to be applied to existing ship systems and autonomous ships, and derived
categories that require security risks and the security of autonomous ships. Based on the derived results, it presents future
directions for cybersecurity research on autonomous ships and contributes to improving cybersecurity.
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Table 1. Classification of artificial intelligence

o] 3 el FHE <GS vIAA] BEF o]F3 methods

w0y A2Ee melser sk, Ak ge) A

e A A%l Fa A= eje ghehs). Methods Al
webA) A S8 Adshe BA Azge oA A * Road Map Building

Classical ¢ Cell Decomposition

* Artificial Potential Field
¢ Fuzzy Logic Controller

* Neural Network

Neuro - Fuzzy

1=

2 mrllAe AR 23 AlRbellA ojudt qlEA Reactive *  Genetic Algorithm (GA)
T 71Eo] AR A dolHa, oFAF 7]Ee] Al * Ant Colony Optimization
uhol] A L= A 4= 9l= AlelH 9]gS ol ¢ Particle Swarm Optimization
Bl 7] AFEw dedzl Aol 3o A& * Artificial Immune Network
93} Autol| ojudl oJ3FS = 5 Q=X FA A * Transfer Learning
222 o=slo] A} 23 Aul nold Fed A * Artificial Neural Network
npakS A A gk} Machine e Active Learning

Learning ¢ Extreme Learning Machine
¢ Incremental learning
Feature Learning

¢ Deep Neural Network
Deep ¢ Convolutional Neural Network
Learning ¢ Deep Convolutional

Auto-Encoders
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Degree 1} Ship with automated processes and decision support

Degree 3} Remotely controlled ship without seafarers on board

Degree 2} Remotely controlled ship with seafarers on board ]
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Degree 4} Fully autonomous ship

Fig. 1. The degrees of autonomy
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Fig. 2. Systems of autonomous ship
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Table 2. Examples of autonomous ship components and functionalities description(15)(16)

System Component Functions
Voyage Data Recorder (VDR) * Principal alarms and sensors measurements recording
Very High Freguency (VHF) * Transmitting messages between vessels
radio
Automatic Identification System . Se_ndmg and rt.acelvmg GPS p051t19ns, spee(}lﬂ,‘ heading, typé of
(AIS) ship, next port and estimated time of arrival to and from
surrounding ships
Global Maritime Distress and . L -
Safety System (GMDSS) Sending and receiving critical safety alerts
RAdio Detection And Ranging * Detection and determination of the position and speed of the
(RADAR) objects
Situational Ll.ght Detection And Rangmg * Detection and determination of the position and speed of the
/ (LiDAR)/ Laser Detection And objects with greater accuracy
awareness Ranging (LADAR)
Detection - - - —
Video cameras (CCTV) = Objects detection and recognition
Echo sounder * Depth measurement
Global Positioning System (GPS) | = Position measurement, and indirectly speed measurement
Gyro compass = Angular position and velocity measurement
Speed log measurement * Speed measurement
Situation awareness system = Picture compilations around the vessel
Electronic Chart Display . L .
Information System (ECDIS) Detecting position of the ship on the map
System Control And Data » Machinery system sensors measurements and alarms data
Acquisition(SCADA) server log
Engine automation system * Machinery components health monitoring
. * Selecting the route between departure and arrival point
Route planning system .
based on the traffic in area
Judgement
Navigation and collision L] Nax{lg_atlng w_lthln ports and channels
avoidance system " Position holding
Y = Avoiding collision with other vessels and objects
Bow thruster controller = Bow thruster speed control
Main engine controller ’ Con1.;r01 over engine speed- .
) * Engine health status monitoring
Action/ G f .
Control e . enerator speed contro
Generator controller = Generator health status monitoring
. i = Azimuth angle control
Azimuth controller * Azimuth health monitoring
= Monitoring of physical processes
= Navigation control
Shore control centre = Control over the ship in emergency/manoeuvring operating
modes
* Implementation of software updates
. = Control over information flow between the vessel and the
Infr Connectivity manager )
nira shore control centre
structure = Monitoring of the processes safety and alarm generation
Autonomous ship controller = Control over ship operating modes (emergency, sailing,
autonomous, remotely controlled etc.)
= Interface between crew on board and the vessel, allowing the
Ship control station crew to take control over the navigation systems and engine
automation systems
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Fig. 9. Dataset sample for poisoning attack
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4.3.2 Situation Awareness/Detection Evasion Attack
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4.3.3 Ship Sensor Data Attack
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Table 4. Countermeasure for cyber threat of
ship component

System Countermeasure ref
Automatic Software Security
Identification Framework, (57)
System Authentication, (58)
(AIS) Encryption
Cross-Technology
Global Navigation Location (57)
Satellite System Estimation, (59)
(GNSS) Encryption,

Drift Monitoring

Echo sounder / Obfuscate signals,

Light Detection Randoml (60)
And Ranging e Y (61)
(LiDAR) skipping pulses
Standards
Video cameras compliance, (37)
(CCTV) (Remote)
attestation
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Fig. 13. Security risk and mitigation of autonomous ship

B ERldE A A

49 13A% 7159 Aol el ol A
S o83 Aolwl ARL Fal A Ateles
EEUTH A Au A28 AolH 9195 3
% 919E ofm Aol QAsh Al At 3
% 1% e 23 Al olm@ et 93]
HEx, o e A9 W] AP were

o} ks mele A Axg delee A

b ABA%e) A4 skl sl H7] w
4% S slokhrh(65).

1= A4 dlele) $A49 AL e 2

=Y art Dosict Hal ZEAA9 ZHYYa
7} A=A o o)Ak )7} IS o Q1A

ol thAfsh] ofele s

7HA w2 Ak Akt <l

QAgAFel A HAlsel

sl

| A 5 ek As

SRERNE RS b
3}

N
>
o
Mo
ot
2o
)
rlo
f
=
m
=
[
n
off
%
N
)
=
M

ob 177k A3 Foleh. A
& wlzme) ARl WA
o] #4 Aolth. o] a4

wofo} ghel. el Alet Q13

4

depel A 93 Ak
A



458 A 23 A QBAF AR AbolE 918} net

ule] e dAAow <s) B
Azlel etelael A2 o4 AFE PAeln
1

EY T 54< 183 UESY= Hle] B}
VI. 2 B

A ALK HlolelE gAY A, B Aol
o A} Alolel] de
[e)

o Ag g3 Alke A Azsle] H3doln] ¢k
:J—L <

=4

A 3 ¢
& Ak Sl 3L L 7]
ElESE T s, A 7 Al A}
ol FAE A& At AR 1 BEE 9
Ae7] ofele Aoleh. wherd Aol] gL st
7§13 2] A

ol wlg Aol Aairh e
s A olo} g},

o o

&
h
4

x 283 QAT 7149 3
2 918 Ak, AHs 23 Altel At
- %ol Wg A Al
obmsteh Ag £ Ahute
of 443} el = oS

o] g Aolrh. 71 sk A"

o gz dEAA B2 AEE 9
B b E EAget 35 ATl 8
F AtolH 913 Aol tigk £l olsE ElR
} A 2Ho

oo
o
2
o
m?_, 01 r

o
o
[
E‘ rﬂr_&—r‘
2 4
o
)
o
o.]?;i
0]
=
s
(e}

oo

References

(1) A. Humayed, J. Lin, F. Li and B.
Luo, "Cyber-physical systems security
—A survey,” IEEE Internet of Things
Journal, vol. 4, no. 6, pp. 1802-1831,
May. 2017.

(2] Sun-seon Kwon, “Technology Trends

of Al and Big Data,” TTA journal,
187(393), pp. 38-44, Jan. 2020.
Korea Ship,

"autonomous ship effect,” https://kas

Autonomous  Surface

sproject.org/?menucode=10700&tmenu
=content, Feb 3, 2022.

J.E. Vinnem, and I.B. Utne, "Risk
from cyberattacks on autonomous
ships.” Safety and Reliability - Safe

Societies in a Changing World, CRC
Press, pp. 1485-1492, June. 2018.

@.J. Redseth, B. Kvamstad, T.
Porathe and H.C. Burmeister,
"Communication architecture for an
unmanned merchant ship,” 2013
MTS/IEEE OCEANS-Bergen, pp. 1-9,
June. 2013.

M. Hoyhtya, J. Huusko, M. Kiviranta,
K. Solberg, and J. Rokka,
"Connectivity for autonomous ships:
Architecture, use cases, and research

challenges,” 2017 International
Conference on  Information  and
Communication Technology Conve-
rgence (ICTC), IEEE, pp. 345-350,
Oct. 2017.

A. Noel, K. Shreyanka, Kumar,
K.G.S., Shameem, B.M. and B.

Akshar, “Autonomous ship navigation
methods: A review,” Proc. Int. Conf.

Marine Eng. Technol. Oman, pp.
161-174, Nov. 2019.
K.W. Kug, “Case of application by

artificial intelligence technology and
industry field,” ISSN  1225-6447.
Weekly ICT Trends, IITP, pp. 15-27,
Mar. 2019.

S. Park and D. Choi, "Artificial
intelligence security issues,” Review

of KIISC, 27(3), pp. 27-32, June.
2017.
C. Benzaid and T. Taleb, "Al for

beyond 5G networks: a cyber-security

defense or offense enabler?,” IEEE



A8 05 SR (2022, 4) 459
Network, vol. 34, no. 6, pp. 140-147, Symposium (PLANS), pp. 832-838,
Sep. 2020. Apr. 2020.

(11) N. Kaloudi and J. Li, "The ai-based (19) S. Thombre, 7. Zhao, H.
cyber threat landscape: A survey,” Ramm-Schmidt, J.M.V. Garcia, T.
ACM Computing Surveys (CSUR), Malkamaki, S. Nikolskiy and V.V.
vol. 53, no. 1, pp. 1-34, 2020. Lehtola, “Sensors and Al Techniques

(12) MSC. 1/Circ. 1638. "Outcome of the for Situational Awareness in
Regulatory Scoping Exercise for the Autonomous Ships: A Review,” in
Use of Maritime Autonomous Surface [EEE Transactions on Intelligent
Ships (MASS),” IMO, June. 2021. Transportation Systems, vol. 23, no.

(13) S. Ahvenjarvi, "The human element 1, pp. 64-83, Jan. 2022.
and autonomous ships,” TransNav: (20) E. Jokioinen, "Redefining shipping:
International Journal on Marine Remote and Autonomous Ship—The
Navigation and Safety of Sea next steps.” vol. 4, no. 5 AAWA
Transportation, vol. 10 no. 3, pp. whitepaper, Ship Intelligence Marine,
517-521, Oct. 2016. June. 2016.

(14) R. Royce, “Autonomous ships: The (21) L.P. Perera, V. Ferrari, F.P. Santos,
next step,” Marine Ship Intelligence. M.A. Hinostroza and C.G. Soares,
2017. "Experimental evaluations on ship

(15) J. Kim and H.S. Jang. "Technology autonomous navigation and collision
trends and preparations for avoidance by intelligent guidance,”
autonomous ships,” Bulletin of the IEEE Journal of Oceanic Engineering,
Society of Naval Architects of Korea, vol. 40, no. 2, pp. 374-387, 2014.
56(4), pp. 4-7, Dec. 2019. (22) L.P. Perera, “Autonomous  ship

(16) V. Bolbot, G. Theotokatos, E. navigation under deep learning and
Boulougouris and D. Vassalos, "Safety the challenges in  COLREGs/
related cyber-attacks identification International Conference on Offshore
and assessment for autonomous Mechanics and Arctic Engineering,
inland ships.” International Seminar June. 2018.
on Safety and Security of Autonomous (23) C. Wang, X. Zhang, R. Li and P.
Vessels (ISSAV), Sep. 2019. Dong, “"Path planning of maritime

(17) D. Nguyen, R. Vadaine, G. Hajduch, autonomous surface ships in unknown
R. Garello and R. Fablet, “A environment with reinforcement
multi-task deep learning architecture learning,” International Conference on
for maritime surveillance using AIS Cognitive Systems and Signal
data streams,” 2018 IEEE 5th Processing, Springer, Singapore, pp.
International Conference on Data 127-137, Nov. 2018.

Science and Advanced Analytics (24) S. Guo, X. Zhang, Y. Zheng and Y.
(DSAA), pp. 331-340, Oct. 2018. Du, “"An autonomous path planning

(18) S.K. Singh and F. Heymann, model for unmanned ships based on
"Machine learning-assisted anomaly deep reinforcement learning,” Sensors,
detection in maritime navigation vol. 20, no. 2: 426. Jan. 2020.
using AIS data,” 2020 IEEE/ION (25) N. Im, "A study on ship automatic

Position, Location and Navigation

berthing with assistance of auxiliary



460 AR 23 ARk QlgAls ZRIA Aleln] $133) Het
devices,” International Journal of Y. Elovici, "AirHopper: Bridging the
Naval  Architecture and  Ocean air-gap between isolated networks
Engineering, vol. 4, no. 3, pp. and mobile phones using radio
199-210, Sep. 2012. frequencies,” 2014 9th International
(26] V.S. Nguyen, V.C. Do and N.K. Im, Conference on Malicious and
"Development  of automatic  ship Unwanted Software: The Americas
berthing system  using  artificial (MALWARE), pp. 58-67, Oct. 2014.
neural network and distance (33) J. Wagstaff, “All at sea: global
measurement system,” International shipping fleet exposed to hacking
journal of Fuzzy logic and Intelligent threat,” Reuters, Apr. 24. 2014.
systems, vol. 18, no. 1, pp. 41-49, (34) J. Coffed, "The threat of gps
Mar. 2018. jamming: The risk to an information
(27) N.K. Im and V.S. Nguyen, "Artificial utility,” Report of EXELIS, Feb. 2014
neural network controller for (35) D. Schmidt, K. Radke, S. Camtepe,
automatic ship berthing  using E. Foo and M. Ren, "A survey and
head-up coordinate system,” analysis of the GNSS spoofing threat
International  Journal of  Naval and countermeasures,” ACM
Architecture and Ocean Engineering, Computing Surveys (CSUR), vol. 48,
vol. 10, no. 3, pp. 235-249, May. no. 4, pp. 1-31, May. 2016.
2018. (36) K. Tam and K. Jones. “Cyber-risk
(28] D. Lee, S.J. Lee and Y.J. Seo, assessment for autonomous ships,”
"Application of recent developments in 2018 International Conference on
deep learning to ANN-based Cyber Security and Protection of
automatic berthing systems,” Digital Services (Cyber Security),
International Journal of Engineering IEEE, pp. 1-8, June. 2018.
and Technology Innovation, vol. 10, (37) A. Costin, "Security of cctv and video
no. 1, pp. 75-90, Jan. 2020. surveillance systems: Threats,
(29) N.  Mizuno and R. Kuboshima vulnerabilities, attacks, and
"Implementation and evaluation of mitigations,” Proceedings of the 6th
non-linear optimal feedback control international workshop on
for ship's automatic berthing by trustworthy embedded devices, pp.
recurrent neural network,” 45-54, Oct. 2016.
IFAC-PapersOnLine, vol. 52, no. 21, (38) C. Heffner, "Exploiting surveillance
pp. 91-96, Sep. 2019. cameras like a hollywood hacker,”
(30) E.L.H. Rervik, "Automatic docking of Black Hat USA 2013, Aug. 2013.
an  autonomous surface vessel,’ (39) A. Costin, "Security of cctv and video
Master thesis. Norwegian University surveillance systems: Threats,
of Science and Technology (NTNU), vulnerabilities, attacks, and
Feb. 2020. mitigations,” Proceedings of the 6th
(31) CyberKeel, “Maritime Cyber-Risks: international workshop on
Virtual Pirates at Large on the Cyber trustworthy embedded devices, pp.
Seas,” NCC Group Publication, Oct. 45-54, Oct. 2016.
2014, (40) B. Muthusenthil and H.S. Kim,
(32) M. Guri, G. Kedma, A. Kachlon and "CCTV Surveillance System, attacks



AR R 53] =77] (2022, 4) 461

(44)

(46)

and design goals,” International

Journal of Electrical and Computer

Engineering (IJECE), vol. 8, no. 4,
pp. 2072-2082, Aug. 2018.
R. Santamarta, "Maritime security:

Hacking into a voyage data recorder
(VDR),” IOActive [(Online], Dec. 2015.

J. Wang and S.M. Zhang,
"Management of human error in
shipping  operations,”  Professional

safety, vol. 45, no. 10, pp. 23-28. Oct.
2000.

M.S. Zaghloul,
system using Supervisory Control and
Data Acquisition (SCADA),”
International of Computer

"Online ship control

Journal
Science and Application, vol. 3, no. 1,
pp. 6-10, Feb. 2014.

R. Santamarta, "SATCOM terminals:
Hacking by air. sea, and land/
BlackHat USA 2014. Aug. 2014.
BIMCO. The
Security Onboard Ships,
BIMCO, Dec. 2020.

Y. Yao, H. Li, H. Zheng and B.Y.
Zhao, "Latent backdoor attacks on
deep neural networks,” Proceedings of
the 2019 ACM SIGSAC Conference on
Computer and Communications
Security, pp. 2041-2055, Nov. 2019.
[.J. Goodfellow, J. Shlens and C.
Szegedy. "Explaining and harnessing

Guidelines on Cyber

Version 4,

adversarial examples,” arXiv preprint
arXiv:1412.6572, Mar. 2015.

M. Fredrikson, S. Jha and T.
Ristenpart, "Model inversion attacks
that exploit
and basic countermeasures,”
Proceedings of the 22nd ACM SIGSAC

confidence information

conference on computer and
communications security, pp.
1322-1333, Oct. 2015.

K.D. Jones, K. Tam and M.
Papadaki, "Threats and impacts in

maritime cyber security,” Engineering
& Technology Reference, Apr. 2016.
K. Tam and K. Jones, “Cyber-risk

assessment for autonomous ships,”

2018 International Conference on
Cyber Security and Protection of
Digital Services (Cyber Security),

IEEE, pp. 1-8, June. 2018.

S.J. Lee, H.C. Lee, H.H. Song, H.S.
and T.H. Im, “Comparative
of CNN Deep Learning
Performance

Jeon
Analysis
Model
Quantification
High-Speed
Classification,”

Based on
Application for

Object
of Internet
(JICS),

Marine
Journal
Computing and Services
22(2), pp. 59-68, Feb. 2021.
W. Jiang, H. Li, S. Liu, X. Luo and
R. Lu, "Poisoning and evasion attacks
against deep learning algorithms in
IEEE
transactions on vehicular technology,
4, pp. 4439-4449. Apr.

autonomous vehicles,”
vol. 69 no.
2020.

K. Eykholt, I. Evtimov, E. Fernandes,
B. Li, A. Rahmati, C. Xiao and D.
Song, "Robust physical-world attacks
on deep learning visual classification,”
Proceedings of the IEEE conference
on computer vision and pattern
recognition, pp. 1625-1634, Dec. 2018.
[. Evtimov, K. Eykholt, E. Fernandes,
T. Kohno, B. Li, A. Prakash, and D.
Song, "Robust physical-world attacks
on machine learning models,” arXiv
preprint arXiv:1707.08945, vol. 2, no.
3:4, Apr. 2018.

D. Qiao, G. Liu, T. Lv, W. Li and J.
Zhang,

"Marine vision-based

situational awareness using

deep learning: A
survey,” Journal of Marine Science

4:397,

discriminative

and Engineering, vol. 9, no.

Apr. 2021.



462 AR 23 ARk QlgAls ZRIA Aleln] $133) Het

(56) G. Kavallieratos, V. Diamantopoulou, (62) A. Levine and S. Feizi, “Deep
and K. S. Katsikas, “Shipping 4.0: partition aggregation: Provable
Security requirements for the defense against general poisoning
cyber-enabled ship,” IEEE attacks,” arXiv preprint
Transactions on Industrial arXiv:2006.14768. Mar. 2021.
Informatics, vol. 16, no. 10, pp. (63) G. Apruzzese, M. Andreolini, M.
6617-6625, Feb. 2020. Marchetti, V.G. Colacino and G.

(57) M. Caprolu, R. Di Pietro, S. Raponi, Russo, “AppCon: Mitigating evasion
S. Sciancalepore and P. Tedeschi, attacks to ML cyber detectors,”
"Vessels cybersecurity: Issues, Symmetry, vol. 12, no. 4, pp. 653,
challenges, and the road ahead, Apr. 2020.
[EEE Communications Magazine, vol. (64) K.D. Gupta, D. Dasgupta and Z.
58, no. 6, pp. 90-96, June. 2020. Akhtar, “Applicability  issues of

(58) A. Goudosis and S. Katsikas, "Secure evasion-based adversarial attacks and
AIS with identity-based authenti- mitigation techniques,” In 2020 IEEE
cation and encryption,” 2020 Symposium Series on Computational

(59] Y. Takefuji, “Connected vehicle Intelligence (SSCI), pp. 1506-1515,
security vulnerabilities (commentary],” Dec. 2020.
IEEE Technology and Society (65) R. Changalvala and H. Malik, "LiDAR
Magazine, vol. 37, no. 1, pp. 15-18. data integrity verification for
Mar. 2018. autonomous vehicle,” IEEE Access,

(60] D.S. Fowler, A.T. Le and C. Maple, vol. 7, pp. 138018-138031, Sep. 2019.
"LiDAR  Sensor  Security of a
Driverless Pod,” May. 2021.

(61) J. Petit, B. Stottelaar, M. Feiri and

F. Kargl, ‘Remote attacks on

automated vehicles sensors:
Experiments on camera and lidar,’

Black Hat Europe, Nov. 2015.



A BB 553 =] (2022, 4) 463

(M X2 70)

+ Al & (Ji-Woon Yoo) AH3¥

2017 24 orekistw 7 Fe]Esta) 24

20219 39 ~3A): mHyEw Zjiiir,ﬂb‘]—ﬂ $-3hu okaba} A A}abA)
20189 44~ (F)tjolzAAAY A7

ARy ek Al nal, ITHE, Azl 2 V== ek, Alueh

Z % d(Yong-Hyun Jo) 4135

2004 8¥: At &

20074 29 ol AR FAINETY A}

202241 29 vt AR B S uha}

2002 ~20074: STFFARG Al FAN YA - S A A A1
2009 ~20144: BX7I= AR B ]5‘}7}1: AHH3E

(TR R}y Fof Alo|v Rt TIXE TalA] Alwt]e $dRol Alo|m{HE TS

2} of 7 (Young-Kyun Cha) £413]4

19899 24 ae{fstn 483 &9

19929 64: wefdiga ojsks] AA)

20129 849 gy ARRIAEFTH A}

2018 ~&A: zeidsta AR B sk AFug
Hak

(Alop) §3kHEet, =3 E9Est 5% HERE A



