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ABSTRACT

According to the recent change in the cybersecurity paradigm, research on anomaly detection methods using machine
learning and deep learning techniques, which are AI implementation technologies, is increasing. In this study, a comparative
study on data preprocessing techniques that can improve the anomaly detection performance of a GRU (Gated Recurrent
Unit) neural network-based intrusion detection model using NGIDS-DS (Next Generation IDS Dataset), an open dataset, was
conducted. In addition, in order to solve the class imbalance problem according to the ratio of normal data and attack data,
the detection performance according to the oversampling ratio was compared and analyzed using the oversampling technique
applied with DCGAN (Deep Convolutional Generative Adversarial Networks). As a result of the experiment, the method
preprocessed using the Doc2Vec algorithm for system call feature and process execution path feature showed good
performance, and in the case of oversampling performance, when DCGAN was used, improved detection performance was
shown.
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Fig. 1. A simplified workflow for proposed
anomaly detection methodology

Table 1. Experimental Configuration

Preprocessing Classification
methods algorithms
#1 Slicing GRU
#2 Doc2Vec DNN
#3 Doc2Vec + Path DNN
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Table 2. Experimental environment

Specification

OS Windows 10

Framework Anaconda

CPU Intel(R) Core(TM) i7-1065G7
CPU @ 1.30GHz

Ram 16GB

Library TensorFlow 2.8.0
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Fig. 2. DCGAN generator
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Fig. 3. DCGAN discriminator
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Table 3. Maximum performance for each pre-
processing method and oversampling method

Preprocessing Oversampling AUC
methods methods score
slicing SMOTE 92.48
DCGAN 98.63

SMOTE 58.81

DoczVec DCGAN 99.33
Doc2Vec SMOTE 77.45
+Path DCGAN 99.69

B AFelA= 37 dleleldl NGIDS dlo]
AHg-sle] 0|4l B2 (anomaly detection)
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