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ABSTRACT

The emergence of new malware is incapacitating existing signature-based malware detection techniques., and applying
various anti-analysis techniques makes it difficult to analyze. Recent studies related to signature-based malware detection have
limitations in that malware creators can easily bypass them. Therefore, in this study, we try to build a machine learning
model that can detect and classify the anti-analysis techniques of packers applied to malware, not using the characteristics of
the malware itself. In this study, the n-gram opcodes are extracted from the malicious binary to which various anti-analysis
techniques of the commercial packers are applied, and the features are extracted by using TF-IDF, and through this, each
anti-analysis technique is detected and classified. In this study, real-world malware samples packed using Themida and
VMProtect with multiple anti-analysis techniques were trained and tested with 6 machine learning models, and it constructed
the optimal model showing 81.25% accuracy for Themida and 95.65% accuracy for VMProtect.
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Fig. 1. The number of detections on Virus Total for malwares before and after
applying anti-analysis techniques
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Packer

Malware Samples
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Fig. 3. Commercial packers used by most malwares
(21.9.~'22.1.)
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Table 1. Anti-analysis techniques provided by
commercial packers

Anti Anti Anti Anti

Debug | Patch | Dump VM
Themida O @) O @)
Obsidium O 0] X o)
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Fig. 4. Overview of Feature Selection

= AR F A e f9vE n-gram
opcode ¥4 % FF AR, Z7< n-gram
opcodee] &l 3.2.3"dA AA= Ao
TF-IDFE AA4kste] f2]71%F n-gram opcode®
FE3h. A WA e gA W FEse o

AZ, avg-TFE 3.2.444 AAs= Ho=
A =), VAl B89 34 WHE
AR,

3.2.2 HIO|Ef 2| T

A8 AAE AgaA Az wlolelE W5
A71= ] Anti-Patching ®% 7|& %83 u}
°JUz](A), Anti-Dumping B3% 7|4 =43
HMLM(B), Anti-VM 23 7]-e 443 vlo|y
2(C), Z2la w3 B4 x| B3 Y A4

AF7NA ekan 7Rk A8k vlelye(D) F 4714
Ao g ol FEHITE ZH7he] 47A] WA
o2 =3 dolelMlel dalA opcoded FE3H=
dl, H7e] =olgle Aeje]7] wiel AAHor =&
3= opcodew 2PI7F RoERE AR AN
4l PinTool& &83} opcoded FE3Hl
AB,C.D dolelAlellA &3 opcodeS F3Hslo]
2-gram, 3-gram, 4-gram 229 A4l n-gram

55

rr

h)

opcode 79} 7Y
3.2.3 §2|0[3} n-gram opcode EA] A FZ i

TF(i,m) =n(i,B. ), mE(A4,B,C.D) (1)

m

> |8,

me (4,B,C,D)

(gﬁD)“:iej e m|+01
me B, C
(2)

3.2.24014 #3 AA n-gram opcodet 3}
o] ulolg] gl AE thokgt £Fel gL Jfr 5
olglel.  webd  3.2.2"dA  AAE  vHA
n-gram opcode <ZFolA  F2vIgF n-gram
opcoded #+AM3hH= 7o T8It £ ATl
TF-IDFZ AH8-8k3itl. TF(Term Frequency)+&
4] 13} z2o] A4rela, TF(i,m)S % n-gram
opcode(i)7} 54 w4 WA B3 7% (m)e] A4
= AA mpelvy] (Bn) skl g W SAs=AE
epdct

IDF(Inverse  Document  Frequency)=
DF(Document Frequency)® d4#ko 2 AAbst
2 A 29F Zo] AR} DF+ 8sl9 n-gram
opcode(i)7} 54 w4 WA B3 7% (m)e] A4
" AA npel oA 2 she] nleld]e FAE=
A5 veldd) je 54 4 WA B3 719 (m) el
245 A wpeluie] A Fell n-gram opcode
iE 7Ha ole wlelvy & ov|ghet. o7 nlely
goA 545 Jeld= n-gram opcodew EA
A WA BesjgelAu e EAoR B 4
971 W&l folulskA] 92 n-gram opcode’}
Hoh weEk, BAlew SA%E n-gram
opcodeS AAAF7] $l8] DFe Joz A4t
Al IDFE A% oldf £r71 00] & % 3l
BRE ER g 0.1& dalErt. TFel IDFE 3
TF-IDF#t& 3.2.24e04 78 22t n-gram
opcodertt}t AXHS sjErt

o] %ty 2 AL AMgM fovE
n-gram opcode® FZ3%t} WA  n-gram
opcode iell Wslx DF(,D)<] o]l A A& o
A mbeluE] Ule] kM FEA
me (A4,B,0)° Halx DF(i, m)®| Fto] =ZH o]
= WA A F2 dubdal nlelye|E A
n-gram opcode 54U 7ol Eom =R o]
AJAAEE. =g me(4,B,0)4 @, DF(,
m)2 gkel 0aldl, DF(, D)9 gkl 0] ohd 3
9 54 B4 9] 23 7|yrke] EAolmw vl$-
frolvlgk 971 & 4 gled DF(3, D)9 #el

tu lo



A BN 5 83] =7

(2022. 4) 187

Ao dgf A WA BE s|Hue] E4elgly B
7] B o]l 23] B4 B4 WA BE 7]
el FAAHE FEshet Welh 2 5 9ong olF

AAgE, e R DFG,D)S ghe]l 04ldl,
me(4,B,0)4 v, DF(i, m)9 #= 22 4$-=
A AA Frt. o]¥A Zel® X n-gram opcode
5 47 24 vy wmE: JHEABORE
TF-IDF e 7|&F2o2 Ugdae Adsc)h vzt
& A9 AAE AB.CUE 10892 o] 2t
o] E9uitl AB.C AxE A-ds 4e F 28
£ AAsl] f2)7g n—gram opcoded FE3}

324 avg-TFE &3¢t T|x] #HE F& 4

3.2.38A FZ vt n-gram opcode
ol Walld 27 avg-TF & AlAksle] mAleid =
o] &83 A WeE FEg}. olu] Agdl A
s 247 mpeluE]e] BAdol| el 2 4%
HEX ] 23 7l wel TF el 7150] &
ouv3 ZAzke] B uix] BE 7|ye] A4

&

—W HE oo rua 2

_]
=
2)

A A H}"Mﬂ«] n-gram AlA2 % A9 n-gram
opcode’} 2 #H SAE=AE JehE avg-TF
e A 33 el Akt o374 ke AA
n-gram opcode®] FFE o=|gic}

n(i73m)
’me (A’B7GD)

- En(k7Bm)
K

avg — TF(i,m)
(3)

3.2.348lA WA= AHPsle] FE3 {9
"|gt n-gram opcode % t71¢] n-gram opcode
£ IAZ Adsledl, o]F 244 /8¢ n-gram
opcode Ao thaA] avg-TFS =% A4 3
shte] WEl S FAste] A WEE whEolEr). of
u] A wEe] 2412 3.2.32] Aol A==

A9 A4l 1o} 27 He}
Iv. & B
41 ME N L HAl2Y Tl st Y TS

Ad gate gz MalwareBazaar24HE 2022
9 1Yo AR Az 2 EXE Asigld 20070

2 A3tk Themida:  Anti-Patching,
Anti-Dumping, Anti-VM 23 7|HE& 2% A
}ﬁi 20070¢] ot =z= wleluy]el] sl 3714
A A 13 7 g A WA 23 71 Slel
at AgA7= AR B 47FA] Ble R )
2138 ¥ PinTools #43}4d opcoded F
=39k 75-4 16070¢] wlelyeE]7t &7 Hlol
Anti-Patching, Anti-Dumping, Anti-VM X
3 71 B dsl] o] o] F1xl 3, opcodeE:
FE2T ok w2y 160719 dAd3 = dold
% 14070= training dHl°o]EZ 2070& test ©lo]
HE 7" deolgals 753kt

VMProtect: Anti-Dumping 7|5& &3}
$kowm 2 Anti-Patching® Anti-VM 23Z 7|4
< 200718 wielve]el b2t A-8-A17 5, 1437 w}
ole]ol] sl &/ lo] B3 7[HE ALA F
opcoded FEF 5 9sdch. @b VMProtectell
tHaiAl= 120709 training dlelele} 237H9] test
delel 2 TR dlole A& FE3ledrt.

3.2.4404 F53 FA HEE S5 A2 A}
43ta, A wlejuz]e)] o 4 WA B3 7y
(AB,C,D)°] ALEAU=AE 2= AEEA A
EahroR® 2dls Fg5Agh (VMProtect
Anti-Dumping 2% 7|HE A|33HK] orn
ABD #A$) n-gram> 2-gram, 3-gram,
4-gram o2 AL AY3joirt. wat 77k mAl

Mool & HE OH
rulo oY %

Table 2. Parameters used in 6 machine learning
models

Model Parameters

max_features='sqrt’
n_estimators=300
Random max_depth=6

Forest min_samples_leaf=16
min_samples_split=8
random_state=0

Naive-Bayes var_smoothing=1e-09
KNN k=8

random_state=0

Decision max_depth=>50
Tree . ,

max_features=sqrt
Gradl:ent random_state=0
Boosting

kernel="linear’
SVM C=1.0
random_state=0
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A e AHIEZ uwglrth o] ThemidadlAle
2-gram 22+ 27 Ql& opcoded FEZ & ¢l
5  9vlgt}t. Themida©l#¥  Gradient
Boostings AR ?'fJ 4-gram wAl#Y ZdoA]
(t=55000)¥ u] A= 81.25%, AUE 0.876,
Fl-score 0.792% 7}78 F2 4
(FHe 2 A5 el
VMProtect+= Gradient Boostings AH-3l&
uf, 2-gram¥ 3-gram ™AlEY mdeA] £& A
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Fig. 5. Accuracy with increasing t value in 2-gram, 3-gram, and 4-gram (Themida)
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2—gram°il¥_ +9vlg opcoded FET T S 7¥sk7] $la wAled mdl sk HlaEe]| "ot
S et o F 4 = HIEE e AL AZEE AT dlolHAl F5el A8 EE AR
ngram(t=41000)°a' wola, o] A A= 2 SR o]Foizlt}. 1eHAlE B4 wx] BE 7]
95.65%, A% 0.958, Fl-score 0.9562% 7} Wol H4% dAdI= AEd 3l opcoded: F&
A EE ASE Bt ® 3()E 2 ARE e s Aol olw] JAHIEE FHoR AlFAT]
RS WA opcodes FEIEH, HMFe A I
Aubd o2 Themida®t VMProtect E5FollA] A3 =] Adje] od Aule A5vh wsked, A
Gradient Boosting ®®3} Random Forest % o] M| ¢ka FIFZE T AR EAlstY
do] F& AHEEE RojFEqr}l F nde oz » opcodes FE3h= dloll Algte] glsict. wlebd d
9] ARE mo} HF AAE Wl 455 AT olEjAlE FE5F ], I= Ado] i w7
L A g 7IHE AMESkE glene B ooy opcodes FE3h= 7o) obd ehlely 3025 +
dl= e e 7S 8ske mde] A3ehs o] ebglob- A7k Eokut opcodeS FEd] dHlo]
o 4= 9Jo}. &3 Naive Bayes 292 Themida BHAS FEslgrt. 2vbAlE 3E3F opcode:
¢} VMProtect 2FollA 7H 4] o2 A5S n-gram opcode® wW3ksl=t] ZHe]i= Al7kolr}
4t} o] Naive-Bayes 2@l dhsrol] Al4% & % 4% Themida® #7¥ HI= 16070 AA
= A7 MR F5Aeleta 7R, & Al 2 VMProtect® ﬁﬂ%‘% I 14370 AA el
A F|A 2 A3 n-gram opcodew A2 AHs] el 25bAlel A AQE AZES vepd Aort. 3gt
9]&Ho]uZ Naive-Bayes Z&-& & Q7o A Al 25HA ¢l A d%ﬁ‘} n-gram opcodeclx TF<}
A 5S4 9l DF#t& Akela, o5 A8l TE-IDF#E 7
B Aol FEF MAaled 2l 5848 ¥ Abst=dl Aels AlZkelth. 4-gram®] A$ =3

Table 3. Accuracy, Precision, Fl-score with the best t for Themida

VMProtect(3-gram, t=41000)

(4gram, t=55000), and for

Themida(4-gram, t=55000) VMProtect(3gram, t=41000)
Accuracy Precision Fl-score Accuracy Precision Fl-score
Random 72.50% 0.820 0.679 86.95% 0.876 0.866
Forest
Naive-Bayes 28.75% 0.314 0.168 37.68% 0.279 0.294
KNN 27.50% 0.284 0.169 43.47% 0.476 0.415
Decision Tree 52.50% 0.522 0.522 73.91% 0.740 0.736
Cradient 81.25% 0.876 0.792 95.65% 0.958 0.956
Boosting
SVM 28.75% 0.382 0.212 75.36% 0.771 0.747
Table 4. Time required for constructing dataset-1
Anti-Patching(A) Anti-Dumping(B) Anti-VM(C) None(D)

Themida VMP Themida VMP Themida VMP Themida VMP
transform
n-gram 15.55s 39.28s 12.81s - 12.87s 24.20s 12.89s 39.24s
opcode
collect
TF. DF & 33.09s 74.00s 28.43s - 29.15s 45.83s 28.26s 70.31s
calculate
TF-IDF
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Table 5. Time required for constructing dataset-2

2-gram 3-gram 4-gram
Themida VMP Themida VMP Themida VMP
ifi‘;itingful 0.02s 0.17s 1.15s 11.25s 35.09s 100.11s
feature (1384 (5609 (10877 (45731 (55028 (138387
n-gram opcode n-gram) n-gram) n-gram) n-gram) n-gram) n-gram)
construct training: training: training: training: training: trainins:
n-gram 21.67s 36.24s 27.49s 46.24s 35.15s 59.06s
feature vector test: 3.02s test: 6.61s test: 3.90s test: 8.09s test: 4.91s | test: 10.39s
Table 6. Time required for training and test
2-gram 3-gram 4-gram

Themida VMP Themida VMP Themida VMP
Random Forest 0.190s 0.206s 0.351s 0.513s 1.047s 1.107s
Naive-Bayes 0.006s 0.021s 0.047s 0.149s 0.265s 0.488s
KNN 0.014s 0.028s 0.067s 0.136s 0.239s 0.431s
Decision Tree 0.007s 0.018s 0.034s 0.119s 0.183s 0.373s
Gradient Boosting 2.152s 4.212s 18.689s 41.830s 172.664s 129.276s
SVM 0.166s 0.360s 1.425s 1.800s 8.670s 7.019s
n-gram opcode?] E5{7} wol 7Bt o A=A Az EAE 9] $l8 HAAHY o8] E4 WA
v FHY 13 W92 2859 494A4= TF-IDF B3E 7HS I =6 HEste] wiEske Aoy
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= Aztelrt. 5= g dHlolE 9} HAE dolH
o el n-gram I WeE AYAs=d Hele
A|7ko] Lt 4= 2vtAle} 3ol el A7HS
=220 il s 4474}9} S5etAlol 4ex A7t
vepdct, 7 WAl e oigh g+ 2
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