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A Fault Management Design of Dual-Redundant Flight Control Computer
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Taegeun Oh' and Hyung-Sik Yoon?

Agency for Defense Development, Daejeon, Republic of Korea

ABSTRACT

Since the flight control computer of unmanned aerial vehicle (UAV) is a flight critical
equipment, it is necessary to ensure reliability and safety from the development step, and a
redundancy-based fault management design is required in order to operate normally even a
failure occurs. To reduce cost, weight and power consumption, the dual-redundant flight
control system design is considered in UAV. However, there are various restrictions on the
fault management design. In this paper, we propose the fault detection and isolation designs
for the dual-redundant flight control computer to satisfy the safety requirements of an UAV. In
addition, the flight control computer developed by applying the fault management design
performed functional tests in the integrated test environment, and after performing FMET in
the HILS, its reliability was verified through flight tests.

x =

ofd

FE1e MA=FAFEE Y Aol B ) ANARE A <

¥ 24 A &

el gRI7E Ao, u WA AdxE AR Tes T F e ©vEE 7w
g AAZE a7dn. FA71e] Afee vE, FA, A¥aR T Fash] fste] vz
SHzES] o]F3 AAE AR, 1ZBYE A% 1 HE: 5 B AA w2 Al
Utk B =M FAE olFs HB=THFEY AFHe FEA77] A 1 HAE B
1 B A% nAdE AA geke 7<11°P5H?‘r aga ngde AAE A8 NEd vz
THFEHE FRNERANA e /\l A4S st HILS $4olA 1 9F8 & ANdES =+
R & FA7lel gAste wgAde T 1 AHdS AT

Key Words : Flight Control Computer(¥]3 2% 7 37€]), Operational Flight Program(¥] 3§
x 2 77), Flight Critical Software(Hl&gtH 4 A X ESo]), Dual Redundancy
(°1%3}), Fault Management(3.7d )

2] WAFETIE 30-2—71 Bl Aofef <l
g g AEAz"ESE FAEY 5
7l g due FHFEI(FLCG thht Control Computer)
g A 8L Y AA, e T3 A HPzFA2He

t Received : February 15, 2022 Revised : March 16, 2022  Accepted : March 18, 2022
1 Senior Researcher, 2 Chief Researcher

* Corresponding author, E-mail : yhs1117@add.re.kr

© 2022 The Korean Society for Aeronautical and Space Sciences

.M &

—

—
<

—

o
i

N
o of o o
M LN o

Lmﬁm
U =

jgo




350 I ES

stExA a7l HdgAlol g AEug 7
< TIAITBA] 2 HY=IHFEHE <
719 AT HYS AT 5 AHEH uF
Al Hg Ao} gl ApFH o] BVt 4 glom, of
F7)9] &A=z olojd & Yt} wEkA HYPz
= LS _HJLOM Hste g 2
B&A %Z—}% A l%} T AEF 1 &

i ot off

(
i

[e:

2 ol

o > ofN rlr o of o ofy
bt
o,

08(:1“
BN

o
ok
o
Y
4
WE

IS/ e )
Sl Ko Z
ox [
|
2
ol
o
i
Jo
it
of
on
rlr
il
E
sl
=
E
=
\‘P,

il

o oz

194 I’JJ%F/} “741 Bl 2 FA =
% (Fault) 2 A o]& HE
H| P zEA|2Eo] O =Z
& AR

St 71%9— AATE Foleh

r —H
S

_{
OFE‘OJ.,
gg

ol
o N off
o3

o=
o
o flo o

O
fu
*

o
>
=
i
rr

LI
o
ok
o 2
p'ﬂ
rlr

N o

i‘%‘(majority voting) ®
&35k, ol fMAM = 3535 o 0}‘:"]
37t E Q3th5- ] :L?ﬂ‘/]' A +&HAAY 7

A e FAVEL Hg, P, AHLE B

THAES 6

3kslr] 9kl o] bgFE sl olF 3 4
]_
e

rlllo:_%n:E
j&“&_ﬂml"

oy o B ofy off 2 rlo > i

X

iz

TRV AN 3FF oA AE
#el HOoEE o35 Axde] 1S
& 3gwe 47 e
B ERAE Rosg olF8 HAEFLFE)
AE e A Sskel wgwe AN A
2 Jol o 14 A%, A E
ek 0 3 B A e Add

m-l}h |‘_L4
=y

[e:
@ o

T8 7 FFUloA vPEFALEL AFA
A o] 3% EE 4%9 tFst Alx=d"

=T

e 348§ HAE AT Yom, 1w
E ASA el MAzTPFE AdEe]l AN
t A%E AYss 04d ny 24 Agu

W FVlES

g, T, APam 5 A fstel A
o BEE e ol F5 HAE LelstAH, o F5
FrAE ngBe A5e AW 1Y 4E % 2
g AT ofel g A FEel wek $elvlel A

Ten o8 T2 ngde AA

[e)
= ©
S e Belde) awe AU FEA en

b3t s =017l HAsiA gk mdoju A4
ZIRke] HlolBE o] &% sS4 3  F &5/ (analytical
redundancy) 72& AASIAY 2E2A 7|6 1%

IB : Inboard

Sw'ilch
MMC Inac
AL : Alleron

ou ]
SPL : Spoiler
""S NS U5 Ruddervator

: J IMMC : Integrated Mission Management Computer
Alr Date AlrDala | copL : Grass-Channel Data Link

Fig. 1. Hardware Configuration of Dual-Master
System [12]

[ IMMC 1|

IMMC
Walch-dog

Control surface
Sel 1

[ IMMC2 |

| > |
N |
S Switch Logic &

| Cont lol al..liace ‘

Fig. 2. Switch Logic [12]

A, 74EA 71 2 SugE 5o tod u

At gde A7k o a8y iy T84
7= AA B A"l Aad mdY oy o
2 Qs AAl A go] Ao, efet 1 e
#HE ATEE AN, dFdlolE 5 RHlBEFA2E
s Arlsdd d 13 HE —r—%g =°]7] Slel
&Y= nFzFHFEH AAl J_%Urﬂlé A A

T7F F=3 Aol v9-11].

“Dual-Master” °]5T7ZE AEs 1315 —‘?A‘ﬂ !
Z71Q1 22¥ TI(RQ4A)Q Afoe vlydzF
FHO 7S FYste IMMC(Integrated MISSIOH
Management Computer)l, IMMC291 4 A4 2 A5
AH el e ARE o]l §dte RHEY S 3
A g Asdy 1S AdditkFig. 1). 18 F
A IMMC F g AdolA o] TS Fe=
Fo] M2 7T Switch logicoll A 7ol A
g IMMCE #d3dth IMMCE &% 9] 571435
A B A7 ARl 1R dEE A Sk BIT(Built
In Test) Z7-& AA3t3, Switch logice 7 ‘gl
A AAShE BIT ZHl AR 2 WDT(Watch Dog
Timer) ZA¥e] 2]E&3te] %o] #AS A& 2A
gt} Switch logic®] 742 Fig. 29 &t} 12y =
2 539 AfdE IMMCAA LA 7hed o
& ngsel el IMMC 2 AdS ZYstr] A7
o] Ak o], Switch logicoll g @ ZAsHA
(single point of failure) WA OE QIgF A|2H] A1E
Ae FAaATlE @Hol UAHI2-14]. B =EddAs
”dual—master” o|lFTEE I TN 22 &

A 7719 &d A3 o7 HeHE FHSHH
A 71E] BE 2Aos uF YUt E7Fssiid
P 2F e AA el sl 2 A 27t
7heste s e A Weke AQkEth

O

&

ol

Ir



A 50 X 5, 2022. 5. FA7IE o538t WgxFAFEY g AA 351
212 CtE st MEE A Table 1. Fault Detection Methods
MYxEAFe e BEsk e WA sY oo N
of dE AFHFZH WPt 2% HFAAA
2®le] Bl =F &4 FE(PLOC; Probability-Of- « MM o HD o B8R Enh 2|
Loss of Control)oll wet AAH} thFst ol ot shol
=2 pla) 2E 24 BEo] 2AS rloy 7 o5 ol = MA B AHAL: AT §E He el
. ]Eg o i é "‘lE*/] T T E}‘DJ’}‘ ET;]—[].S] e . AlB W S5A Sl
T = SAM F&EM ZHA © Checksum, CRC
1;].0] Ny . - _ - 5to|
Y A4 . PLOC TECE st
T C*x (1—87) o = IH| AE| AE HA
2% A . PLOC= ]C[TBC’F Q'Tﬂft" - | XA Z3} el
f < - Heartbeat Count 2fel
3% A : proc— LG UmST)
S Ale = 2 L
MTBCF F;C:CDJTH(HE »  XbH & A Built In Test)
o - E/zE U
A7NH TE 13 HPAZL, sTE ARG AW o
GARA 89 welst sbsd AW Agel wg), R
MTBCF}E _z’__g_ 31;8' Z_]_' ﬁé "E'.L/\] 7J’(Mean Tlme (COI’]tI’O| flow Check)
Between Critical Failures)o|t. ST& o9 1% Floc mu |t &= #ellreplcation cheok)
gAE&% 1 EYE& F4E ol &ste A Jhe _/.:EE%OE{ = AlZHM 2el(timing check)
?3‘]—‘:]'[16]. kS - HEld el
(reasonableness check)
) . oolg Tx ol
TR ER] S (7)) = ¢ (Data structural check)
TG EAE (%) x 100
c
o Ae AFHI) AR AL NE AT ALY
LG ELE(%) = —— x 100 o o N
N o m[5], I W& Table 13 2T}

K
o
B
4
L
o

*‘t&ffg = 9&% 8L Jueg. A
Al o] BASE Ade AET 4 gle AS ST
050, & 2 2% Ade PLOCE ¢

]
Zoh wMYxFTARE nABe HA &L oY
STE ZAAA T/ o] AHNEE FHAII] D
e Ay e
213 DHHASE MA
2w AL R WA AL Ao v
14 AEHE BARA NYEFAFE YR 2
ARoIA BT F UE GFH 1Y AAL BE
3 Ak mAzFAsge) 1Y UL 49
ak7] Slshe] ahgA Ax® okl 2 1 BA Y
& 58 13e BRgor, 13 A4 g u

HP2FHFEHAA 18 A& IS 1% 4
of wet JE Aol Tt AALA
stAY, & AdolA FAHAY AdEHE ASE
Hlwstal I zfol7t AAE kA gk (Threshold Value)
g ) vgoz dodi

R AFTAHY 1 HES s 4 AHEFH
1% BEHARE s AY °‘E—:V\]§«l FEA W
A5 Holus A ME AdelA nd ddsE
Pt} o9l Afoe AT A HE 53l
HEY $uEs ]*90}04 S B EH?E g &
@& FYg Hlﬁgi%ﬁ%ﬂ E}E%IM(EEHW,
Uﬂ.uﬂ %1_ 2E 7F) o7

&, AP 2FTHFH LZES ] 1A
s Aol 55 <l o e ol &t Al

4 AHE F71H o8 gelste] nZs AP st
Ag, 2 Ade stEdo] B AZES Y] AAHA
7éf+°ﬂ o gt *@“01 woxn i E} Aol A= e

BANAY, ANGHOE DHE AEHE ATE
34 Aol Aol FEAW, 45 A RUEE
o §-5H e

AeE e 1%
i@



352 S )

—_L
1

- &34 o232 FR|

2.1.4 A7 E713F AA

SE AUAN HE A LHEE olgsiol 3
dase 1AL B A4S 2 AN a8
A weels Ao A §718 Aole Wm 4
5 eAE WANNG. God AY 2 A2 s

o gAY g AE AL FIAA7) A
o Faste,
OE Y2 THE MAZTAFEY A 5]

3t AAE fElA 7129 HE A st
=713 AA Wi AZEYOIAHQ F7)3 A
Hol HEHAL. =gl 57t gHe 4
g 3t F7] A Aol mE vl ErE dEHE
A7) 7] f1sk F7HE] FF FHE ol 831
E7l§} AR AAZE Sed Ao

2 o]
23|

rUQQ.‘:’oE’:r

£

ANEL A A]

31%H (single point of failure)
ZEYHA T8t B
g wlolEl &= (CCDL;
Cross Channel Data o] &3k F713}
ANAY H2agE AEE o] &35t B A'd e 57
st AF AIE ARE Q%b‘}i, 718k AEF A ZEo]
T e A LS FASE ALY F7] A
ZAZE 2HEsto AE FrI15E FR0 vt
olF3t AMAolMEe T #FHE T AE AdEe] &
7bestth 7 Ade] E718 AE AZE Apolo] Wt
He ol&dtd Fr|3 2AS FII/ITHE A= o
3t = Aok AR Ad 29 e A% st=
Aol 1 T A FE7F FAHGGE F oA

5 F7] ARbol AKAHow FUEAY Hadhe
A7 G & lemg oz Q% uFe ¥
a7 1 AAZ a7E

2 dTolAE olFd Ao Fr Zdd AF
A wEL PFEHA A7 flEke o535}
Adsel T 5713 A E AEE B AL
2 AFsta 7 Ado] sAl 5713 AEe Ao
E BAste] ZHg Y AR AE 2Hse ZEd
¢ A (Frame Walk) 402 FAHoM, 573t
AN @F3tr7] 918kl Fig. 33 #2ol FHE 7]
k& FPst=s AAsAH.

NG

ink) T41<

=
o=

=713 AlE F(1+8) ms—-l——F(1+A) ms_+_r(1m) ms—.‘-_mm) ms—-l

Channel 1

[e=X-24F ms. [¢+=X44F ms fe=X-84F ms

. b=

[ [
F(1-8) ms. ! F(1-8) ms. !

Channel 2 ’ [

fe—F(1-8)ms

F(1-8) ms—

Fig. 3. Concept of Dual Channel Bi-directional
Synchronization

(1) =71 718k ARt - 5718 A8 ¥ 6% oW
(2 &713F AW s&x . 271 F7187HA= 1,000
us o, A3} o] Foll= 10ps ©Jh
(3) Etol™ W7 HA Al : 20ms*1ms
271 8FEE aHste ZEd Fr]o BRAAZE
A AW s geats v 2ol 2 HH

7A Adel 5715 A5 A Aol F
ES) Az, e 27] 5718 ARl
%8 Adel Az E/BE sl 74 Ade
"9l9 F712 gxIYE 575 UEE o
29 serel g masel AQ 2 57
Azl Aol AZbe A, the mee) %7]
¢ 2R el Al 2 gl 28 £

Aol A s718 dag]lEe =M= Fig

n2><

=
- T
F71

=
=
]
=
=

Gl
5}

gk AgollA o] el 1A F
F719 sglZE 1A WA Al o
Heo| AA =z 7] AzE 91yt
46}04 571:@} i*‘oﬂ o3 Ad
i, gholm F
71 B3 738 A 1msE 3_3'4—”3]-% AL =73}

A= 1 2D
TetRR FUHARl uZEeE A o

e
aglgel a78H

Frame Al%f?

B BPAT AL BN EBANE =0
71 BN
HEHA| BAE
7| EFAZEES 038
= = -
OEF7 2% 7126 =%

7% 8 €

Fig. 4. Flowchart of Dual Channel Synchronization



X 50 # H 53, 2022. 5. A& o3 Hgz

ZEAE

2ETAFHY 138 44 353

e =2 AA

AAe F BA dA

1:41/]
ol ?‘“101 xﬂ
Blo] o] F 04575 1«] el e ag A
A% d7E gas) dRolda 9, iz
THFEH WFE 2l teiA nF Ade st
71 A% A el diE A diidoz g
QA= o

2 =wdAe olFsz 74 B =THFH

A 14 AES T 5 AW, 1F Ade) et
oele MA=FAFE W 2AY, /% 13,

CCDL &4l 1%, BE 224 Holy Hlus &3t
BUA A So) Aol 1 Ade B A
LY e AAson, Yge ot 217
(1) Ao Aol WA 1AL BAF 4 (Fig. 5)
72zl Ad azEOjA WA 3Fde T
A% ANHAL Bo) Ao AL 2 |
A ggeta 1 Ase Al vy B
B AgE FAT olm Aol Ay
A= BF xldo] AR T
e ARAFHE Ad@shAT, 1
w7bs’t Ay A 1% A" =
SE7E AT
) B ALl 1A
B} A QoA dA ngs Bt B L2 HE
2= S

% 2. 9Ol& PN o
AAFH 23S A "H=AgE AT FA A %
e 2 HiW .
oo w24 Disable 312 3
HWSW
EEEE] l:
7| g
o O] misereases
pEEY
]
awaa L,|  aeadewuz sy
4 SIS S8
Oz32E 8y EbillE
au L] PRt ST I
suuegs [
R7|HEt 2 B iy DumchiE sd
Apjie
aoz )

Fig. 5. Self-channel Fault Detection

HW
Disable & 2

Etald |

Bl e nEEe A E S
Ar|Eet e

=~ FERL]
AzizE l—_> AZ|EIS 23 l:
Test2i B A waan
Self Test B2} S8
T2\
Hatmet
TestZ 2} o] Bar Al
|4l , N
el ujmar Ly | B el im0 a0
e

e nE me E el F 2HAE 4

s YIS B
clx3z|s g2

P N

saugun [

SEC]
EEE I

Fig. 6. Fault Detection from Other Channel

& FHEAT ZE UAHYE ANz FUS o] 43
o ANYAE SAUT. SxEdollis Ay
o Ane AY 14 B 2AoR Asath A

A8 Ado] nAFoF AGEE= A A s
I H=E Z‘i%o}ﬂ 4ol Ado] Hgow #
GEE A5 Al ZHL:‘I_ FHE B AEE AEA
st Ad g A 22 o3 xde] HEivE 2
RIR=

(3) AAHA

H P 2FHFE o 14o] Ads L
o] HA &> A¥ iﬁw% X 7‘42
FPgt) ojuf P35
Ao} 2 azEg ol MT% Bes}7] ﬁokﬁ iixﬂ
AW A BRI 2 1 olg HA, ZEAA A
o] HAE 93 WH(instruction) F3 HAl, =
ol 14 oy ¥4, WDT HAL st AAH
AL 7+ Alde] BARE FF FolnE AAZE 7]
T T dFE HASE 7 JIEF FUIHA A
AE T3 A olgds ol&sto F Ad F
2 A= FUAR FH R Aol ¢ @
2 AdE BET F JAEF HAASATTH
4) ZHL:‘_‘ 7% L% 22 (Fig. 7)

] H| g =F 378 CPU 1%,
CCDL 1 &2 T3 ol o]FF
TXIAA 1 HAEL 7 oPX]“P 17 Ajd el #e
ZE oA FaP3 AAHA
iﬂﬁ% /\ltﬂ—g—}_]_ _J_;(l— iﬂug/]
Eol 1 2dol ik =
2ot Ad 1 A
o A Hel o HWE&%/‘]&@% 215
WAE7] st A eFRA FaEkA|
1% A

wgAd A
z2 x].iq]x‘lﬁ_o_

X0 ofy mlo

> 1o

°1>i1—'

i}
o
i

2

N

N

1A

I ”i
N
ofr
o

==
il
2
>
%
X
i
oQl 2
ROl
v



354

QB -

&394

rok

IR BTN

SISRI0] &E B
gL

1Fpc AR IR
enyE
21
El
1
He

T Eg

AN L
=3 7|
DEEC g =N

Delay

T;\ Lt
=1 euaa J—L/
EEEL

Fig. 7. Channel Fault Detection Logic

S EZ Bl FAlE 1R

FelolelA A A7z

ke EdojolA A AAMALE

of A% Ad 1 AG 2AO " AL,

Ad g B =AM A AT Hl A
2

e

rz

it
ooy
(& o

T R

Ak ol Ay) Ak AR $AE A B A

2.2

o| =2t vl
=Zz1Y A3

22.1 0| 55 H|H=ZHFE N
o
2

8). BlA=ITHFE ] 4 A

Aol A% Holy 2 H T2 ngdt
o|53t nlPxFTHFE O HPE& ZEIH(OFP;

Operational Flight Program)v 3dt=9]o1e] Ao H

A£ZESY 9 7ee MRSt oF Anete <

Flight Control Computer

Air Data Air Data
Sensor (CH A) Sensor (CH B)
| CHA CHB |« :
1 1
| _l___]
CHA || CHB CHA || CHB
Landing Gear Actuator
Control Unit Control Unit

Fig. 8. Structure of Dual-redundant Flight
Control System

Table 2. Main Software Functions of Operational
Flight Program for Dual-redundant
Flight Control Computer
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