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[Abstract]

In this paper, we propose a fault tolerant embedded system using memory redundancy on the
full-virtualization based virtual machine monitor. The proposed virtual machine monitor first virtualizes
main memory of embedded system utilizing efficient shadow page table scheme so that the embedded
system runs as a virtual machine on the virtual machine monitor. The virtual machine monitor makes
the backup of the embedded system run as another virtual machine by copying memory contents of the
embedded system into memory space of backup system according to predefined schedules. When an
error occurs in the target virtual machine, the corresponding standby virtual machine takes the role of
target virtual machine and continues its operation. Performance evaluation studies show that such

backups and switches of virtual machines are performed with minor performance degradation.
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I. Introduction
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II. Preliminaries
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III. The Proposed Scheme
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2. Memory management for backup
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