J K I I Journal of the Korea Institute of Information and
Communication Engineering

SH2 R B EAISHS| =2 | Vol, 26, No, 5: 731~742, May, 2022

rot

al AM

ol Me| PIPO 2% 225 73 9 o

olr

got

rok

QAR - AL - ZelE - M3

Implementation and performance evaluation of PIPO lightweight block ciphers
on the web

Se-Jin Lim' - Won-Woong Kim' - Yea-Jun Kang' - Hwa-Jeong Seo”

'Graduate Student, Division of IT Convergence Engineering, Hansung University, Seoul, 02876 Korea
¥ Associate Professor, Division of IT Convergence Engineering, Hansung University, Seoul, 02876 Korea

2 o

PIPO+= ICISC 209 4] ¥hit el 2|4l AL A E5U T =, 22271 AIGHE [oT Aol A 38| golstes 7
Fa} = ofQith= EA o] Ut} B =Fofl A= AHEA AT E(Javascript), oAl E 2] (WebAssembly) ot 2-2 €4 7]k
210] 2 A18-5}0] PIPO 64/128H] E, 64/2568] E2 AT} PIPO] H]E & afo] A(BitSlice) 2} TLUS &5}
A5 H71E AsEY o forES ARE-3Ee] ZHAIEE Al 3 (Looped) 9} forit-g Fof ZHAJEH 23 27| (Unrolled)
= 1835} %S v t) Google Chrome, Mozilla Firefox, Opera, Microsoft Edge 2} 72 thokst ¢ B 2}-9-#]
o A==, Linux, Mac, i08, QF=20] =9} 28-2- OSH thafgt e oA 5B 7HE 33t B3t Cloj= ++&
H PIPOL} A5 v L= =35ttt o] = Aol A4 PIPO E5UE A-8-5 23t A2 AR 4= QU

ABSTRACT

PIPO is the latest domestic lightweight block cipher announced in ICISC20, which is characterized by being
lightweight to facilitate implementation on IoT with limited resources. In this paper, PIPO 64/128-bit and 64/256-bit were
implemented using web-based languages such as Javascript and WebAsembly. Two methods of performance evaluation
were conducted by implementing bitsice and TLU, and the performance was compared by implementing Looped written
using for statements and Unrolled written for statements. It performs performance evaluations in various web browsers
such as Google Chrome, Mozilla Firefox, Opera, and Microsoft Edge, as well as OS-specific environments such as
Windows, Linux, Mac, i0S, and Android. In addition, a performance comparison was performed with PIPO implemented
in C language. This can be used as an indicator for applying PIPO block cipher on the web.
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Table. 1 Parameters of PIPO[5]

Type Block size Key size Round
64/128 64-bit 128-bit 13
64/256 64-bit 256-bit 17
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Fig. 1 Encryption structure of PIPO[3,10]
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Fig. 2 Computation process of WebAssembly[11]
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Table. 2 Measurement specification by OS

Table. 4 Measurement of performance in Windows.
C: Chrome, FF: Firefox, O: Opera, |E: Intemet Explorer, E: Edge

Method Key | Enc(TLU) | Enc(Bitslice)
128bit JS_C | 147.175 | 2487.475 494.45
128bit_JS_FF |350.175 | 6746.125 947.575
128bit JS_O | 105.85 | 2750.65 260.275
128bit JS IE | 403.825 | 4801.675 1558.75
128bit JS E 59.45 1392 251.575
256bit JS_ C | 181.25 | 3277.725 595.225
256bit JS FF | 388.6 | 8739.15 1276.725
256bit JS O | 109.475 | 3275.55 318.275

Looped 256bit JS_IE | 1436.95 | 6307.5 2014.05
256bit JS E | 68.875 | 1794.375 314.65
128bit_asm C | 207.35 | 2905.8 492.275
128bit_asm_FF | 225.475 | 3415.475 4292
128bit_asm_O 203 3079.075 265.35
128bit_asm_E | 77.575 | 1595.725 264.625
256bit_asm_C | 206.625 | 3920.075 599.575
256bit_asm_FF | 222.575 | 4495.725 597.4
256bit asm O | 81.2 | 2110.475 337.85
256bit asm E | 84.1 2129.325 337.125
128bit JS_C 150.8 | 1333.275 581.45
128bit JS_FF | 581.45 | 6162.5 988.175
128bit JS_O | 126.15 | 1393.45 290
128bit JS_IE |350.175 | 5230.875 1566
128bit JS_E | 63.075 | 747.475 292.175
256bit JS C | 195.75 | 1715.35 676.425
256bit JS_FF | 713.4 | 8167.125 | 1257.875
256bit JS_O | 135.575 | 1804.525 368.3

Unrolled 256bit JS_IE | 469.075 | 6178.45 1961.125
256bit JS E 79.75 | 941.775 368.3
128bit_asm_C | 152.25 1435.5 483.575
128bit_asm_FF | 158.05 | 1410.125 419.05
128bit_asm_O | 52.925 | 717.75 256.65
128bit_asm E | 55.1 718.475 2552
256bit_asm C | 154.425 | 1758.125 646.7
256bit_asm FF | 169.65 1905.3 541.575
256bit asm_O | 55.825 | 943.95 329.875
256bit_asm E | 59.45 935.25 329.875

OS Version CPU RAM | Device
Windows 10 64bit A;,I\f‘?eiﬁzg;l ;;‘f}o}?f 16GB | -
Ubuniszso'O“'z Iigllel(oRgéoégl\(g 16GB | -
2.30GHz
Mac 11.3.1 bylélfglggfg;w 16GB | -
wirigso0 | Smsmebore | gy | Gy
i0S 14.4.2 2.65GHz 4GB ipll“lme
Table. 3 Measuring browser environment by OS
(O] Browser Version
Chrome 90.0.4430.212
Firefox 88.0.1
Windows Opera 76.0
Internet Explorer 2004
Edge 90.0.818.62
Chrome 90.0.4430.212
Limx Firefox 88.0.1
Opera 76.0
Edge 91.0.864.27 (beta)
Chrome 90.0.4430.212
Firefox 88.0.1
Mac Safari 14.1 (16611.1.21.161.6)
Opera 76.0.4017.137
Edge 90.0.818.66
Chrome 90.0.4430.210
Firefox 88.1.3
Android Opera 63.3.3216.58675
Samsung Internet 14.0.1.62
Edge 46.03.4.5155
Chrome 87.0.4280.163
Firefox 33.1
(08 Safari 14.5.1
Opera 3.04
Internet Explorer 1.0.1
Edge 46.3.13
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Table. 5 Measurement of performance in Linux Table. 6 Measurement of performance in Mac
Method Key | Enc(TLU) | Enc(Bitslice) Method Key |Enc(TLU) | Enc(Bitslice)

128bit JS_C | 119.025 | 2746.2 581.9 128bit JS C | 54.6 | 15444 275.6
128bit_JS FF | 435.85 | 5635.575 1069.5 128bit JS_FF | 203.45 | 3220.1 511.55
128bit JS O | 187.45 | 28773 588.8 128bit JS S | 132.6 | 2073.5 326.3
128bit_JS_E | 192.625 | 2948.025 |  566.95 128bit JS O | 79.95 | 157885 | 286.65
256bit JS_C | 117.875 | 3711.05 | 8188 128bit S E | 767 | 16172 | 287.95
256bit JS_FF | 534.175 | 7240975 | 139035 256bit JS C | 6825 | 2046.85 327.6
256bit JS O | 201.825 | 3650.1 | 748.075 2 IS B || ZR6 || AlEs1S || GRS
256bit JS B | 208.725 | 3941.625 |  702.075 2 s |[TE-eB || A0 39065
Looped 128bit_asm_C | 207.575 | 2712.85 |  369.15 226biEISEORINET ORI R2012,95 3484
128bit_asm_FF| 205.85 | 4029.025 679.65 Looped 26bit JS | 8125 | 203645 3223
128bit_asm_O | 139.725 | 2698.475 378.35 128bit asm C | 598 | 1690.65 221
— = 128bit asm FF | 76.7 | 1746.55 | 200.85
128bit asm E | 240.35 | 3056.7 365.7 1286t aom 5 | 585 | 16175 o
256bit asm C | 219.65 | 3546.025 | 465.175 128bit oom O | 8125 | 16835 366
256bit asm_FF| 338.675 | 5249.75 706.1 8t o B | 806 | 166075 | 24375
256bit asm O | 218.5 | 3600.075 |  478.4 oot e C | 663 | 2755 | 29575
2506bit asm F/|/258.175 || 39514 | 477.25 256bit_asm_FF | 82.55 | 2461.55 | 259.35
128bit JS C | 154.675 | 1499.025 | 6624 256bit asm S | 63.05 | 2107.95 | 310.05
128bit JS_FF | 633.075 | 4518.925 | 11247 it o © | 9 | ois | G
128bit JS O | 219.65 | 1578375 | 646.875 i o @ | s || 2 Sl
128bit JS E | 220.8 | 1457.625 615.825 128bit_7]87;j 359.15 767 295.1
256bit JS C | 185.15 | 1918.775 | 999.925 128bit IS FF | 29835 | 2483.65 | 508.95
256bit IS FF | 1034.425 | 5763.225 | 1389.775 128bit IS S | 80.6 | 62595 330.2
256bit JS O | 27025 | 1988.35 844.1 128bit JS O | 793 | 764.4 317.85
Unrallog| SIS E | 2346 | 178825 768.2 128bit JSS E | 78 | 787.15 319.15
128bit_asm C | 165.025 | 1010.85 | 361.675 256bit JS_C | 715 | 9932 379.6
128bit_asm_FF| 105.225 | 1293.175 642.85 256bit JS_FF | 464.75 | 3227.9 624
128bit_asm_O | 159.275 | 970.025 362.25 256bit JS S | 103.35 | 962.65 409.5
128bit_asm E | 2162 | 955.075 | 362.825 ZEh IS O SeES | MONLT | A0S
256bit asm C | 1564 | 124545 480.7 Unrolled T 3939
256bit_asm _FF| 1012 | 1958.45 874 128bit asm C | 43.55 | 58825 | 219.05
256bit_asm_O | 158.125 | 129145 | 47495 128bit_asm FF | 5265 | 587.6 2028
256bit_asm E | 217.925 | 1257.525 |  486.45 128bit asm S | 3445 | 599.3 248.95
128bit asm O | 61.75 | 596.7 275
128bit asm E | 58.5 | 592.8 239.85
256bit asm C | 442 | 769.6 289.25
256bit_asm FF | 559 | 769.6 260
256bit asm S | 38.35 | 765.05 313.95
256bit asm O | 63.05 | 781.95 306.15
256bit asm E | 62.4 | 781.95 299
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of performance in Android.

Table. 8 Measurement of performance in iOS

Sl: Samsung Internet S: Safari
Method Key Enc(TLU) | Enc(Bitslice) Method Key Enc(TLU) | Enc(Bitslice)
128bit_JS_C 302.0325 4453.68 926.31 128bit7J87C 194.775 1878.85 284.2125
128bit JS FF | 612.7275 | 5426.7675 | 1271.655 128bit_JS_FF | 203.3875 | 1867.5875 | 284.875
128bit_JS_SI | 279.51 4502.19 939.015 128bit_JS_S | 198.75 1851.025 | 280.2375
128bit IS O 3234 |4509.6975| 939.015 128bit JS_O | 190.1375 1855 281.5625
1286it IS E | 31416 14397.6625 | 968.4675 128bit_IS_IE |3203.1875|26880.9375| 6140.05
256bit JS_C | 358.6275 | 5783.6625 | 1081.6575 128bit JS_E | 212 | 1861625 | 282225
256bit JS_FF | 686,07 | 6989.4825 | 1607.76 256bit IS C | 227.2375 | 2443.9625 | 347.8125
256bit JS SI | 351.6975 | 5828.13 | 1096.6725 ZEIE 1 19) [PRTIAPE || 2L 352.45
256bit IS O | 360.9375 | 5851.23 | 1219.1025 ;:::;:,JJ:,(S) 212115 3375 22339901'9662255 33:33 ;37;5
Looped é;ili’:tijn—Ec Zg;ii; 7587;;'09275 11115131.;;5 256bit JS_IE | 4008.125 [37011.8875|  7955.3
= = Looped | 256bit JS E | 229.225 | 2400.2375 | 345.1625
128bit asm FF| - - 7110.18 128bit asm C| 161.65 | 29521 | 4432125
128bit_asm_SI| 950.565 |7325.5875| 1157.31 12801t asm FF| 129.1875 | 2932.8875 | 2379125
128bit asm O | 933.24 | 7683.6375 | 1155.5775 128bit asm S| 1702625 | 29514375 | 446,525
128bit_asm E | 483.3675 | 5416.3725 | 703.9725 [28bit asm Ol 158.3375 | 2948.7875 | 4432125
256bit asm C | 854.1225 | 9908.745 | 1504.965 128bit_asm_E| 150.3875 | 2944.8125 | 441.8875
256bit_asm_FF - - 9254.4375 256bit_asm_C| 17225 |3836.5375 | 562.4625
256bit_asm SI | 1157.8875 | 9566.2875 | 1502.0775 256bit_asm FF| 137.8 3834.55 561.8
256bit_asm_O | 980.0175 | 8496.18 | 1499.7675 256bit_asm_S| 187.4875 | 3847.1375 | 565.1125
256bit_asm E | 485.6775 | 7065.7125 | 915.915 256bit_asm_O| 187.4875 | 3847.1375 | 566.4375
128bit IS C | 308.9625 | 2394.8925 | 1005.4275 256bit asm E| 173.575 | 3836.5375 | 565.1125
128bit JS FF | 79695 | 33264 | 1271.655 128bit JS C | 1702625 | 667.8 305.4125
128bit IS ST | 310.1175 | 2307.69 | 967.89 128bit_JS_FF | 180.8625 | 657.8625 3074
128bit JS O | 318.78 |2430.6975| 1047.0075 128bit JS S | 178.2125 | 645.275 | 302.7625
128bit JS_E | 314.7375 | 2256.2925 | 985.7925 128bit JS_ O | 170.925 | 645.9375 304.0875
256bit JS_C | 384.0375 | 3045735 | 1256.0625 128bit_JS_IE | 2950.775 |20841.5875| 6098.3125
256bit_JS_FF | 1119.195 | 4284.4725 | 1622.775 128bit JS E | 188.8125 | 6499125 | 306.075
256bit JS_SI | 373.065 | 2931.9675 | 1106.49 2o0biEISICHF200.73158 R828 787N BJ08 25
256bit JS O | 388.08 |3005.8875| 1226.61 256bif—JS—FF 2067 | 8208375 3763
Unrolled 256oit JS E | 384.0375 | 2784.1275 | 1137.675 E:Zg:}]:‘z 2122?26725 85;)()75.55877:35 36366;.6725
128bit_asm_C | 683.1825 | 2805.495 | 1127.28 ~sebi 1S 1E 3538575 268392 | 789435
128bit_asm FF | 645.0675 | 35423.85 | 7012.005 ==
Unrolled| 256bit JS E | 213325 | 816.2 367.6875
128bit_asm S| 91245 | 253407 | 1133.055 128bit asm C| 80.825 | 12355625 | 461.7625
128bit_asm_O | 836.7975 | 2811.27 | 1125.5475 280t s FFl 742 | 1223.6375 | 221,225
128bit asm E | 370755 | 2308.845 | 708.5925 128bit_asm S| 102.6875 | 1248.15 | 465.7375
256bit asm C | 719.565 | 3669.435 | 1453.5675 28bit asm O| 107325 | 1250.1375 | 457125
256bit asm FF| - - 9121.035 128bit asm E| 98.7125 | 1248.15 | 460.4375
256bit_asm_SI | 984.6375 | 3322.3575 | 1465.695 256bit asm C| 88.775 1592.65 584.9875
256bit_asm_O | 812.5425 | 3663.66 1459.92 256bit_asm FF| 80.1625 | 1581.3875 | 558.4875
256bit_asm E | 340.725 | 3003 902.055 256bit_asm S| 111.9625 | 1600.6 580.35
256bit asm O| 1113 | 1607.8875 | 581.675
256bit asm E| 117.925 | 1603.9125 | 578.3625
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