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ABSTRACT

Password with a combination of 4-digit numbers has been widely adopted for various authentication systems (such as
credit card authentication, digital door lock systems and so on). However, this system could not be safe because the
4-digit password can easily be stolen by predicting it from the fingermarks on the keypad or display screen. Furthermore,
due to the prolonged COVID-19 pandemic, contactless method has been preferred over contact method in authentication.
This paper suggests a new password input method based on eyeblink pattern analysis in video sequence. In the proposed
method, when someone stands in front of a camera, the sequence of eyeblink motions is captured (according to counting
signal from 0 to 9 or 9 to 0), analyzed and encoded, producing the desired 4-digit decimal numbers. One does not need
to touch something like keypad or perform an exaggerated action, which can become a very important clue for intruders
to predict the password.
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Fig. 1 Block diagram for proposed method.
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Fig. 2 Three different types of eyeblink. The captured
video frame was flipped horizontally. (a) Both eyes open.
(b) Left eye closed. (c) Both eyes closed.
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Fig. 3 An illustration for the relationships among left eye signal, right eye signal and activation signal. During this
time period, the human subject kept only left eye closed as in Fig. 2(b).
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Fig. 4 Selecting four different digit numbers 2’, ‘3, ‘7", and ‘9’ using eyeblink patterns according to the activation signal.

AR 1 ZEACI 985 18 e 17 3
9] 17} EA]E]HA] mode 27} A] A= T mode 2=
9FE 07FA] AR A E BASFAIZIT A|gE B of

At W] Tjol =g taEeo] 278 ol B4

F_E‘.

zey] A;(],__ LE_HE]-/\ o]Ei 0}7] T]OH 1%}1\.%_1 3
7K, valid inputo]] 3Fdl= F7hofet ‘) AT
F7) 2. B = Eo Al A= 08 se) YA o]

H2 2] Q] winsound 2] winsound.Beep
AZE =9 TFESHAH

oA FA|A Q1 A E8l wak sElof 7Rk
A5 k) A kel ol ojs) ALAIs] et
4= mode 19|14 2°, 3°, ‘7°, ‘& X = A3}
ol 24l o) A 5 10k
ke st gle] Zo)& ek S 9l %
g ¢ (valid input)©] 2HAYSHH S <=
el ] A1 0 2 Xe|E ) o] Hpo Lzhmkel sl g
o 1 AT 4 Qe R0l ATE 2
4ol 4] 22, 3%, 7, *9° 0] Sk B/}
7&"“/\1 77y QEX F 9% w YE
IStk ATE 2, 3, T, 9 e 7kl
of] whe} $]Z E(shift) 7} 2-8- %] o] ©9372’ ¢} Zro] ¢
Q% iAkelE AR S o Y S e
‘3’ P9 B EE 937272 A 1A W DS W
o]t

YT A8 to]

e W oo
X EIE ﬁ.
S

4o
r\l

N
N
rlr

juled N
2
o

(o]

&

:(
H

N
-

r

(
=

i

L A

N

Aroex oo 24 (9 oM
o

flo ol 0

P# OPN rke
(= AT

1) 13 5041 2(R)- 2] 3Gk /3t 415 17t
L5 U AL AL ouldtt) o] B9 A 2ER
of o8 ] 7+ 5 71 2. 22 Fhof| 9]k

2) 3(L)2 39 stz A3 AlE 17tol| 91%& =yt
e 21 ougiet. o] 79 2438 Lof o) W
% Zbol| 1A] 3t}

3) 7(B)= 70| d@3t= EAS} AT JL7to]| FF =&
Z Ao 7 AL oJn|git) o] AL 522} 72 Bol| g
3l ‘1 7 7P A% 7P of] 9.

4 9(L)— 9°ﬂ st BAE}F AT ko] §Z =ut

S oujgi}. o] -9 =2 9= Leoj el W

ol ggttt. o] wf 7P AZhof AUAH =43

2%03 g}

W

Mo Jht =Y
o o T
o f
fru MI

)
lo

2(R) ‘ N/A | N/A I N/A | 2 ‘
l ¥
3(L) ‘ 3 | N/A ‘ N/A | 2 I
l .4
7(B) ‘ 3 | 7 ‘ N/A | 2 ‘
1 .
o [ o |2 [ 7] 2]

Fig. 5 An illustration for generation of ‘9372’ by rearranging
the selected numbers ‘2’, ‘3", ‘7’, and ‘9’. (N/A: Not
Available).
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time
>
4-digitcode: | o 1 2 3 4 5 6 7 8 9
2379 - - B B - - - B - B
2397 % B B R B
27399 L R B B
2793 % B R B B
2937 % B R R B
2973 % Not possible in mode 1
3279 % B L B B
3297 % 8 L R B
3729 % R L B R
3792 Not possible in mode 1
3927 8| - | [R T L] -] [R] [ s
3972w Not possible in mode 1
72398 B B L B
7293 @ B R L B
7329 % B L L B
7392 R L L B
7923 % R R L B
7932 Not possible in mode 1
9237 % B B B L
9273 B R B L
9327 % B L B L
93721 R L B L
9723 % B B L L
97329 B L L L
(@
time
>
4-digit code:

2973 %
3792 %
3972
79328

W | w | w o

oo~

o | |® w

W w|o ||~

(b)

Fig. 6 An example of 4-digits generation table for the
decimal numbers 2’, ‘3, ‘7', and ‘9. ‘B’ means ‘both eyes
are closed. ‘L’ means ‘only left eye is closed’. ‘R means
‘only right eye is closed’. - means ‘both eyes are open’.
(a) Possible 4-digits in the mode 1. (b) 2973, ‘3792,
3972, and 7932’ can be generated only through the
mode 2.
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