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ABSTRACT

Approximately 70% of smartphone users around the world use Android operating system-based smartphones, and
malicious apps targeting these Android platforms are constantly increasing. Google has provided "Google Play Protect”" to
respond to the increasing number of Android targeted malware, preventing malicious apps from being installed on
smartphones, but many malicious apps are still normal. It threatens the smartphones of ordinary users registered in the
Google Play store by disguising themselves as apps. However, most people rely on antivirus programs to detect malicious
apps because the average user needs a great deal of expertise to check for malicious apps. Therefore, in this paper, we
propose a method to classify unnecessary malicious permissions of apps by using only the categories and permissions that
can be easily confirmed by the app, and to easily detect malicious apps through the classified permissions. The proposed
method is compared and analyzed from the viewpoint of undiscovered rate and false positives with the “commercial
malicious application detection program”, and the performance level is presented.
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Table. 1 Game app category
Education Sport Adventure
Word simulation Music
Role-playing Arcade Car racing
Board Action Strategy
Card Casual game Puzzle
Casino Quiz

Table. 2 Kids app category

| Under 5 years old 6-8 years old 9-12 years old
Table. 3 Final category
Daydream Date Cartoon
Health/Exercise Tools Personalization
Education Books/References Game
Finance Kids Beauty
Weather Libraries/Demos Business
News/Magazine Life Style Picture
Productivity Food and beverage Event
Social Entertainment Car
Childbirth/Parenting Tr.avel and .local Augmented reality
information
Sport Art/Design Map/Navigation
Clock app Music/Audio Shopping
Watch face Medical treatment Communication
Video player/Editor Real Estate/Home Terrier
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<manifest ...>
<uses-permission android:name="android.permission.CAMERA"/>
<application ...>

</application>

</manifest>

Fig. 1 'AndroidManifest.xml’ permissions sector
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Fig. 3 Permission extraction using ‘Androguard’
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Permission name Result
Read_External Storage 93
Camera 90
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Table. 7 Compared to commercial solutions H

Target Malicious app Normal app
Paper 100% 90%
VirusTotal 100% 100%
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