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Abstract :

As the number of the installed escalators in Korea continues to increase, the accident rate is also

increasing. Therefore, it would be necessary to proactively secure safety. PESSRAE is a controller that implements

safety functions as electric/electronic/programmable electronic devices to respond to risks that may occur in escalators.
Safety Integrity Level (SIL) is assigned to the safety functions of PESSRAE and it must be verified that the
quantitative target value according to the SIL level is satisfied. In this paper, the initial PESSRAE is analyzed using
the FMEDA (Failure Mode, Effects and Diagnostic Analysis), which is a quantitative safety analysis method, and
design improvement specifications are derived from the analysis in order to satisfy the quantitative target wvalues.

Based on the derived design specifications,

the improved PESSRAE controller was manufactured. And the

appropriateness of the design was verified experimentally in a testbed environment simulating the real environment.
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2. PESSRAE (Programmable Electronic Systems in Safety
Related Applications for Escalators and moving walks)

ol ~ZolEl e ¢tV 5S FHsh= obd dwE M) A
A 2 22 7est ARAA (Safety-related E/E/PE
devices)E PESSRAE®Z}1L A] %3t}

S747) QPR RE oA 7|0 A PESSRAES

")
N T
N
12
Rl

)
o
o
g
N
o
e e

>
>.
iy
o
1 o

N
olf
ol
2
R
o T

3o] E/E/PEE FdH+E= AS 7|edAds ¢
(SI& 87sta Sleh PESSRAEQJ ?}@7]%01]
SIL2 7% 73k 3 °

Wi, SIL3S 7MY =2 -?%% UrE}LHP_i, PESSRAE:= *



158 M EZHME EM35Y| 215 FMEDA 24 7|8t PESSRAE A4

T
& FE3] AL A T
7) S8l SR ShEslol 9 2zEslole] eAE] tga)

0{1

59 <t
SHAREAA EHE 9% ESS (Energy Storage System)
HoF BMS (Battery Management System)$t =g x2}AkS]
Electrical Power Steering) 5 E} At HEofo] =32
g3 4 glglont 8 9], ¢7L7] HO]E-»] ok Ao 7)o o
o P A S SHEE] g A At
AT A st=dle] 9 ;ﬁ“?‘ﬁa
FEoll A steglolo] A g
glole kg o] 72+ 74 FE
A1 (FMEDA)S Al8ke] 4 &4
AAZE AEA A, a
E9o] tHFAYFES B}
A Q= HJE'.,JE&
1 o

o }E%M

o)
o]
)

o mlo
o>
o
Ko

2
o O{N
s
=
=
K3

Il

o

[

[t
BN o2 [ U
Noo%

o, &
o S
r

X

[o

g
B

X
o
rir
o
it
[o
X
[}
-0,
rot
ful rir

‘
=

4
>~
-
ol
O
=
o
ol
-

s
e f
2
ﬁ.‘ﬂ

ik
\ﬂiom
offt
= =
2L
of
oLl

e "
~N
i
o
i,
o
>
e
=

ol
ol
oL
L
N
o

% N ©

1. SHMEZHAM (Safety Integrity)
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Hardware Safety Integrity
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Fig. 1. Hardware Safety Integrity
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Table 1. Architectural Constraints

. . Hardware Fault Tolerance
Safe Failure Fraction
0 1 2
< 60% Not permitted SIL1 SIL2
60% - < 90% SIL1 SIL2 SIL3
90% - < 99% SIL2 SIL3 SIL4
> 99% SIL3 SIL4 SIL4
1.1 724 A2 (Architectural Constraints)
T2H Aofold hAV)5S st e A o
A

4<% (HFT, Hardware Fault Tolerance)® ¢td 1% w
¥ (SFF, Safe Failure Fraction)

47 FEA9 54 Acks A% Fah

T24 Aok HFT9F 44&d SFFO gho] vk
[11]& WEstefop 3tk A5 =
o] 1o]a ok ;AW Eo] 60%HTE A3 90% 2

steslo} 29

W SIL2E gHEd 4= Qo= 9ot}

1.1.1 st=sllo} 29 ¢

&% (HFT

ARE B A 7%

o ¥ 1
He5%
grole

dedlol A% He5Ee A% E= 0Fh EAT

FASe ALHOR 53

A s ou g,

7% S 3]
1.1.2 ¢k % ¥ & (SFF)
obd 1 &

) i R Rt
- =

B VTS 5 W

YRS W)Y

DU

Ag © ¢Fd 1 F (safe failures)

Aop - HEFE AE 1
Ay - AEHA =

failures)

A S

F= 1
(e}
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@

174 (detected dangerous failures)
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1% (undetected dangerous
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Fig. 3. Initial Conceptual Electronic Circuit
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Table 3. Failure Mode of RL6

Part Failure Rate Failure Mode FIT
RL6 Open (60%) Safe Failure (AS) 300
GOOFIT) | short (a0og) | Ueeiceed danmarons oy
0|7} Open & LAREE oAy o] k)
NS SEIANA dzZAdolH & RES dds Ay 1
wizol agel7l= shA Rtk kg dE= ‘/}E}‘/}“ ehd
oz AT & Utk 2 Delolt Shor, & A 9
C mgmes Reeld o Ao} Whsdes A9 @
Fdow 79 4 vt 22l RL67F Short ® AEHE A
SeALG #918 # Ut AV flonE AFHoE 4F
A &

71&% Open (60%), Short <400/>94 wgg.oq ] g0
wel 2b2b ok 1% (As) 300 FIT, A5 A & 99 1%
(Apv) 200 FITZ AFE5 AT
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Failure Rate / Failure Mode
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Failure Effect (Safety Aspect)

‘Category Ref. |Part function failure failure mode failure |2FH P31 2% AF SFO1 Diagnostic DC ADd ADu AS AS+ADd Safety
rate mode ATy () (ASd+ASu) related
(FIM dist. AS+ADd
(%6)
ENC A/B | R114 |1k noise protection 0.2123 short 4000% [HN=QS O |ENC A/B4 H|X 90.0% 08 0 08 08
open 60.00% [T oS X 00 0 13 3
R115 [3.3k / diode(A-C) load 0.2123 short 40.00% [A=9F o] ENC A/ B[ 0% 08 08 08
open 60.00% |[AMEOEH o] ENC A/ B[ 0% 11 11 11
R116 |3.3k / diode(A-C) load 0.2123 short 40.00% [A=9H o ENC A/ H| 0% 08 08 08
open 60.00% |[AMEOUE o ENC A/ H| 0% 11 11
R117 |1k noise protection 0.2123 short 40.00% |ASQH o ENC A/l H| 0% 0 0!
cpen E0.00% |= = X 1
U31 |High Speed Transistor 10.0000 cpen 5000% |U=STE O [EnC A/BAFH[A 0% 4 4 4.
Optocouplers short 1000% (M9 O |ENC A/BAF H|x 0% 1
drift 4000% [HS9E O |ENC A/BAF H[& 0% A
R112 'Ek/Full-Up 0.2123 short 40.00% [A=9H o ENC A/ H| 0%
open 5000% |[NE0E O [ENC A/BA BT 0%
R113 |10k / Pull-up 0.2123 shert 40.00% |A=9H o ENC A/l H| 0% .08 08 .08
open 60.00%: A= o ENC A/l H| 0% 11
MCu u4s |Core 121505 ARF S GOH 00.00% |OHR7|5 o o= 0.0% .00 215 00 00
A7/HT 2R
C15 |F#oPE3| - VDDCORE 0.7851 shert pul o B 0.0% 2.
open = X 0
drifts. l o 3= 0.0% A
C16 |F#PPE3| - VDDCORE 0.7851 shert pul o B 0.0% 2.
open = X 0
drifts. o 0% A
Y1 [crystal 30.0000 shert o 0% 14.8:
open o 0% 15.15
€18 |[clock generation 0.7851 short o 0% 2
cpen 0 0% 0
drifts o] 0% 4
€20 |clock generation 0.7851 short o] 0% 2
cpen 5] 0% 0
drifts Q 0% 4
QHESHOl & [ R181 TR bias current &4 02123 short X
29| open X
Q11 |TR switch 1.6443 short o] EE) 0.0% 0 0
open 2 X 0 0
RN EREEE 163613 short of o] Ey 0.0% 00 00
cpen E X 54 4 54
RL6 |Relay 500.0000 short o o 2 0.0% 21 0 0 0
open 3 X 300.00 300.00 300.00
EZEF0|3[ R189 |TR bias current 28 02123 short E 3 [ ooo | o000 | oo8 | oo | o088 |
EEL] apen ] X y y 1 1 1
Q15 TR switch 1.6443 short o =S 0.0%
apen 3 X
BEREREE] 163613 short ot o =S 0.0%
apen =] X
RL8 |Relay 500.0000 short ot o =S 0.0%
apen B X
Total 1093.0008
safety-related 1093.0008
part/component
> =
14 =7| MA FMEDA 24 23t
Fig. 4. Random Hardware Failure Category
T A
B4 MA F got
u4s
Table 4. Comparison among design solution
R115 U3t Feed. 1
'—D—E -
Hardware . ENC A ! I < in1
No. Software Cost Integrity i L Mcu #1
Cost R117
- 1
.. Increase in . ence i Lo, ’ v: In2 Out. 1
No additional . Relay Failure i [ Mon
1 design/change .
cost 5 Rate High RY
manpower (High)
. Increase in . u46
9 Production design/change Relay Failure Mon
u37 eed.
cost doubled ) Rate Reduced R
manpower (Medium) < In1
. Increase in McU #2
Production . R143
3 . design/change Overspec N
costt tripled . 2 out. 1
manpower (Medium)

st=glol F7mE AdEol gle Wt 1% 7hHes Wl a2l 5 M M B B2
7 shd FMEDA £4904 & 5 sl A9 271 248 Fig. 5. Conceptual Electronic Circuit After Improvement
of Agstn e A% nPEA e WEe AXsw 9
of AMA QI Wk 3 HEAE IFARE PUOR o e o wme o Mz Beldes A
stEdo] A=E vE e dEste Wk 28 Ade Wy o 27190
2 AR AAE NAE T 3) obmeiele] A&z 18 59 RLT Leo]e 27bs
Yk 28 A A A dge a2 B
1) 29 59 o] MCUE AN Fo] o] #et ddt o7} AgE A selaty] ols) Agle] W= A
& 29 59 el ST, 13 19 51 o 5 A2 F7ae] Qelol AeE TUHY T+ ot
£ 59 S48 T Ae BRUHY A]5E FUHskA e 2Astan
2) 22 A olFstd wet 4gE A 1759 U3TE
F7hate] ol st AAE Y3 Sirt. Egk, ENC A¢t ENC
B A& vlateli 247} o] Fskd 26 s gt
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Worksheet

[

re Effect (Safety Aspect)

HW Block | Category | Ref. failure failure mode | failure T SFO1 Diagnostic DC ADd ADu As AS+ADd | Safety
Name rate mode. 8y %) (Asd+ASu) related
(G dist. As+ADd
&)
Encoder % | ENCA/B | R114 |1k noise protection 02123 short 2000% [H=H 27> 5=5T 2ts o |pENcAmE R 990% | 008 000 000 008 008
2) = aLE olFot
open 60.00% | A& glz X 000 000 013 013 013
R115 [3.3k / diode(A-C) load 02123 short 2000% [HZYUH B> SE2E 2ots o |DENCABE HIa 99.0% | 008 000 000 008 008
2) 4 LHY
open 60.00% |M=AH 87} > Z=25Y 275 - 1) ENC A/BY HI R 99.0% 013 0.00 0.00 013 013
2) #=0UEHY o5t
R116 |33k / diode(A-C) load 02123 short 2000% |2 B> SE5E BE o |DENCABE HL 99.0% | 008 0.00 0.00 0.08 008
2) 4= 2LH 0153
open 60.00% o |pENcAmEEE 990% | 013 000 000 013 013
2) 4= 2UEE oIS
R117 [1k noise protection 02123 short 40.00% (M= B > S25F 25 o |DENC A/BE Y| 99.0% 0.08 0.00 0.00 0.08 0.08
2) #=2UEHE 0|52t
open 60.00% |3 glg X 000 000 013 013 013
U31 |High Speed Transistor 100000 open 5000% |U=YH 27> ST 27ks o |pENcAmEEE 900% | 450 050 000 250 450
Optocouplers. 2) = 2LHE o|Fs
short 1000% (A=Y 87> SE5H BIbs o |DENCABY HIL 90.0% 0.90 0.10 0.00 0.90 0.90
2) d=@LHE olFs
drift 40.00% o |pENcAmEEE 200% | 360 040 000 360 360
2) g 2L 0153
R112 [10k/ Pull-up 02123 short 2000% |HsYH B > 2258 B5 o |DENCABY HIE 900% | 008 001 000 008 008
2) =@ HE o|Fst
open 6000% |HZYUH E7h-> == 2obs o |DENCABE HL 900% | 011 001 000 011 011
2) 4= BLHY 2t
R113 |10k / Pull-up 02123 short 4000% [N B> 355 275 o |nENC ABY HIR 90.0% 0.08 0.01 0.00 0.08 0.08
2) 4=0UEY o5t
open 6000% |H=OT B> SL4E BE o |DENCABE HL 900% | 011 0.01 000 011 011
2) 4= 2LH 0153
Mcu mcu Uas |Core 121505 | @M@F U CIOIE| 10000% |HM7IS <8 275 o |#=EUET OB 990% | 1203 012 000 1203 1203
WIHE 2F
C15 |THE et - VDDCORE 0.7851 short 31.27% (MY 2T 271> W75 +8 E2obs o |#z=aUHE olF% 99.0% 0.24 0.00 0.00 024 0.24
open 677% |B% glE X 000 000 005 005 005
dhifts 6187% |N@ 32 =7t-> OIS =8 Eots o [dzmUEHZ o 990% | 048 000 000 048 048
C16 |H@QFESt - VDDCORE | 07851 short 3127% 0@ 83 271 -> oH7ls 8 E7ts o [d==UEe oFE 990% | 024 000 000 024 024
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2) #=2UEE 0|52t
open 6250% |3 giE X 000 000 1.03 1.03 1.03
D13 |HTY X 163613 short 60.00% |ATYE| L E7hs o |7 220l KOf T = el | 99.0% 9.72 0.10 0.00 9.72 972
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Fig. 6. Refined FMEDA for Redesigned PESSRAE
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(a) Safety Function Test Result
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