https://doi.org/10.33778/kcsa.2022.22.2.009

_To'_. 7]_'__,]: }\].x-] a TF- IDFg- x-l §_]:
%HEHI@%%?H!%?

* %

= A
Azw. 09 %

2

B2, Oxghsel goz Aolsgde] A1gd oS o w50 glon, 2
o] sl AIUA Tl HURSHIAGS UEND JbY gHd] 295

o

=2

AEI AHIAS AFSP] 9l 94T ATTAL MET 4 Qo Yo QolMEs} WD, 2Yagol AsiEn

ok, metd, BAYA T FPL 9stol AFASL 0|87 WS ATUAE 2BHD Ak e =L
=2

L $78 AIHAE olgSiod LAY, U HEAIAE A7E ASALAL i 228 I8l

ok 5] wizoll ARl AARoA = ARgARIE WAl dth 2 m2olke
telo] 29 2A7|9cs B2sty, £Q 7|YcHz 7152 2}, TF-IDFS 0]%6}@1 %*}E BAE 98T A
TA9RE HHoh= 7I¥o] tisto] AltstAt gt

A Study on Improving Precision Rate in Security Events Using Cyber Attack
Dictionary and TF-IDF

Jongkwan Kim®, Myongsoo Kim"™

ABSTRACT

As the expansion of digital transformation, we are more exposed to the threat of cyber attacks, and many
institution or company is operating a signature-based intrusion prevention system at the forefront of the network
to prevent the inflow of attacks. However, in order to provide appropriate services to the related ICT system,
strict blocking rules cannot be applied, causing many false events and lowering operational efficiency. Therefore,
many research projects using artificial intelligence are being performed to improve attack detection accuracy. Most
researches were performed using a specific research data set which cannot be seen in real network, so it was
impossible to use in the actual system. In this paper, we propose a technique for classifying major attack
keywords in the security event log collected from the actual system, assigning a weight to each key keyword, and
then performing a similarity check using TF-IDF to determine whether an actual attack has occurred.

Key words : Security Events, TF-IDF, Similarity, IPS log, Actual network, Precision Rate
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-Wx,y = Term x within document y

-tfx,y = frequency of x in y

-dfx = number of documents containing x
-N = total number of documents
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=9 WEIESAIE Altste AA 2a3te) A(H

B4% M BUsl PET 4 ok S2ee Oa

BA(] 7)2 B8sto] 2O SAES ARSIIC
0% olgstel SALES AW, 7t 20] chet

SAEE 72 5 oItk ol & 8o UeRioch

< 8 FAME Al

{tfidf_weight {'sdect™  0.00786377426374794, ‘“address
0.035238271765110116, “crd”: 0.006465473071127079,  "decode”
0.007868774263 7194794, "content": 0.008871310339600348, "crrishell™
0.015737548527530537, "default”  0.02300632279133438, “cookie™:
0.007868774263794794, "database” 0.025070630016573088, “edho”:
0.007564817867629225, "delay"  0.025070630016573088, "dbrrs”
0.0078637742637474,  "char":  0.00786377426379474,  "dbe"
0.007868774263794794, "exe™: 0.007868774263794794, "docurment’”:
0.00786877426374794,  "exec:  0.007868774263/474,  "eval”:
0.007868774263794794, # Sl Document®] 715R] ZJE.

"label ":1# 2PISIA 154 0,

"similarity": 0.00097646330656655417
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