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Enhancement of Security Monitoring & Control System in Zero
Trust Security Models

Wonhyung Park*

ABSTRACT

Recently, the concept of zero trust has been introduced, and it is necessary to strengthen the security elements required
for the next-generation security control system. Also, the security paradigm in the era of the 4th industrial revolution is ¢
hanging. Cloud computing and the cybersecurity problems caused by the dramatic changes in the work environment due t
o the corona 19 virus continue to occur. And at the same time, new cyber attack techniques are becoming more intelligent
and advanced, so a future security control system is needed to strengthen security. Based on the core concept of doubting
and trusting everything, Zero Trust Security increases security by monitoring all communications and allowing strict auth
entication and minimal access rights for access requesters. In this paper, we propose a security enhancement plan in the s
ecurity control field through a zero trust security model that can understand the problems of the existing security control
system and solve them.
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