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Enhancement of Iris Masking Security using DNN and Blurring

Seungmin Baek®, Younghae Choi*, Chanwoo Hong*, Wonhyung Park™*

ABSTRACT

The iris, a biometric information, is safe, unique, and reliable, such as fingerprints, and is personal information th
at can significantly lower the misrecognition rate than other biometric authentication. However, due to the nature of
biometric authentication, it is impossible to replace it if it is stolen. There is a case in which an actual iris photo is
taken and 3d printed so that the eyes work as if they were in front of the camera. As such, there is a possibility of
iris leakage through high—definition images and photos. In this paper, we propose to improve iris masking performa
nce by supplementing iris region masking research based on existing blurring techniques. Based on the results deriv

ed in this study, it is expected that it can be used for the security of video conference programs and electronic devi

ces.
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Method category Sample algorithms: year first appeared in the literature

Principal component analysis (Eigenfaces): 1991
Modular Eigenfaces: 1994
Linear discriminant analysis (Fisherfaces): 1997

Local, holistic, and hybrid

Independent component analysis (ICA): 2002
Local binary pattern (LBP): 2006
Scale-invariant feature transform (SIFT): 2006
Speeded-up robust features (SURF): 2009
Learning-based descriptor (LBD): 2010

Appearance- and model-based 3D morphable model: 1999
Active appearance model (AAM): 2000
Eigenlight field: 2004

Associate-predict model (APM): 2011

Geometry-and template-based Dynamic link architecture (DLA): 1993
Elastic bunch-graph matching (EBGM): 1997
Trace transform (TT): 2003

Kernel methods: 2002

Simulated annealing for 3D face recognition: 2009

Template-matching, statistical, and neural networks Probabilistic decision-based neural network (PDBNN): 1997
Genetic algorithm-—evolutionary pursuit (EP): 1998

Wavelet packet analysis (WPA): 2000

Sparse representation (SR): 2009

Partialleast squares (PLS}: 2013

Hybrid deep learning (HDL): 2013

Discriminant face descriptor: 2014

DeepFace deep neural network: 2014

Deep hidden identity features (DeepiD): 2014

FaceNet embedding: 2015

(¥ 1) Types of face recognition methods

and sample algorithms
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[4]. Bilateral Filtering> ©F2 S8 &3} o] xo]= s T o] HEs dAsk=d HASE Ho gl
S AASANE o]u]z] o] edgeE AElE WAooz [7]. openCVe] DNN REX g5y EdS &483)
g} olfgt H4ARl 7w Qs BHY o Aty AYsks Hejd ZH A= Caffe, Ten
nz)e] A7} AAH HErp 22 =f A= GAo) sorFlow, torch, Darknet, ONNX %o] ¢} £ =&
At} Gaussian Blurringe 4 oA Hold4= oM+ Caffe Ze|dY=2] Caffemodel® A4
= S AA BA Hol AAxYHA e T A AXRE Zk= Prototxt J]ro‘% AH&-3Th openCV
ZH7F dnk 71E9] dAFeE vE2A EuE A °] DNN E& 8 W2 <x 2>9 Zth

v GAAAY o] dFE Fol7] 93 Gaussian Blurr

ing 223 Ak <3 2> openCV9 DNN EE +3 Wi

from imutils.video import VideoStream

3. Agtste A viAR U

// Hsze] Adskd vl 2

import cv2
3.1 Deep Neural Network(DNN) net = cv2.dnn.readNetFromCaffe(args('prototxt’), args
("model”))
DNNE geldel eraelzel stz 92 Az
3 A% el Tl o9 ASER oF ol UF // AL SEE 2715
. - ) vs = VideoStream(src=0).start()
A7 rolt5]. DNN2 HHZQl o1F 274z} ujst import time
JIAR Wk v AdY AAES 2ZE = g o time.sleep(2.0)
AR B0, B4 ¥ BES 9% A5 AT 74
’ - ) while True:
ME BE BAZF GA] TR 27459 A // vl ~ERA ZH 91 7HA 9} A7) 24
TFr A 5 oloel e dF AdgEe o frame = vs.read()
_ I import imutils
al 3] 2= oOy=0 2 35 ] . . : 3
2A (a9 3)F 2ol b 24YFE d8ste] 9 frame = imutils.resize(frame, width=400)
g A5 E o AustA Agste Al vbse dags

o]t} // ZH Y F£XE A bloboE W3t

(h, w) = frame.shape(:2]

blob = ¢v2.dnn.blobFromImage(cv2.resize(frame, (30
E— 0, 300)), 1.0, (300, 300), (104.0, 177.0, 123.0))

A
=]

// ME$IZE 53 blobs ALty &4
net.setInput(blob)
dets = net.forward()

~.. for i in range(0, det.shape(2)):
con = det(0, 0, i, 2]

// HE 71E
if con ¢ args("con”):

continue
o 1 x| 2 /] 7AA AR (x, y) - FHEE AL
R 24 g oy s SRkl box = det(0, 0, i, 3:7) * numpy.array((w, h, w, h))

(719 3) DNN ¢ 7% (sp_X. sp_y. ep_x, ep_y) = box.astype("int”)
/2= A AR 2A

o5 glo] B a2 txt = "{:.3f}%" format(con * 100)

A FojnEe R 2500 y =spy-10ifsp.y-10) 10 else sp_y + 10

openCVol &= A&
aFo] don d=E EA, cv2.rectangle(frame, (sp x, sp_y), (ep X, ep_y),

Az
A olgel AHste
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(0, 0, 255), 2)
cv2.putText(frame, txt, (sp_x, y), cv2.FONT HE
RSHEY_COMPLEX, 0.46, (0, 0, 255), 2)

[/ EE =49
cv2.imshow("Frame”, frame)
inp = cv2.waitKey(1) & OxFF

if inp == ord("q"):
break

cv2.destroyAllWindows ()
vs.stop()

3.2 Gaussian Blurring

T I
%%E—% %‘H ojm Aol APH FEe
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w2 2od a9E etk A A 593
FeAE Fdd g 2ddd vE2A 7RG
@2 7hedd s JAdd 2 7HEAE o3
oo Aol mAE(Edge)el s o, 9 Y
Fe& B A At or Sedo] HAR
ZHEAIRE B R Aol dokgls el =¢
ol etk mEbA 7he-AqE Bel Y2 wAE
& frAehA e AAsE H ARSETEHIL

openCVY GaussianBlur =2 A& Al dhe}n|E
A& dof sk, <& 3>3 o] TeEbulE o= sr
c, dst, ksize, sigmaX”7} ¥3-¥t}. GaussianBlur &<~
3 e <3 4>9F 7t

<% 3> GaussianBlur 35+ 3}2tvlg A

SEree A
E2(1F oA & ehe A=
sSrc 7Hzﬂ
] PHES oA E e =
st AA
ksize A a71E Yele 271 A
. X W3] 15 x AL BE S
SEmak | e o3 2w

<¥E 4> GaussianBlur 4~ 3 H'Y

import org.opencv.imgproc.Imgproc:
import org.opencv.core.Core:

import org.opencv.core.Size:

import org.opencv.imgcodecs.Imgcodecs:
import org.opencv.core.Mat;

public class GaussianTest {
public static void main(String args(])) {
// OpenCV Fo] glo]Heg] 2=
System.loadLibrary(Core. NATIVE LIBRARY N
AME);

// 3FAellA] oW 25 ¢la Matrix WAl A
String file ="C:/3}d AZ";
Mat src = Imgcodecs.imread(file):

/) ATE A Wl g vgkhEY)
Mat dst = new Mat():

m&‘j.

// eIvA e 7k B A4
Imgproc.GaussianBlur(sre, dst, new Size(*, *),

// e1mA] 227
Imgcodecs.imwrite "E:/3d ZA=2", dst):
System.out.println("Image Processed”):
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