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Reinforcement of IS Voice Behavior within the Organization: A Perspective on
Mitigating Role Stress Through Organization Justice and Individual Social-identity
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ABSTRACT

As information security(IS) is recognized as an organization’s core value, organizations are making efforts to adopt
strict IS policies and technologies. However, strict IS policies can cause negative behavior for employees of
organizations who need to apply IS to their work. This study confirms that IS can express the role stress of
employees, and suggests a way to mitigate the IS role stress. Specifically, we confirm that organization justice and
individual social identity can reduce IS role stress, which reduces IS voice behavior. In the study, we surveyed workers
of organizations that applied IS policies to their work and obtained 318 samples. Also, we tested the hypothesis by
applying the structural equation model. As a result, IS organization justice increased IS voice behavior through social
identity and partially reduced IS voice behavior by mitigating IS role stress. In addition, social identity moderated the
relationship between IS role stress and IS voice behavior. This study suggests strategies for achieving internal IS goals
by suggesting conditions for mitigating IS role stress from an organizational and individual perspective.
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Table 2. Result for construct validity and reliability

Constructs CFA | Gronach CR AVE
Loading | 's Alpha

OJ1 0.790
0J2 0.835

0] 013 0.820 0.890 0.830 0.550
OJ4 | 0.826
Id1 0.835
1d2 0.817

Id 13 0871 0.899 0.863 0.613
1d4 0.810
Prl 0.812
Pr2 0.812

Pr Pr3 0.866 0.897 0.842 0.571
Pr4 0.827
Rel 0.800
Re2 0.768

Re Re3 0.803 0.907 0.867 0.621
Red | 0.870
RC1 | 0.818

RC RC2 0823 0.891 0.866 0.617
RC3 | 0.841
RC4 | 0.798
RAL1 | 0.791

RA | RA2 | 0.842 0.860 0.844 0.644
RA3 | 0832
VB1 | 0.883

VB | VB2 | 0.897 0911 0.893 0.736
VB3 | 0861
Id 0.838

SI* | Pr 0.864 0.848 0.868 0.687
RE 0.839

OJ(Organization Justice), Id(Identification), Pr(Pride), Re(Respect),
RC(Role Conflict), RO(Role Overload), VB(Voice Behavior),
SI(Social Identity)

a = second construct (Identification, Pride, Respect)
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Table 3. Result for discriminant validity

1 2 3 4 5
0J | 0.742°

SI | 509+ | 0.829°

RC | -501s+ | -551% | 0.786"

RA | -39 | -433%x | 610+« | 0.803°

AB® | 609%x | 677x% | 612+ | - 545+ | 0.858

OJ(Organization Justice), RC(Role Conflict), RO(Role Overload),
VB(Voice Behavior), SI(Social Identity)
a = second construct, b = square root of the AVE, #*: p < 0.01,
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1S: Information Security
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a : Second-order construct

b: Regression weight was fixed at 1.000
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Fig. 2 Results of main effect tests
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Table 4. Results of moderating effect tests

Coefficient | t-value Result
Constant 5.323 7.632
RC -0905 | -4.635%x

H8a Sl 0.202 1.562 Support
Interaction 0.112 2.993#x

F = 1274151, & = 05490

Constant 5.276 7.429x
RA -0.791 | 4177

H8b S| 0.225 1.710 Support
Interaction 0.086 2.303

F = 1266170, R = 05475

RC(Role

Conflict), RO(Role

SI(Social Identity)

= p < 001, * p <005
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