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ABSTRACT

As the technology of machine learning and deep learning became common, it began to be applied to research on
anomaly(abnormal) detection of industrial control systems. In Korea, the HAI dataset was developed and published to
activate artificial intelligence research for abnormal detection of industrial control systems, and an Al contest for detecting
industrial control system security threats is being conducted. Most of the anomaly detection studies have been to create a
learning model with improved performance through the ensemble model method, which is applied either by modifying the
existing deep learning algorithm or by applying it together with other algorithms. In this study, a study was conducted to
improve the performance of anomaly detection with a post-processing method that detects abnormal data and corrects the
labeling results, rather than the learning algorithm and data pre-processing process. Results It was confirmed that the results
were improved by about 10% or more compared to the anomaly detection performance of the existing model.
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Fig. 1. |Industrial Control System network
structure and service scenario

HMI, EWS 5°] Aol S/Wel dzdxich Ao
H/W= AME &8 s4d oY, 2= 5o I4%
A e dlolels FHgtete] Ale] S/WE AFetr,
AHEA= HMI 5 Alel S/WE o884 F3d &
g A dlele S RUERE, olF F3 ¥
Ao AeE Feld 4 sirk dAel] A= Wn
o AHl 5 AfrellolElE Alishr] fElA AREAR=
Aol S/WE -S4 Aol WS et AH8A
7F lH3E Ale] W2 Ale] H/WellAl A==, A
ol H/W= Alo] W&ol weh d4AAE Alojadet.

w3, Aol H/We o4 Aot A4 oW e}
s, Aol S/Well 2a(d3hE T3 s 4
2

g9 okl & glch (2% 19 W Aol n
REE e Ao Al s B Afp) ol
(11].

LR

2.2 37H HIOIEAI(SLH/5Hel)

Aol 2Ee A HEQLE Sk F1E
WS e, BEYE Folm wlgs 7]

slal o1¥she] @Al HolubulA wrelHe]

F7h B AR AT, A
nel 71%% AL A3 A
2743} WA Az 3 E

£ Aeke s 4w o3t w

E3lo] &gt AFE FAT F YEFE AIA|IA
28 HAEWITE F239, o] HAEMH

A A E g e delE S Alsk

7Naksdet(10].
olFA NE =iele dlole e Aelskslt.

221 32| HAI HI0[EM

HAI(HIL-BASED AUGMENTED ICS)
Qb dlo]ef A& w7fR kA4l A 3 kb g
o S oEYe]E 3= HIL(Hardware in
the loop) AlEHe|E]lE E8ale] A A=kgt A
Al HEw =l F3g dlo]elAle|th(6).

B~ (https://www.boannews.com/medi
a/view.asp?idx=106391)2] HAI dlo]ejAlol] o
g 7abell whEw, AT 7|HE ARiAle]AlEl BQE
ATE $elME oY delelAl grot d4Aolt
g8 b5t dioleldle] HAF] F-Fakal, AN I
H dole A2 A 8ol AT} it ool I}
et o ARwdkE 34 A g o R o)
g AR E S8 dole] AEAdS BAsa, W
S Holde] AAl Abelw FAI AL
b 3A0] A= delel S MHgteEA o Y
g AeH7HE 7= Aot = skodc)

H2EWes By, B4, #32 ¥¥% 2 HIL
AlEdele 2 sl By, EHl 2 53
ZIAe 2 3 AEEH Y8 Alefs=l,
Emerson Ovation 4t Ale] A|=8(DCS) X
oAz FAANA £9), FE 4, 2= FF 2=
2 3 E Aolsly] Sl ARk, Rl FA el
9] GE9] Mark Vle DCSt &% Aol 2 A% »
ey 422 A3l Siemens  S7-300
PLC= 518t HZE Alofslr] s18f A2 T4l
AHE3kitt. dSPACE® SCALEXIO  AlzdHl
HIL AlEdeldE 93 AME-38l9deH, Siemens
S7-1500 PLC ¥ ET200 €97 10 A& A-43}
of Hode] eul, Az 34L& a3,

A delgAls Az f3h SRR
HMM(Hidden Markov Model
3718 HMM+= 7 34¥ HEE

g 4 A% FAsYE, 9 2ey A

4

>

—_—
X
o >
S

(
Ho ——
j& o

T

. oX
i)
o

o
)
i
T 4

rlo
oL
ox
e
o
=
=
>
—
.}
do
J

il
2
fru
i
ol
ok
2

ol o
o
=

o

JRh)
BN
o
o

=
a



694 ARl A9 ol 9 A S 09 dlelE vy Wt AT
Table 1. HAI dataset summary Table 2. Public ICS Datasets
HAI HAIT HAT Rece
Type System Collect Sour
20.07 21.03 22.04 Dataset Domain Target r%% co
Points (per sec) 59 78 86 ool .
Interval SWaT Water | wotwork | 2015 | (13)
(days) 7 11 11 S etwor
Normal - ower
Dataset Size(MB) 225 471 534 s
Normal _ . Pipeli Field,
Scenario | ° 10 Morris | —22222 1 Network. | 5017 | (149
Interval 1-5 S\ZCVater D?Vice
orage
(days) 5 5 4 Tanlg o8
Abnormal ) N
Doormal | Size(MB) | 181 205 196 EMS
Attack - Network
. 38 50 58 ) Mining S :
Scenario Rodofile | pefinery D?(\)Iéce 2017 | (16)
A} EHO]E%"E‘ ok 11917k, v]AAF dlolE] oF 4917} Lemay SCADA Network | 2016 (15)
/\zl Z] A} q olE 11:_ 67 <) CSV bkl
s, A HelEE 64 B B elaEwEe] /Mg oER ohel,

(tralnl.csv~train6.csv). HAA dlole = 470
9] CSV Hd(testl.csv~testd.csv)Z TAH
sith. 72 dlolEAle Timestamp, % ZE(Z
= tule]lx 8670)et ¥4 =R FAE olvt
(6)(7). HAI dlo]elAe] 3|2kl FElol fofs}
ek
2.2.2 52| H[O|E{Al
N ol el AdAlel Al 2El ol Al
Foll Aol sl= HE AAst] AYselar, Choi
et al.[9)9] A} WE-& 7Wtog %2 AHE| 3}
3,7k 3Rl SUabe| EE ERelste] wiAE Ak o
dle] & 3fodet.
SWaT(Secure Water Treatment) ©|o]E]4l
= tuto]~(F 51709 AlA, HFelo]E] ‘3)
€]} H]E%El Eggor FAE glov,
A 74 9 3A AdeL 49 F 11 Fet —’F’SE]
ek 53] SWaT dHlelejAl iyt H~En =
A 7w oFe] HloleE AlFdttt SWaT+ 3
i tiute] 2o} FojA EQIEES Aolsta A7
+F de s 2 vEYa =g A"
N9 34 Advel s askdrh(10)(14).
Morris ®lole]Al2 A, 7k~ 4 xj2]e} el
= ol 74 dlele AER FAEe] gtk Z= o
uio| 2 dlolE], WEY A B tinfe]~ 2aE
csve}l arff 3t Eulo® AFgc}t Morris-1 dHl
oleAlL wHkA7]  IED(Intelligent Electronic
Device), 7], 2%, =Hez 45 A

dle
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I~

o]-)('
I

37708 A A|2Hl oMl E AR FA =] gl
t}. Morris-2, Morris-3 ¥ Morris-4 Ho]E]Al
& 7} dpo]zZlel HAEH =64 RS-232 ¢} o]
Huls sty = tiulo]xel HMI 7] 4
dlolel S z3ksla glrk. Morris-5 dlelgjAle A
A oA el Az"ex] 309 o] FAste] o)
£ dlelelMel wlal 71 71 Az Fek A
(10)(15].

Rodofile Ho]e{4l2 Siemens S7-300 %
S7-1200 PLCE AHSsle & AA| AlzHlA
T dlolel Mol E|~EW s ZlWe]e], AlF
B3, o]zl whg7], vixEl PLC % £dHo|B
PLCE FA=e olth. #4L vIEH=aE T3l
PLCel| HA|2star Alo] ZRA2ef4] exb5E o
27l ZRAA FAS Skl ed, oF 971
vIEH =z EEE pAste] Fo0Ekch(10)(17)

Lemay dlolEJAl>  SCADA(Supervisory
Control and Data Acquisition) #okell4 w2
2 Alejel HH vEHZ BT deolel S 4+
slgich. SCADA vlESizZ: 34 &<l SCADA
SandboxE °|&3le] #5312, SCADA BRE&
o]g3te] 270¢] wiaE] 15 Fstsdeh.
olE]Al> Z1EEe]] 4o} F715 WAz &
JApe] 5 23 59 FAe] = eyt £
o] 9lcH(10)(16).
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2.3 eTaPR Il

2] (Precision, AEZ)e} (2)dvh} B2 oA
= =228l eA (Recall, AEE)9] F 714 &4
7lvke 2 wejgict asld], v|AA
F&t €S 7HA vAARE Sl e d&ew {iks)
| w&el A&EE(recall-like score)S A3

|AslA] g}, ofW e T A sk Wl

e AT 4 g, 7120 W EE A

NN >

o

o
o]} ®Aoll A A FslA f‘?:‘?‘:L 392 2%
ZrasiAl 5o, o)Ak 'R Aeg Prlele AT
o] it} eTaPR(Enhanced Time-series

Aware precision and recall)< o]2{3 7]&9
olaf x| HrA 29 dHAE FE3|7] flske] At
gk wpAlolt} eTaP(precision) ¢ eTaR(recall)
Z A" HrRBeld, eTaPE o&4xr) vt
ool ®AE ¥ §lo]l A Zeopll=A] o],

eTaR< v|AA HYE Al 2 gx]sl=xE
7heke}, eTaPR# T #e] HAICon 20204 2021
AN E FalA Az AT

¥ =tdAE eTaPRE o] 834 OM} &2 A
o W7k

2.4 HAICon 2020, 2021

Erd Rt S ch-E LI
HAICon(AFd Al Al =8 ®mokeld] w2 AT AAId
3]) 2020 = 20214 HIAE ol Ajr dl
O|EE ATt 48 ol ¥4 Aes HY
ez rdls- /\/\]——5‘]_1 Halold EA|dFE 2
sl 7)E RIS 98 BEAow §d nd
F7HskaL Q) [13] Ak 2 d7ke] 7zt 3]
z 1099 2dl Ferh ESe 3
(211(22)(23)(24)(25)°] "= e}

ZF df3|vict 3 FellA= dloleAlat A o]
2efel mdll I=5 AFsta oledl, s daEE

o % RNN 7]8ke] GRUZS A=sta gl o] <o
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Table 3. HAICon Baseline model vs ORIDORI Model(1st winner)

Type Baseline Model | ORIDORI Model
Train 11 days of normal data (6 files)
Dataset Validatation 1 day of normal/attack data (7 attack points, 1 file)
Test 1 day of normal/attack data (No attack label, 3 files)
. Normalization Min-Max Normalization
Preprocessing - - -
Weight Exponential Weighted Mean(ewm=0.9)
%sgléning Unsupervised Learning
Loss Func. MSE
Optimizer AdamW
StackedGRU Stacked LSTM + Attention
L. (rnn): LSTM(24, 200, num_layers=3,
E/Ira(inlmg ((1fro)pot1t 0. 1( blfdlrectlonaiOOTrue)
ode . c): Linear(in_features=400,
Algorith glnéll)l.aGe%[sJ:(%& 100, out_features=24, bias=True)
gorithm bidir_ect}gonalgl'rue) (relu): LeakyReLU(negative_slope=0.1)
(fc): Linear(in_features=200, (stemold): Sigmald() @ res—24
out_features =86, bias=True) ensel). Linearin leatures ’
- ’ out_features=12, bias=True)
(dense2): Linear(in_features=12,
out_features=24, bias=True)
Epoch 32 130
S A _ Lowpass filter (signal.butter(l,
Optimiza-tion | Filtering 0.02. btype=lowpass’) )
Exceeding the threshold of the average (|predicted value-actual
valuel|) of the entire field for each second
Metric & Eval. Difference prediction of anomaly detection vs actual attack duration
eTaPR (F1 value)
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el (Gaussian Mixture ModeD)S E3sle] nd 4
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< & ZFH2EE $%832, THOC(Shen et
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Breunig et
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F F¥st o)F T o HeE Fle wHel
3, ITAD(Shin et al., 2020)& #3% =l
sl Sel2EH=S Fdse wHelth AFA 7t
2L AT L/RE oS AAEE welH,
Parket al. (2018)& A7t =& 93] LSTM
&AMt A4S 918 Variational Autoen-
coder (VAE)E AH&3h= LSTM-VAE Zd-g A
Al3kAaL, Su et al.e] #|gket Omni-Anomaly
(2019)+= ﬂﬁi} zgo= LSTM- VAE z2dg *
712 FAsta EAE S8 A7 SEE ARg
Li et al.9 InterFusion (2021)& H—H*E“é‘ A=
A VAER W¥slo] o] Agj= 7] 43 2 Wiy
4548 FAo mdEgtt GANs(Goodfellow
et al., 2014)& #AHFA 7|ub oA} x| (Schlegl
et al., 2019: Li et al., 2019a: Zhou et al.,
2019) el = AR8-=m Az <l Xqﬁ'@r(adversarial
regularization) & 32
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A% sk el 55 3929 B3,
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(181(19). AAE dlolEl= Fal(3k5)el] ol
I g ol-—/ﬂzo] TAE wdll Eg skeyAs
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=

. . > Training ;
Dataset Data :
Pr - Algorithm Mcd\ek\
> > ocessing : val. S|
(Validation . d+ . _)‘\ & 4
y Modelin :
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Enc r R g Y
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Fig. 2. Unsupervised Learning Workflow
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Fig. 4. Anomaly detection(AD) graph of HAI 2.0
dataset
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Fig. 5. An enlarged part of AD graph
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Fig. 7. extension of start/end point of abnormal
graph
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Fig. 8. Extension procedure of start/end point
of abnormal graph
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Fig. 9. (failure) finding outliers of abnormal
graph

# Function that fmds the point where the abnormal starts from the received abnormal data.

# Find a moving average with a window of 20.

avg_data = np.array(pd.DataFrame(abn_dataset).rolling(20).mean() )

lemp1 = np.round(ava data[ 1- avg‘dgtg[ 1] 5 # a[x+1] alx]

#A condmon that is more relaxed lhan the prevlous condition

if len(temp2[0]) ==
temp2 = np.nonzero!

return temp2[0][0] # abnormal starting point

get_abn_end_point = get_abn_start_point

Fig. 10. (success) finding outliers code of
abnormal graph
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vhehvbe B AAskdch
Attack Attack Difference Anomaly detection

Count  start point End point  Interval | Start point End point | Start point End point  Interval

1 2072 2264 192 -5 -33 2077 2207 220
2 8852 2950 % 30 -49 3822 8999 177
3 14312 14502 190 a4 -78 14268 14580 312
4 19227 19287 60 59 -64 19168 19351 183
5 21762 21851 g9 59 -70 21703 21921 218
6 45943 46026 83 51 -152 45892 46178 286
7 52603 53025 422 20 -149 52583 53174 591
13 337498 337701 203 51 -85 337447 | 337786 339
m 344932 345085 153 52 -7 344880 345092 212
25 353994 354073 79 74 -135 353920 354208 288
6 361315 361366 51 a8 -83 361267 361449 182
a7 364080 364321 241 olER|

48 392450 392712 262 26 -151 302404 392863 459
29 395209 395329 120 64 -81 395145 395410 265
50 397668 397930 262 42 -113 397626 398043 417

Fig. 11. Interval difference of actual attack and
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Fig. 12. Classification by width of AD
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Fig. 14. Anomaly graph with multi-peak
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Attack Attack Difference Anomaly detection (After Tuning-1)

COUNE  tart point End point Interval Start point End point Start point End point Anomaly shape Interval
1 2072 2264, 192 -50 33 2122 2231 narrow low 109
2 8852 8950, 98 -15 4 8867 8946 narrow low 79
3 14312 14502 190 -1 15/ 14313 14487 mid-width low multi-peak 174
4 19227 19287 60 14 -10 19213 19297 narrow low 84
5 21762 21851 89/ 14 -5 21748 21856 narrow  mid-height 108
6 45943 46026 83 6 -67 45037 46093 mid-width high 156
7 52603 53025 422 25 28 52628 52007  wide high  multi-peak 369
43 337498 337701 203 6 16 337492 337685 mid-width low multi-peak 193
44 344932 345085 153 7 56 344925 345029 narrow low 104
45 353994 354073 79 29 -49 353965 354122 mid-width high 157
46 361315 361366 51 3 -29 361312 361395 narrow low 83
e 364080 364321 241 ojEx|
48 392450 392712 262 1 -14 302449 392726 wide low multi-peak 277
49 395209 395329 120 19 -2 395190 395331 mid-width high 141
50 397668 307030 262 -3 12 307671 397918  wide  mid-height multi-peak 247

Fig. 1b.

AD

Interval difference of actual attack and

(with classification)

Attack Attack Difference Anomaly detection (After Tuning-1)
COUNt  tart point End point Interval | Start point End point Start point End point Anomaly shape Interval
3 14312 14502 190 -1 15, 14313 14487 mid-width low multi-peak 174
52603 53025 422 25 28 52628 52007 wide high  multi-peak 360

18 114466 114720 254 -17 58 114483 114662 mid-width low multi-peak 179
27 217145 217566 421 -9 21 217154 217545 wide high  multi-peak 391
28 227353 227542 189 4 15, 227349 227527 mid-width low multi-peak 178
33 262266 262521 255 16 94 262250 262427 mid-width low multi-peak 177
35 276147 276400 262 -15 43 276162 276366 wide mid-height multi-peak 204
36 284068 284331 263 24 40 284044 284291 wide low multi-peak 247
37 290549 290807 258 5 53 290544 290754 wide low multi-peak 210
43 337498 337701 203 6 16 337492 337685 mid-width low multi-peak 193
48 392450 392712 262 1 -14 302449 392726 wide low multi-peak 277
50 397668 397930 262 3 12 397671 397918 wide  mid-height multi-peak 247

Fig. 16. Interval difference of multi-peak

Attack Attack Difference Anomaly detection (After Tuning-1+Tuning-2)

COUNt  iart point End point Interval Start point End point Start point End point Anomaly shape Interval
6 45943 46026 83 6 -67 45937 46093 mid-width high 156
12 79603 79671 68 22 -66 79581 79737 mid-width high 156
22 134447 134631 184 -95 -51 134542 134682 mid-width high 140
29 237067 237173 106 38 -14 237029 237187 mid-width high 158
30 238865 238949 84 31 -51 238834 239000 mid-width high 166
32 254947 255057 110 31 -17 254916 255074 mid-width high 158
39 310969 311141 172 7 21 310962 311120 mid-width high 158
45 353994 354073 79 29 -49 353965 354122 mid-width high 157
49 395209 395329 120 19 -2 395190 395331 mid-width high 141

Fig.
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Fig. 18. eTaPR comparison, tuning before and

after of HAI 2.0
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Fig. 19. eTaPR comparison of WINDOW size 40
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24 th abnormal 33 th abnormal Attack Attack Difference Anomaly detection(before tuning)
©th abnormal |l Count Start  End Start  End Start | End Anomaly shape
| point  point point  point point  point
Comect] Correct loc. ‘ Correct loc. 1 31327 31673 163 -222 31164 31895 mid-width mid-height multi-peak
., orrectloc. ol \ 2 37762 38275 -33 98 | 37795 38177 mid-width mid-height
A / + 1Y / I / 3 41562 41306 173 -140 41387 42046 mid-width mid-height multi-peak
- L NS — e e 4 48263 48628 108 -123 48154 48751 mid-width low
| thetteck 28 th attack 7 th akinck 5 52163 52793 98 248 52065 52545 mid-width  low
0 62000 27000 228000 1000 21000 6 56442 56788 140 -152 56302 56940 mid-width mid-height multi-peak
. . . . 5 | 145045 145507 - 144959 1457 id d-height multi-peak
Fig. 20. Anomaly graph with incorrect end point N e WeT38,_wide mi-heght mult-pes
17 160207 160593 -80 -242 160287 160835 mid-width low
Io R—I_ | Ia 18 166764 167161 -60 -7 166824 167168 narrow mid-height
HIO|E: N2 0 st =01 Al& 19 224923 225301 32 75 224891 225226 narrow low
3.4 HAI 1.1 CIOIE{AIE OlSat S & 20 | 227923 228213 7 199 227930 2268412 mid-width  low
21 231723 232068 178 -51 231545 232119 mid-width mid-height multi-peak
22 235743 236089 131 -36 235612 236145 mid-width mid-height mulii-peak
ol =S dlo Ao E3 Tolg)l A3 23 | 243333 246721 115 -166 243718 246387 wide  mid-height multi-peak
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Tuning eTaPR(v21.8.2)
T R k
yee Value Fl score (%)  Corection emares
Count
Before Tuning 0.637 19/24  TaP: 0.730, TaR: 0.565
Tuning-1 Start paint +45
uning APOINE 35 g co  958% | 20/24  Teb 0775 TeR 0635
(defalt) End point -30%
Tuning-2 .
. End point +20 0708  11.15% = 20/24  TaP:0.787, TaR: 0.644
(multi-peak)
Tuning=3  Start point +19 o004y j5g | 2024  Tap: 0787, TaR 0624
(high) End point -17

Fig. 22. eTaPR comparison, tuning before and
after (tuning value of HAI 2.0)
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Attack Difference Anomaly detection

Attack

count ~Start End start | End Start End

: Anomaly shape
point | point | point  point  point  point

~ ~ E |
1 31327 31673 63 -33 31264 31706 mid-width mid-height multi-peak
3 41562 419086 75 27 41487 41879 mid-width mid-height multi-peak
6 56442 56788 40 9 56402 56779 mid-width mid-height multi-peak
11 131432 131996 74 92 131358 131904  wide mid-height multi-peak
12 135632 136196 -4 27 135636 136169 mid-width mid-height multi-peak
15 145045 145597 -14. 62 145059 145535 wide mid-height multi-peak
21 231723 232068 78 91 231645 231977 mid-width mid-height multi-peak
22 235743 236089 31 73 235712 236016 mid-width mid-height multi-peak
23 243833 246721 15 754 243818 245967 wide mid-height multi-peak

Fig. 23. Interval difference of multi-peak of HAI
1.1

T Tuning eTaPR(v21.8.2) R y
ype emarks
Value F1 score (%) Ditamm
ount

Before Tuning - 0.637 19/24  TaP:0.730, TaR: 0.565

Tuning-1 Start pn:.nm +45 0710 1146%  20/24 Tsp0793, TaR: 0643

(defalt) End point -30%
Tuning-2 .
. End point +20 0725 13.81% 20/24 TaP:0811, TaR 0655

(multi-peak)

Tuning-3 Start paint +19

Not applied
(high) End point -17 ot applie

Fig. 24. eTaPR comparison, tuning before and
after (new tuning value)
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- F1: 0.695 (TaP: 0.756, TaR: 0.642), #
of detected anomalies: 38
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Fig. 27. Total anomaly graph of SWaT

Attack Difference Anomaly detection

Attack (befare tuning)

count Start point End point psga”:tt :{::t Start point End point
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28 371401 371502 43 -131 371358 371633
30 389602 390142 -372 -441 359974 390583
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33 34 438069 438840 | 131 -505 437938 439345

Fig. 28. Interval difference of SWaT Dataset
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Fig. 29. Individual anomaly graph after start/end point extension(SWaT)



706 At Ao A 2 E 9] o]4f g

e 919 .

Tuning eTaPR(v21.8.2)
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Fig. 30. eTaPR comparison, tuning before and

after (SWaT)
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