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ABSTRACT

Ascon is one of the final round candidates of the NIST lightweight cryptography contest, which has been underway since
2015, and supports hash modes Ascon-Hash and Ascon-Xof. In this paper, we develop a MILP model for collision attack
on the Ascon-Hash and search for a differential trail that can be used in a quantum setting through the model. In addition,
we present an algorithm that allows an attacker who can use a quantum computer to find a quantum free-start collision
attack of 3-round Ascon-Hash using the discovered differential trail. This attack is meaningful in that it is the first to
analyze a collision attack on Ascon-Hash in a quantum setting.

Keywords: Ascon, Ascon-Hash, Quantum collision, Free-start collision, MILP
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Fig. 1. Hashing mode of Ascon-Hash

319 256 | xo
255 192 | x,
191 128 | X2
127 64 | X3

63 0 Xy
Fig. 2. State of Ascon

el 64-ulE o] FH® F AL QD

256-H1E & Agke]  AAHt. o Fig. 12

Ascon-Hash¥] siA 3 =2]o|c},

g A A, vAlE AE A" A A
A& APHct Ascon?l 320-H]E state:= VW
7} XOR®+& rate ¥ 64-¥|E9} capacity &
256-H]ER o) ohE Fig. 2 5x64 63%;
%35 Ascond stateo]t}. 7 ByE
z;(i=0,1,2,3,4) & A3},

2.1.1 Al GiA

A= 514l (Addition of Constant)S 7 gl
o A&7l 8-¥]E A4E Ascon state x,9 XOR
s AAelvh. A gRered AR e vy
Table 1.3 2t}

Table 1. Constant for each round

0 | 0200000000000000,/0 6 | 020000000000000096

0200000000000000e1 7 | 0z0000000000000087

0200000000000000d2 8 | 020000000000000078

0200000000000000c3 9 | 0z0000000000000069

020000000000000064 10| 02000000000000005a

QU | Do |+

0200000000000000a5 | 11| 02000000000000004b

212 H|ME AS

H]A%  AlZ(Substitution Layer)dal S&=
SboxE o83 7 v|Ee] w3y AskE A 43
Ascon®] Sbox+ 5-HIE & gi#ube} 5-H|E 7
off wjHge}, s Shox+ Ascon stated 7|15
2 7k gol] Hg¥lcd & AHA Ascon stateel 64
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A AlF B 03 12 el FAA AL 5
Table 2. Sbox of Ascon (y= Sbox(z)) glom  olE T sl A= #ESS
E3] A Zko =
, el alalalely 53l &gt gho]l AA €
Yy 11 | 31 | 20 | 26 | 21 9 2 221 ot 7|5
T 9 |10 | 11 | 12 | 13 | 14 | 15
y | 27| 5 8 | 18 29| 3 6 | 28 B =RBxs TF ozl 37 ndls oAl AR
z | 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 g ndlg AAsty {H CNOT, TS A AelE
y |30 |19 7 | 14| 0 | 13|17 | 24 = AR 7 oA AlelE= o A (1), (2),
z [ 2425 | 26|27 |28 |29 |30 31 (3)3% bt
y | 16 | 12 1 |1 25] 22|10 | 15 | 23
1
H: |b>~>ﬁ(|0>+(71)”|1>) (1)
Tablep 3. The ANF of Ascon Sbox
Yo R S R CH N CNOT: |ay |b>—|a) |bBay (2)
U Ty T 23Ty + 37 + 15+ 157, 2yt 1
Y2 Taly tag oy o+l 7210010, [1>e 1) (3)
Ys Tzt tagry oy, o+
Yy ryx, v, tastxr,t+o; 222 X 2812

& @5 01} {01} & 5T P o2
Ufe A (4)sk 2ol Ao, olg, ze{o,1)",
ye{0.1}& W,

213 M8 A=

A3 AZ(Linear Diffusion Layer)dl L
Ascon stated 71522 7 o FyHoR +
A4tz XOR ad4bs A83te}, 7 o] A45+=
A+ Table 4.9 F3& 9t}

2 rlo

Ulz) ly>=la> ly®flx)> (4)

FIE 84 ol B2 ¥ 5 fe vt Ao
Table 4. Linear diffusion layer
, 2D (2, > 19) P (z, > 28) 0 (otherwise)
z, 2,P (2, > 61)® (z, > 39)
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Table 7. The free-start 3-round differential trail
Pl P e R 0 P i e B e
Yo
myrgty + gy 2T+ Round | Bias | el B

Y1 Ty T o T2y T 25Ty +ToT5 T T T, (r) 2 (AX) (AY)
0000000000000000 | 4b0f0adeaad807c9
To Ty F 2y &y gy T Ty Ty 4b0f0adeaad807c9 | 0000000000000000
Yo ToTy X, + 157, F x0T Ty T 2T 15+ 1 62 4b0f0adeaad807c¢9 | 0000000000000000
0000000000000000 | 0000000000000000
TPy T 21857, T 21257 + 1 0000000000000000 | 0000000000000000
&y 03+, + 2y + T,y 217, +Tpry T e6765£2bfb737(78 | 00144000¢0404000
Ys 0000000000000000 | e6765£2bfb737£78
TyToT, + T1ToT 2 0 0000000000000000 | 0000000000000000
0000000000000000 | 0400000008101000
Ty T xgTy t 23T, T T2y Tyt 2,1, + 0000000000000000 | ¢6621f2b3b333(78
Ya By + Loy + T4 Loy + oo, 0c10400249045804 | 8e33428ad936780d
8232408ad1246801 | 0000000000000000
3 103 | 0000000000000000 | 0000000000000000
0c0102000812100¢ | 0000000000000000
8233428ad1366809 | 0000000000000000
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Input: | XX, )lq

Output: |X,,X;) |q® /(X X))

1. /* Backward */

2. Compute the ¥, =L YX,), ¥/ =L '(X,)
from X,,X,, where X, X, satisfies the
conditions ~ of 2l =Ayd1 and
x3EB:E4 Ay3691

3. Compute the X, =5 (¥}, X, =5 (V).

4.if (X, X)) fulfills the X,®X =AX,
then set 1-bit flag flag, =1: otherwise

set flag, =0.
5. /* Forward */
6. Compute the X, =L(5(X,)),

X, =L(S8(X,)) from X,.X,. where X,,X,
same as 2.
7. Compute the ¥, =58(X,), ¥;=5(X;).
8. if (¥,Y,) fulfills the Y;®Y,=AY,
then set 1-bit flag flag, =1: otherwise
set flag, =0
9. if flag; =1 and flag, =1 then
return |X,.X; ) ¢®1>
else
return | X, X, )l¢>

Fig. 6. Implementation of Uf
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