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ABSTRACT

Steganography is being used as a means of secret communication for crimes that threaten national security such as
terrorism and espionage. With the development of computers, steganography technologies develop and criminals produce and
use their own programs. However, the research for steganography is not active because detailed information on national
security cases is not disclosed. The development of investigation technologies and the responses of criminal law are
insufficient. Therefore, in this paper, the detection and decoding process was examined for steganography investigation, and
the method was analyzed for ‘the spy case of Pastor Kim’, who was convicted by the Supreme Court. Multiple security
devices were prepared using symmetric steganography using the pre-promised stego key. Furthermore, the three criminal legal
issues: (1) the relevance issue, (2) the right to participate, and (3) the public trial issue a countermeasure were considered in
national security cases. Through this paper, we hope that the investigative agency will develop analysis techniques for
steganography.
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Table 1. List of Se

»ulEE 3u),

= Micro SD 7t= 370, USB
SSD 17}, >=E% 14|, sl=r]
2= 10, A e"st= 82 170, CD 170, LGA
ofo]s= ofof2 1t
1TNE 242} o|w| A8

LES ukEsgicH(Table 1).

ized Digital Devices

No Device Detail
Micro SD card - found at defendant’s
(No.122) wallet.(2015. 11. 13.

1 16G, SAMSUNG around 00:48)
EVO, - seized the original and
MBMPAGVDDD calculated hash by
CE-P imaging.(around 11:25)

Micro SD card
(No.123)

- found by searching
defendant's shirt
pocket.(around 00:48)

2 I{EBGMSQIET}VDDD - seized the original,
CW-p calculated hash by
imaging.(around 12:37)
- seized at defendant’s
motorcycle seat's under
space.
(around 07:53 ~ 07:59)
H\iﬁglm) - sealed upyand moved to
3 | up '4G V165w defendant s remdenge and
S/N: AAOOOO ’ asked f(;r co?ﬁrc'lm?tlgn .
cooperation to defendan
0000 003498 and his wife
- seized original and
calculated hash by
imaging.(around 09:20)
SD card - found at a pile of coins
4 (No.125) inside the ashtray of
SONY, defendant’s car. (around
CHDCO036GA 06:15 ~ 06:30)

o]u] A




AR B F38ks|=A (2022. 8) 727
UsB . GALAXY Tab - found inside the backpack
(No.126) - seized each of the 15 (No.136) located at defendant's
5 | HP, 4G, original. calculated hash SHW-M500W, S/N car's passenser seat
S/N:AA0000 by imaging.(around 07:59) R34D600AT6V P 8 )
0000 000102 Smart Phone found and seized at the
LG Notebook - found at defendant’s (No.137) ceil.ing of defendant's
SSD car(around 06:15~06:30) 16| SHV-E3308. §/N residence located upper
6 | (No.127) - seized the original and R33D60VTPBA side of bookshelf which
128G, LG13Z94 calculated hash by Imaging File arranged a_t _the surface of
Imaging File imaging.(around 12:37) a wall of living room.
- found at space in front of found at the inside pocket
transmission of [PHONE 6 Plus of defendant’'s top while
USB defendant’s car. (around (No.138) searching defendant’s
7 | (No.128) 06:15~06:30) 17| A-1524, IMEI : body.
8G, Sandisk - seized the original and 35437063388512 | - seized the two images and
Blade Cruzer calculated hash by Imaging File returned the original to
imaging. (around 08:45) the defendant.(around 11:20)
- found at the living room of
defendant’s
USB residence. (around e G5 o] ARAAA A A Al
8 (No.129) 01:11~03:59) 23} EL‘E:;Q.]OE 2 H| 71 g2 X /H%o B3}
32G, DUCO - seized the original and e ‘? ; ] } ‘j/}- ] E ]— 4 e
calculated hash by 3 EAl-od=het ARAS odAskw 3leh(9 1(29].
imaging.(around 13:16) o}z alE ol (F)ojsialyg o ﬂ]olz/q Bl 11]5'__0/]
- found at the living room of =
Notebork defondants residence info.docx. el T 222 ASATA,
o | (o130 - seized after making ? M T sl B S Sel 71
}ZOG' S/N copies by imaging and Qo{ 9"*9‘-}]:]‘ 29 (Table 2] E'Lﬂ'zqi 12 OL/\Uoﬂ
s il return the original. Wsto] 742k 2015, 11. 14.~ 2015. 11. 29.4 Al
around 06:30
Bol~2  Z2~3)5led o] B 3kx] 5
- found at the living room of drs st sladlelA A 2l s
defendant's residence. zho] QAL B9l o) ANsle] b A Ao X
Hard Disk | _ (rovnd OL11=08:59) Q3 AL FAATN3, B F AMEE Telse]
10) (No131) imaging, carried out the W S AIghe AEste] ShelAZict AT of
, original by external W oriaEm oﬂ/H /gEﬂ7]_ 1 3 .
ze7peaebe)7h R dEA] A
company for recovery. voHTE b
(around 13:35) Aog Awala glA] WA FaEo] ApA A=
o | ound at storage box g mzgle] Sojgle USB(No.4)S Fuu ek
ocated at defendant’s
, b H.O A g
External Hard motorcycle seat's under o] = E‘Hq IEHOLH xﬂx]ﬁ]‘ 9‘*‘— info.docx
11| Drive space. (around 07:53~07:59) s Adukgiti= AAS "wAstw 9tk
S2(No.132) - seized the original and .
500G calculated hash by USB(NO 4 oﬂ lnfO.dOCX ;L].Oéo] ?\J\Sd:ll 01 O—:|]
imaging.(around 12:30) Al 27t R AAE gd 2 sE3 Ay}
- found at the bookcase 201199 11¥2} B3le] =58 sttt Ed3t
next to bookshelf at Q}z , ,
) - X 7} A o
12 CD defendant's residence. oA Gndat A Al o you.docx
(No.133) - seized the original and ‘to you7-7.docx & w7iste] &) 53 EH?EJ-
calculated hash by Lol S 3lolsle] oA E- "o
imaging. (around 08:30) =95 Flaksdct. Micro SD(No.2)olA] el ]
R gfel WAEA "2 AFBR= to youll-12.docx
mar one
13 No.134) - seized which was found in glls #elsly, sEet A} oS v Esidch
LG-F3008, S/N the body of defendant. 3. USB(No.5)elA ~vl7le1el] A4S 9
310KPDT0024778 } _ el =g 2 . ,
P RIS a AHA AR Fezead) 270 § SETUP.EXE
. - found inside the backpac o o _ .
[PAD A2 || eated at defendan's % stelsisl, o) $s] skl g A
14 A*1566 S/N car's (;)aisenger seat. . 8]‘:}—.‘:‘!__7_;%__' % _],dT_:l.g\Jl _g_o_]g} ‘_r]EHa—]. gé]l,:_]]_ nz.]oé
’ - seized the two images an - s N Y ore
51415;24?I?E§§;/ returned the original to FA-HAE 8 AU A 5 5SSk
sine the defendant. (around 11:35) 5000970 o]Are] E77} EghEle] 9lelrh(28). o] =
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Table 2. Steganography Manual ‘info.docx’

NO Contents

- Preparation for using program
Make document to send but do not exceed
® capacity over 5K.

If exceeding over 5K, Compress and make under
5K(ZIP) using compression program after finishing
first operation.

- Activation Method

SISVGADRIVER - Open README.TXT file at

AGPPACK folder.

® Copy string (THIS PACKAGE INCLUDE FOUR
PARTS.) at contents written in the notepad.

Next, activate SETUP.EXE file.

When (Please wait a moment) string appears at

screen, it is successfully activated.

Dispatch

Select OUT and add starting number at ID.

(©) | Next, press BROWS button, read draft file and
press START button. Then dispatch progress and
operation completes.

Starting number to use next time appears at the
@ | lower part of the program.(For example if 82
appears, then give 82)

(T ,OU WEISOI] JO [ENUBJN) UonesadQ ISIL Y],

® contained draft file before
Read work file by selecting IN and press BROWS
button. Then press START button.

Caution

Avoid using overlapped number

(0 | Important contents(Word such as Name, Age,
Organization name, Region, Area can be tied with
angle bracket and make double.

Preparation for activating program

- Text file : under 5K which gained by no.l

program work.

- (RAR) file
mutually before

already owned by promising

- Promised password and starting number (Our

company decided A’s birth(1963) as password to
avoid complexity)

~ Prepare WORD DOC file

When preparing DOC file WORD
OPTION(OPTION) - SAVE - Check all the last
® three spaces.

WINDOWS standard typeface should not be used
for DOC file typeface. Should made to become
(Hancom Batang) , (Hancom Dodum

Finally when work is done, file that ( ) mark
(D | attached will be formed again newly under DOC file
was located, and should send this file.

Activate Program

Double click the BORAMI customer management
- Manual, TXT Double click - Select from
customer management sales management to range
from graduation etc. to blank case then copy it
and double click the AUTORUN.EXE.

Find again BORAMI customer management here
and program will be appeared after double clicking
@ | SETUP.IMX

(In the program, the first button is to send, the
second button is to receive, the third number is to
use, the fourth is to put the mutually promised
password, and the first box below is to put the
first file, the second box is to put the RAR file,
and the third box is to put the DOCX)

After putting required things, click START then
SUCCESS message will be appeared.

(¢ .OuU WeIZ0I] JO [ENUEY) UONEINI() PUuodRS Y],

Manual until now is top secret data, therefore this
manual should be deleted after a fully gets it and
USB that contains these contents should be
destroyed physically.
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