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10T 7|& FollA 7} Bol 2ol 7 FAl 7€) = ZigBee, WiFi, Bluetooth, Z-Wave &
o] k. I FolA Z-Wave= A AA AF HFE&0] 6022 AEste= 7€ F shto|th
E =RoAAE ZWave ZEEZS 0|83 255 AA ZES 7L 255 AA BE
9 5L 23t Z-Wave TEEZS 4313, AEEY REQ B E EAStT FHIIHA
a, AlA BEL2 HolH AEE Faste AA 9 Azt £ AlAY 255 JEE FY
HYste 23S /Ndsty o]& ERIsIH o, ZWave L8] FEAE AlE, Aol E
AEE, AAY AY 52 539 45 FUsiEnh

S Ao] : Z-Wave, Mesh-Network, 5%, AlA BE, T2EF

ABSTRACT

The most commonly used wireless communication technologies in IoT technology include ZigBee,
WiFi, Bluetooth, and Z-Wave. In particular, Z-Wave is currently one of the preferred wireless
communication technologies, with a global market share of 60 % of these technologies. In this
research, a temperature and humidity sensor module using a Z-wave protocol was designed and
manufactured by referring to the data sheet. Subsequently, the Z-Wave protocol was analyzed during
the operation of the sensor module, and the firmware of the controller module was mounted and
implemented. In addition, a program for monitoring the temperature and humidity information from
the sensor module was developed and validated. Finally, the performance of the sensor module was
validated through master distance and low power tests on it and its reception data success rate.
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I.A &

HZ 1T 7]&9] o0& ~nE & ~ulE 0¥ ~ntE AEY 5 FA YEY A AR fEE B
AA L Yok o] F T A NA A AA VEIE F45te 54 7|E€E Bol 220l& Z2 ZigBee,
Bluetooth, Wi-Fi 12]1L Z-Wave 5°] Jt}. 1 S E Z-Waves [oT ZAoNA A2 Ert =& 7|& 5 sy
olt}y. dA ZigBee} Z-Wave2] AA A HF&S B Z-Waves 60%°] ©|2= WHH ZigBeet: 20% A%
of MF23 e AA ol thLanars, 2022).

Z-Wave ZEEZ2 HYoRto 2 FAilo] 7h53sl 22 28€omn A FAld 53 S 714
I Ao} £33 B AEH A SHAAR 53 B 7]'7<]_T_’ A THZ-Wave alliance, 2022).

TS Z-Wave LR(LR : Long Range)-2 Z-Wave$} 53t U E S A %Zs}ﬂﬂ Al Z-Wave Z1EEHZ Y
SHAl BT 4 dod, A7l B8 glo] Hul 30dBm EHOE 1 ufd7iA] A4 AGE FHE= 544
2B HESA EE2XNE ¢ HEYIAAA Ho 4000719 =29 E& Q”‘]’“ 7HA I °‘1’4-(Z-Wave
alliance, 2022). ©]71-& A2 Z-Wave A5 E T} 200 =713k 43S eIt o)A Z-Wave LR +3 L& 7}
AE o] 2utE AE, 38, A A, R T4 94 58 X238t o 33 B35 Ao R g
Aoz 7gdn).

T3 2022 1€ Z-Wave Alliance #1338 Z-Wave A EjAl AR v A= HQF A|2Hlo|U Ao A]~H
Aol 90%7F 7t Aol thE A7 &5 Ve Qla, Amfel A 9] 7hsE DIY FEje] 39
g AFol AR Fdoz RAsta vt Buskal JThHZ-Wave alliance, 2022). ©] HiA o] w2 )

N

Z-Wave A|Z2] =% AX+= 4000715 Foj4th Z-Waver 2048 GA A0lE & 7]&o o] Hob A5
<84 9 319 334 WA HIE AFS At 4T 4L H2E 2 AF5S FilA o]FofA=H
ASE Bl Bz, AxHA, H Adio] BAGle] ZE Z-Wave ZA|7F M2 2354 A5t 45 &

7Vsdlof sHe 24E F=dof S Z-Wave 71&E EF9 23 20|t

A ol A o] AFEEE Zig-BeeSt WiFi 52 24GHz T4 34 t)9Ql ISM(Industrial Scientific
Medical) =S AH8-3tEE e, Bluetooth®t 20] Y T34 & Agshe T4 AF7|EET9 3¢
Aol E7Hdslt). 23y Z-Waves EF £ 541 71€E3E 9] 000MHz 98 AHgdo® 4% 7 §
oA e A = o] ATHCho et al, 2016).

B A E ZWave 7|5 £455 A RES T WA Z-Wave Z2EZ UId H34S
A3lal Z-Wave?] W4l EZ2X]9] EA] #sle] I B8 FAEES A5 B =M= 139 A
29| o]0} 2 M= Z-Wave 7|€ FTFS LolHI Z-Waved| Z2EZ ﬂ%*a}oq sk o, 3ol A =
LS55 A g TS A% 28 de B7h 44 A2 =02 AYsiiith

I. 38 9+

1. Z-Wave 7|& S&t

F 10T 71&2 AHE AU 7]5e] 239 7HAIE 2 714 of Ayt 74 B2 JES AR d4dF
22229 ARE Aiksta OE AR AbgolA dEste FadE, 2Est 5 FANEY] ds sodFE
A 2HS g3tk o]23 & TS Yt A& 7153 7]EEE ZigBee, Wi-Fi, Bluetooth, Z-Wave 5°] =
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bl ol= & IoTH ofet thakdh 4y Zokoll= 2 8o] 7hsdtty. B =Zo4 A&3sh= Z-Wave 74 9
Al E IoTe 8 A Eokl7bA] A8 M9E Yo7t de dAolth

Hwang and Sul(2011)> Z-WaveE ©]-8&3to] UESQ| A WA e] 2 2930 s AH&Ake] 22 Hold&
aHEAL FOOA7] HEZAAE ol &t 2HS AFoEA MY A7 a7} 7dE e §9 1% 29
A5 TR & O 292 F UESA Zleo] A8 ofREE o E 3 Aotk

o

i

L
O

Kang et al.(2016)S 7873 ofgdd & oA 7 w50 A7E AT F UEE Z-Wave 71 FA
U ES| A} tERojE BulY <& o] g3t AP He AMox £ ZHE BATS AT + e
7] AB71E Mt e A7) Adr)s #E A, A7), £9 ZHE £, 2utd joz F
AEH #e WA Ao7|E T3l ZHME EHFe] 2905 Aojste] ALgALA s A& FF
gt} Aloj7)E BEl Mot 290%] 2 FA AAZ Z-Wave W4 HEYAE 7oz 29SS Aojst

S=

Cho et al.(2016)2 Z-wave 7|We] A} Al2®lS AA A& A 7|HoezZ AHAS UML(Unified
Modeling Language) 235 AAstATt 71&%2e AR 7| 25E HAAWE7A] AsHge o=
o] Ff A hte] A A 7o LFIE A Al AZHFH I} vAET 7hsAdo] AT Z-WaveE ©]-8-35)
A HA719F A WB 7ke] NEADGE FA Mesh WEHIZ A5 32 045 5 2% Ag o
v 3k

Jang et al.(2020) 2WEHE Tjulo] =9 HY o] F2ste 5ot BASHE tr] o] ARRAIZE, el An
AEHFS 80lsty] Yste] MQIT ZEEZFS Z-Waveol -&3te] ~ntE tjulo]~9] 7| HgS A7sls=
Al 2ElE ARbetaL Q).

olA Z-Wave= =ujoll A& A7NE ] & oT 7|&olvt HE&H AR AV|25E 82 slste 4tz
e FA7E obdzE AZ4ET o213 Z-Wavert TR UIFE M 2 AL o) Rl
4 e FA Z1Eolge Aotk BY Ag A 900MHz thel ) FulE A= oF 30m MY oA BAlo]
7Vedt oy Z-Wave LRS B3t A Age IA =0l 7kl thZ-wave alliance, 2022). H3H
Z-Wave= ZigBee, Wi-Fi 5°] AM&3h= 24GHz T4 71€9] M-S w2 e AHo] 9o, 435 84
Ao & 54 Zlert Hojd A& 7HA L 9ItkSalim and Vsaf, 2019).

i

=

<Table 1> Comparision of Wireless Technologies for loT

Indices ZigBee Z-Wave Wi-F Bluetooth
Fower 100 mw 1 mw High 10 mw
consumption
Range 100 m 30 m >100 m 10 m
Cost Low High Medium Very low
Scalability 6000 >6000 32 20
. Same Different WI_F,I Bluetooth compatible
Interoperability compatible .
manufacturer manufacturers . devices
devices
<Table 1> o] ] 717 B4 1% vimold SARE 2] ARHE AT 8L & 5 Yok 2w 4
< 7Y Wi-Fi

Hol| 4 Z-Wave, Bluetooth & ZigBee= Z}Zt Imw, 10mw 2 100mw 0.2 @2 4] HE
[e]
o

5 Y 202 7Y Ag AYE BW Wi-F, ZigBee, Z-Wave, Bluetooth 0|1} Z-Wave LR2]

=
=
73
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A0 297k v Ao dAHTh olHF A ol9E ZWavek 1 79 =EE S g3, e
AzAL] Be tluolzso] U SBa4T 45 84 WA $5% A5 e AT Zighee HlH AT
St AAY SEo] STk & 4 Uk whebd AHEe] ol WIsk AHEA] BAATA Wik &

FAo] 7h¢ Agsta, vlgo] A2t Bluetooth’t B U2 £F4ES A3T Z08 HAth

2. Z-Wave Z2EZE

Z-Waver Hz dinta AA2Ae] o3 /dE A B4l ZEEZO|T) FE 900MHz thH ol ZEst
] 24GHz 92| Bluetootht} ZigBee 5 71E} -4 7]&2] 7Hdol 93-S whx] oF=THTechTarget). WA =
Z22 YEYAE AYsla =g woU F-HFoR B TTE Aold F glon RE L&
£zt BAle] 7Fs3th(Jang et al., 2020).

Z-Wave ZEEZ L FAH0E JHE Fuite npiE HEEZ S S¥o|B 27149 7|& x5 Zheth
AEZ7L HolBHoA 54 B4R S 3t SdolBe T4 WHo e IS Ry, HHS 4
Fefol tig SHS Btk =3 =
T e A e EdolR
o= wixE HAEEHAA 2 E
H tute] 25 2 e tig FHES sHA Aok MEL Z-Wave VIEHA7F BAE RS 745 ZtolH g
AEEZH = Z-Wave VIESQ| ZoA vi2H AEEZ 7} H1 24 shudto] EAE & Qith o] npxE HEE

E

Hulo] YEY I LEEL &7} AAT & 91, T2 AEESHEL nfayH A

i
v
il
ol
k=)
R
i
[
fo
1

Application Z-Wave specific emds, App specific cmds
Network ——— Frame routing, routing table update
Transport f———— Retransmission, ACK, Checksum
MAC —
Defined in ITU-T G.9959 for 908/860 MHz
PHY J

<Fig. 1> Structure of Z-Wave Protocol

Z-Wave T2EZLE <Fig. 1>3 o] &g AFPHY), W ASMAC), A% AlZ(Transport), IEH I A=
(Network), o1Zg|A o] Al (Application) GAZ T o] .

=¢] AS< RF T3 @9, RF EIAY 243} 5l nj2As), doly Zg e 41, Ad 37%, +
A ke Y, g3 4 A4 58 FEET 9 AT AR Zd Y A Y Y 2R Ho| e
TE WA B e FuEEe Ve E kE ko] WA AojE AYstn =YY HolHE AF Al
AFE 42E Ik ZWaved] 2] AT 2 9 ASE ITU-T G959 =29 4 =
AHTH(TechTarget). AE AT Ze|Y F740E Aefstar AAF, Ackzd Y AE 9 A2A
I VIEY S AZe o 2hed, EEEA 270 3 g Holg AAS Adth o EAelA
dlojol= Z-Wave VIES] Aol g WH J3S Fd3th(Hwang and Sul, 2011).
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<Fig. 2> Z-Wave temperature and humidity sensor module by mesh topology

<Fig. 2> Z-Wave "4 EZE2XE 0|43 255 A4 BE YESL A FAEE BoFEnh

Z-Wave U ES Fol|A AlA &L npaEle} S olH 7F =& 37 24 53 22 tulo]~ ¥ F3 i
Bk e a7 9 olof o3 I, WAIA AES g FBelovt gAEo] 9tk Z-WAVE Chipell & 8051 =
FEAA7E WA o] ok 8051 ZEAA 2HE flste] WA HutdelE o] &t Helo] A9S St B
o] dRE=+= Z-Wave E3S o] &3}

<Fig. 3a>= ZAEE® B 52 A5 el 3, <Fig. 3b>= AA 28 Yo 522 YeRdTh

S/W Init

emp/Humi
Data
Request

Y
Receive Sensor Data

Send Data to the
Controller
d

Y
Data
Processing

(a) Firmware work of the controller (b) Firmware work of the Sensor module

<Fig. 3> Controller and Sensor module Firmware works

<Fig. 4>& Z-wave AIX 2E EE0o]oj13S YeEhATh Z-Wave ZE, 245 AlA, EEPROM, RS-232,
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A FE2g HAYI 2 AL 73 PIC TEAAE FAAT ZWave ZE AAE ZM0201 EES A}
fatHor geHvE UAE S M3 th(Datasheet archive, 2022).

Temperature and Other peripheral
Humidity Sensor ANTENNA Rs-232 dircuits
1
EPROM | |
Z-WAVE UART PIC
i

Other peripheral | Outer Crystal

circuits
Outer Crystal

| Power Supply

<Fig. 4> Z-Wave sensor module block diagram

AEE 255 Al e 7P 9EbA<l DHT22 Edolth o] A2 JHHAIE EtYe] 55 AAE HAE &
o] JFsTRE Y FE 0~100% RH, €5 -40T~80T2 =4 WM A= =
+05CE 7HAt} <Fig. 5> DHT22 299 245 AlAo|th

AA ==& Z-Wave Chip= UAStY 912 Z-Wave RF 5418 3t} Z-Wave Chipo] #A1E 325 5
sto] AN BES ASIATE A REv 44 2555 AASHY np2E oA HolHE HESHH o] w2
Bl =EE RS232 AHFH|2~E FallA PCE M-I

Z-Wave ZE-& AA3] f8td zZM2102 BES £F o]0l 13 F Data sheetE F 3T 16MHz2
g xgo] XgE o] QlojA 7|8 Z2 0 F FAA|F)H RF Front End ©oll A= SAW(Surface Acoustic Wave)
LEP7F AAE QoA 3 FdY A4S 7HAH, it tid e tlolEE 7HAE F UEE AAEA
t}. <Fig. 6> Z-Wave Sensor AAIEE

N

™ Temperature & Humidity Sensor |
ol ™ e

<Fig. 6> Z-Wave Sensor Node Design
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PCB AAl A 71824 255 AA ] 25 g<lst] fld 3= 745 T3l Z-Wave EEA
255 AARS HolH 84 9 tojE g5& AE~FITE Il

<Fig. 7>v Z-Wave BE9 255 UlojE 84 9 g5 NP AR~ E 11355 Yepith

<Fig. 8> A4t Z-Wave EE°|T}

(a) The waveform of temperature command (b) The waveform of temperature data

(©) The waveform of hurmd1ty command (d) The waveform of hurmdlty data

<Fig. 7> Test of temperature and humidity data acquisition for Z-Wave module

<Fig. 8> Z-Wave Module

2. Z-Wave HIM 2E TJ}

1) MM 2E AIH

ZWave A BE APE Uste] WA 7} tute] 2 WAL AT vhrE Eo] M BES 55T F
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7 ool n uol 259 55 HUE SASAT 2 AAES] AXNE YOI Ak 20 =ERE s
=E7H SR A AR FUSET £UE JRE ZWave AA BUHY T2 Foko] 3
S A9m, 2 =B BA 9 A4 HeolE = FARUT 3 AX 2E AL JAZ ABYL 7
$ol 39 wEBRE o] HX g4 TE 2, 4, 59 RESS F3) 522 U4 39T e
FASGT REEL m BAOE ARAL, 7 REF0] FAY] GFE SHAA vk gl o
A ARE A% 25 HAT 5 U

Z %
CIHHOI & S0f S8 CLOSE 2 My ECRY]
02 Mulil IS 25 (2825 i 25 ) l
& mﬁ:iliiil giﬂi‘éi = €)== &
ulilevel Sensor
05 Mulilevel Sensor & [64.03 % || &g [60.71 %
2w B | 3CC A |
IERY 581 44
25 [28.21 i 25 : [2610 1=
FER-T) es: 37 % ||a 510 %
128 : HexCode : 01 OE 00 04 00 05 08 31 05 01 44 06 F5 1S ED 83 BN 2
129 : HexCode : 01 OE 00 04 00 02 08 31 05 0] 44 06 14 1A 9D 15 4z B | SwE 2 I
e L P w0 BB idcoo
325Hexcwe : 0f OE 00 04 (003 0831 05,01 44 05 AC 15 D4 €6 R 7 A
I M 5 5 S
4 HexCode : 0] OE 0004 00 02 08 31 05 01 44 05 FO 14 25 ‘C == e
SR H s
i HexCode : o o
: HexCode : 01 OE 00 04 00 04 08 31 05 01 44 0 ~ s % | ax: %
LR
(=] 7L 21
Node Nom & 05 = T | Lk ‘
Humi value : 06CF
Temp value : 194D 8 MM 9= dA
0 B o
EEE B 0e = C || —
i ' as: % sx: %
8= EI | 9cS Zt ‘
TEx7 | softreset | mmEA | @saM |
E= | 2708 | _ =cme |

<Fig. 9> Monitoring program of temperature and humidity sensor data

<Fig. 9>9lA Tirlo] 2~ Hols k= W& 9 fulolx HRE Vel gz FRE RS232 541S &3
AdHe Bl WeoH, szl B4 A8 7Y yes UrEPHE} ste RE & 1E-‘%JEL«I LASES
Y A 9@ v F7, =

%78k 7AEEY HW 27|38}, WH
A, 2 ARE YEYI Y A3 == AR 5 3k =

st7] fl3l Fdsl FUTh & L2 AAME 255 A9 @S UEiin %l

2) MM BE EN =3

<Fig. 10> Z-Wave A4 25 T35 &8 Hakg Yepa ot 29 EF opdelo] A& Z-Wave 72101
F 867MHzE YEFH AL Q55 &8tk <Fig. 11> 50met 80m & 7AAgolA dolg =4 43&
< Ueh L e 2 712 50mek 80m Aol A *NHME%% L7 jlo] 2EE He *No}ﬁioﬂ% gl
B T4 AEE 100%5 AT <Fig. 12>+ WiEg] &2 SAHOE HFA mA, =5 F7F B A|AA
30mAZ AHH LA Elsaith

m[o
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More
1of2

-60.61 dBm

(a) Frequency spectrum of sensor module (b) Frequency spectrum measurement of sensor module

<Fig. 10> Frequency spectrum measurement of Z-Wave sensor module

(@) 50m ' (b) 80m

<Fig. 11> Test of Distance range

(2) 6mA (b) 30mA

<Fig. 12> The low power test of Z-Wave sensor module

ato] EFE AlA e Z2AM Abo] ZR2EES gl REY

q
= A4
ELQ I lofA 7[EAHQ] Z-Wave ZZEFS 431D A FHE APIE F3t Z-Wave EEY BRES
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HeolE 783, AEEY BEEC] 2FE AN =59 HRE £33 AP tEsE stAth A BES
Holg ANEE %zs}o:] 325 A @ AZFsETh I8y RYHY 220 %% 55t AlA =29 Ao
%= flolele AHE el EE dHth AFE Z-Wave ZES BF A A, £AHolH

o] 2o 93t Z-Wave AHE AT EAE BHH £9 33%, Bolvg7t 32%, kAo 23%, 3F
8% o= Uehi et eyt A ARRS g Az AAolth FF ~ntE FENE ofugt
A4 okl 255 Ao}, 19 A28l #e, F54F FopllA F71e Hdshe-2
U SAL AR 3] 255 e, o5 FokdA ¥ g9 EﬂrOM WA 255 Ao, IoT Al2H
&2 F Us o= 711‘416&1’%.
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