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ABSTRACT

To strengthen the security of autonomous vehicles, this study derived checklists through the
analysis of the status of autonomous vehicle security. The analyzed statuses include autonomous
vehicle characteristics, security threats, and domestic and foreign security standards. The derived
checklists are then applied to the AHP(Analytic Hierarchy Process) model to find their relative
importance. Relative importance was ranked as one of cyber security management system
establishment and implementation, encryption, risk assessment, etc. The significance of this study is
to reduce cyber security incidents that cause human casualties as well improve the level of security
management of autonomous vehicles in related companies by deriving the autonomous vehicle
security level checklists and demonstrating the model. If the inspection is performed considering the
(© 2022. The Korea Institute of relative importance of the checklists, the security level can be identified early.
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ARE= oF 202737HA g4 AEFYA) FE83E BRE 1R 949 YS AT Ve E A%
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334U 2 A FHET} 1508] A Ao E HAWsta tH(Yonhap News, 2021). ©]AH AR Fx 2 A|%+
S g, &4 Adglol 222 FHole A&FYPas 2vtEEC] 71E FUES Fotol tAF %ol
AsAE waEA QA Aotk A&FPAt= 43 A FH Y Arles T8 At A7t A
AE S AU AEHHER F4& AT F 3L, =49} 22 wF FAlA olsA S 5
g G S AFE Zlolty EG B U2 HHA FEE 98 A A, A s =g
o] 9 dAde Fosta Utk

a8 AEFEAe] AsE 3 AZA Fuis WS wiZITIARE Ateld FA S 93 FA o] Sy
Hol A= ATt Hel A¥E Srksta ok 7MY wol & ASFHAF Bk AF A A=,
2015'd 7€ Black Hat USA 20159 4] Charlie Miller2} Chris Valasek®] 2F 18km Bo1A U= Jeep A 27| 2
< WRCR AS ANAstAt) olnf dANA AFe] L= WS AFANE FAAL o2 3| Jo}
E Fg}ol&d] L EXRIX(Fiat Chrysler Automobiles)t= oF 1407 2] 2}akol] tha] AZE o] Het 04tﬂOIE
Y-S AWt (Wired, 2021). Z8]1 169 F= HAIES] ZIAFEE A Het B § AFS 94
st BolaE wAlsshe e dEdte 5 tdd B AF AlEHEol A&HZ R ELHL A
o =3 712 1T $73 9] AF siFA AT Ay A AbelH oA o] Fsfol ARt A-EF At
& AbelH 34 dals =29 ], 19 93 5 BT S A FFS vE 5 Q7] wiel AAA
Ql Bot t-3AIAZF B8 Aot} Telal AHEA}F AlolH Heko] =A]7]% UNR No.1550] 202013 69 ¢,
EUCA 20221 7€ A2 oG del] sl WatollAe Absat AIRASS A4 Alelw] Bl #e] AAE
H-oldgstar, Apifoll gt Bt AdHrb- A& FHsES st Uk oA Y FHETol|d s SHAAE A
ol Hko]| gk a7 ARdto]l FUIskAL Qe A% Aotk v 7|E AT V€3] B 5% T4
9HA AR, Y AW AT F e TS AEFAA; Bk FAEE o8
A7y, oldl =] HETA2et BejA-Ted =
Qstth aea 232 AR Hgolgke Aol ‘JXJHCH 9,171 EH%Oﬂ A4 59 MZ‘J %&E—% 513%
fo AR dF HAJTHE, A HES S 5 S R oy} B
As A OIE‘r wbs B A7 ASFEAF He oY, ¥4 ZF
A&} SFYPAAE 5 Bt FF MY d5S =

*—*,%P“hﬂl B AT AHE EHE AR Ako] BE%
Ao g AT, ol FE& wWEA AEE £ IS :

2 = AL 28N & =5 B9 ol A&FYA EA B K Y, AsAdey-AEFHY
A 5o B HE, 39 HEo]A2A UNR No. 155, A8 AT Soll tiste 7]|&dt) 3oids A& F
A BF o A A == B A S0% vnE 913 7t 2y 9 BHS AR 2] 4elie AHP(Analytic
Hierarchy Process) 41 715 o18310] thd] S =5 A5 BA8IL sHellM HE 3 3kE A7 ks At
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AgraAl e AolSe AMnA TPl $WA ARNHE At £ ohslolE
222 GEl= A5 (National Institute of Korean Language, 2021)2t3 A2t 9low, A2z A1593 =
FABDY L ALFYY A% ALTANE FASA LA EE S0 24 glol AR 2x2 &
Yol FFsd ABAE I E ST Yok Z Al AY §lol BAF 1EES B3N] A3
222 gAo)E ABANT T 4 vk

287 AFAA B4 AUSE A, B, AO)T Lpro] ART 4 Yk AA HEL w299
A=, 55, B, 98 HE 5 24 A9 2A, A% 5o @E A% 5o 79 842 A5k B
2 Fhvg, o)A, glold 59 ADAS(Advanced Driver Assistance System) AlAE 53]
& HolElE A AR T TKSeo et al, 2018). F AFES] w0l S FE = ADAS AAM=Z
sl=d), FAS 18sle] V2X(Vehicle to Everything)ghs 9% 541S B34 4 432
71 A F AZF EAOF V2V(Vehicle to Vehicle), V2I(Vehicle to Infra), V2P(Vehicle to Pedestrian),
V2N(Vehicle to Nomadic Devices)s 2.2 /3, E& 949 AFatd] &9 753 e 9 54 7|&s
T3t AT Ve =29 AHS A Fssta ehdS 188k ITS(Intelligent Transport System) A]Z~El-&
T3t FasithJang, 2016). AR V2X B4l 7]ES AEFHAL RE AAHE FEOV] W&
QI Ao FA Hokd 4 Utk old A& FHAY] kA IHEk V2X B 7]l ik Bk of
o] dasith A BEodAs A 7EdA FH-AFHE HolHE 7o g A&FYPart sford

YEe AYSHE 0T MAE, 23 59 Ao P FLE JHES BOAT Z £PD YBE 59
S S A

o
N de g
211‘
Kl
=

A& 8kl ECU(Electronic Control Unit)= X2} Ao} REZA AlA, HA3oo|E F& Ao} -#Aelshes o
&5 TP AEFHAY A5 AR FH ol TF AL ot QlFo] HeFslo, FAAE ol g A
S gg3le] ECU HYolE Y z3lit) =31 3 7]= ECU SW 23S o] &3l oozl 34 9 e 2
528 HAAAZ = AtHKwon et al,, 2018).

YEYIE Wi 9FEE vro] AFe 9T & Atk AF Wi UEL A CAN(Controller Area
Network)doll Al S 7124 ARE GFstal & FAIHE HolHE 9-HZEdhe S04 34 (Man in the
middle Attack, MITM)©] Uebd = ok A AA stolAZ, 248 F2 (Sniffing), AAHE- &2 (Replay
attack) 5= 3l 2] AlojH BH, A" o5& T A~ HolE BN F Utk EF CANS ¥
A Ao ) HRE ZEA] = BroadCast W19 BUS F£ £ Priorityoll whel A ES A 23ic} wef gt
& AZH el Priority £ WA ES FOE LYAI|= DoS 40| o] FoJd A9, ECU AH|Eo] niH]E
ot A&F3AE= GPS, V2V DSRC(Dedicated Short-Range Communications), V2X¢] WAVE(Wireless

il
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Access in Vehicular Environments) 5 F4A%4-& 53 F UEL I AZAAY. oju A 4
Mg 712 F8 BRE 23, Al WMAIAE AR & Aot =3 A5F A" RS AJHl
o

[¢]

gl 5o AAT AFE o] AZ F 9= DoS FA0] YF UESLIE FIAE 7Hssitt

I8 P& HIEA 2 AGHYHA, AF FARFE A3 AT WE 8L H2 UM A
o] oAl & Zt gl HT BAVL oF AS ECUHA FolE wzxste] A obd &8 S
S FEFE 7AAY, AFe] Fa HolHE fMEIAY B 2T 4 Atk A I B o] EA
T HQE o] EAPT AF F2 Unitd] 23 9 A5 55 2wst7] $18 OBD(On Board Diagnostics) 3
EE ARget dld LEE 7S B8l e 945t CAN W29} 52l8te] ECU #HES Eelsitt
(Kim and Lee, 2017). o|#] A2} CAN WA|A] sjZl& fpzate] AAdgolegt 24, Az 37 & &
T k. aga 45 F48 OBD-Io HIAS 525 A2 BY & B3l SMS, telnet 4Z Aoj7}
M A= AR F A 2 HuHo]EE 93l USB, OBD £E G5 AMEAl FAA7E EWE 223 &
2 dlolE] &4, oteH]] TR IS XSt A Al2"S phHIAIE £ Qlth

3. 2LHQ| &= Compliance

1) 2 HE

A& AsAdd sWEe AsAREE, ST AsAEs A9E Favt ok i wA AE
FYP2E A Akt 2015 89 AE 95 sl ¢F7F ABEHAT 53] A272 A1l
“AFAE TEA Z3 A LY e Ae dEHHEOE At vl et FERNFEAT T A
S P F7FE wofol gthEkal BWAS AL glow, 3 ©A ZFlAE “AEF AEAE
A AT BHoR dstE e A s7F i, A 2 A A, lLBHHIXle ST, &7 =
AHg 3 BHAste] S ENFREOR Aole s a1s ;%%0% TEINFE AHe] A3 37}
wholol gtk ekl AL Qth g A2 A1893e] HEE &5 x}iz}% “RA MY

A7 dobr o] Thset Aetal Agofstlon, AFFAS W A $H FAS Fofok
T HAISEAL A TH(Lee, 2020).
aga AsARE S Rasty ATt FestE f& SEWQl ASFPAEA P%zz} =7 g
Aol B PER-EFHAH) 0] 2020 59 19 FH APHJT A& AAsaret A& FHA-5A;
of tidt 8ol 25 o NESEHANL, ALFS Asat 483t S0 flsl A sk Z oA, A A
S oty 913 479 gl B EE(HR), SEAEA 25 B S (A 10%), AHst
A7l HE SHANR), ATFuEAA Food B SH AR, E2AAC A3 EHAH13R)9
2L A BEE A ok =3 AEE AT AA-Y 2, BT A, I AJAE
AREA MR A, AE 1Y FAo) 2ehE Y k. Tal Al s, AHEF A Bl Soll
Ao A F7F MAE B3l Hebo] o] Fojd ZoZ y|ygith

o o mlru 4>

2) ASAE Ato|e] HOF 2| 7| &

AH5AF Alo]®] HoF #H8 UNECE(United Nations Economic Commission for Europe) AF3} WP.299l A 20201
69 A5} AtolW Bk A 7] Z(UNR No.155)S AEst9a, sl W= EUAA 202249 7€ A8E oA
oltf. UNR No.I555 AW EW AFak AZAEL A Abold Hl #Ag)E 93 A A|(Cyber Security
Management System; CSMS)E Zt11, 2tgF 2o thk 9B 7h-#elE sFdstofof gt} 53] A2AE
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Heb g AR-g7h B0 ZRAIS, AR B A ZRAS, e Y FUEY B BA e Z
RAHZ 5o Al ESE #e] AAZE AHRAE Aok Ak EIE ST A FF, N ZEHL LZE
Ao & Az 259 FFA Azl it APE FefsteS sk 9k B UNR No.ls5ellA x}'v‘t
o 7led] Bty oY 82X 558 v 2ol ERSta Ak A s Aw g A
gapet AdE WAL M dolE- MBS A S2ACN S Arde] didt Hall, FA Ade o8 i}%t
AY2 A el S AT A2M HolH Y 2 WESAE FE3 34, A dulolE 2A &
d A8 AgAE mE QUOlEA A 28 8 &3S T A9Y 7 Atk 2 AF] R 92
3 A&l o 9192 USB £E B OBD XE 59 9% QIEHo|X, AETE LZE ] 5 o7 H&
= = A9, Aeak dlolg- 2ol tid Hﬁ & AEFAA LSk H
olf-Z=-BZAANT Soll R $4 PR LRt vk JEla vie= fIztEE Y 3 ofed
*o& AHATE o =8kA] @A AtelH Jg?ﬁg golal ke AT FL
SHA ok Yehd o 9l AAA Hk ARl ik 34 = 9l
. ff&%fi = %"J%% A& Eki He %LH“ UNR No. 1553 7o 2 g SRR G Ap7E IR A

ot ol
o g
N

32
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£
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101'

3) =LH XSA Ato|e HQt Jlo|=

2018 5¢ UEE ~UlE 1T Ao|H RF Jlo|EE AEFYA; AR 4, s HHS B¢ dF
Fo2 2ot by 71 5o 20199 12€ FUF AAEJT dF Bt spol=s AntE m% Hofo]
A FE2E 7o E ¥ Fkel tal 788 &4, dlolE &4, FA 34, BEAES 45 A, F
A A BA, FAAEG 224 FA, ooy Z2a A9, v Fg AR Y 107 E 7S
th a8l ol tid Hel oS quS A RS, Y BT, Q1F, 45, HolE ReE RFEIATH

T3 2020 12 FEFO|A BRI AFA} AlolH] Hl Jpo]EoA= A 7]l UNR No.1552 7|4t
© 2 zgF AtolH] Het FEE Y3 AA(CSMS) -0l T2 #HEZ Bt T4l QS o] &3 A ¢

§, AR A B WA AW 1%, A ¥ A2 D A%l U A, A% deoly 2= U
%Y, MBER QAP A AR 5 71E FolA U Yol & FRow WrH,
4. BE MY o7

Kwon et al.2018)= AH&F3Ate) 7€ @A IA-A-Ao = FAHH T2H= s
A&l A BT 5 Qs Bek 1% IEEE 1609.2, 1SO 14229 59 Bk 7l& %F3s Ansigth
a2 AeFYAe] TS s AEHHQ Bl vle °4¥9} ASHRA Ago] o] FolAo} kil AFd}
ATE Seo et al.2018)= A&F A 7eAA FFH V2X €A A2, CAN H2U ol A4 9] Flooding 52 X
A HFH S =SS ol F T dF Ve R z}% A" F4 AU E Aojstar o-g ik
< sttt £33 CAN B3 2 93 vjAA] 9= 5o o153l BA Ad BE S0 Hol 9 A
At Kim(2020)= A&7t 483kl wel yehd ¢ Sl Alelw 45 71Estilal olsh #
¥ 20199 2PtE wF ApolH] HQE 7pol=of Hel 9 107k 9k Btk a7 #E AL Rs, el
B3 Q% &E, dolH BeE dFatth 18 §3 WA Alxd 75, 1§ 2 A 59 A A

ke Ak

A tle] B A7l lojA Heb 7le FFol A9A i, ALFYA Bl £ HA FE Y
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Thomas L Satty a5ol] ©Ja4] 1970 dt] Zofl ZLE AHP 712 A=A gAEA S 9fs) JAEA A
W& destetal HFHQ AAA ) o] 2A St R o|TkSatty, 1986). AHPE # BlwE Ff H7}
A7 A A B & F A AT SRR HUF RS AlFsete wastet ol o] 851
Atk AHP= HAS] Aol H7F £xE 7L 1 d9lole R TS FE B Ve

A H7F 712 oY BAE UrolA A sk AR 37 o ASE & ¢ ok S g 2
Oo 445 AFHen WdsL vl AF A HolHE Uil AZE Ao E(Pairwise
comparison) & FHTE AoiHla YBERE ZF ASE oAt A ere] Y FAEE FHT T B
of 1 TE: FYAE B HES FUA SH Y AR

2] H]L(Consistency Ratio; CR)= T3Fo] FEA4 o
E AS3le Ao2 4B vlEo] 10% °oluQl A5, el digo] Je AR 1F3.
M. 94+53

1. RSFHz} 2ot +F HY = =5

Nz ATHUY 0|28 1R A, AW Y AEFAAPY T HWET UNR Nolss 34| 71

) A Aol Bek Flolsel X A&FWA Heksh A% WA HREL B <Fig. 1>3} 2ol
o

bowg
ok

=
=

Domestic and International Laws rela.te?d to Au_tonomous
security standards related to Driving Vehicle
Automotive
Act on the
Domestic Promotion of
Automotive And Support
c h UNR No.155 Motor Vehicle for
yber Security -
Gui Management || Commercializ
uide .
Act ation of
Autonomous
Driving Mot
Precedent Study related to rlvmg_] otor
. Vehicles
Autonomous Vehicle

v

Level Diagnosis of Autonomous Vehicle
Security

<Fig. 1> Derivation of Security Checklist of Autonomous Vehicle
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ReFds Hot oy 1SS A% Hot 27 MY ¥Bo| MY FeE B4

I8 EFEH AEFYA B £ A FEES AHP 239 AFE 74 842 ojgdith £ 4
J:] B xh% FAF Yol MalwareS A2 %313l CAN W 2E Floodingsled, ECUS| Aol & fishs 98-S
tolE U EAE AYste oOFE LZEd o]}

i=]
B

CAN Wi+ HI_E—-? g 32N 34 58 A USE F v Bk &9 HEUF Basith wekA FA
oy

7122l UNR No.155 23 W& o8- Z = 22.19 oA AZEY o &5 A4 =3} 24.19 CAN H A
ZYPIIAY 52 HAIA] AFEES B3 WF HEYZ 54 Arla JFEA d1-§ F5& 2 FHE

Y4 gEom
G GBS 2nkE 0 Aolw 2ok stolse) ol BE oy Zead ths) wstel /14A
o el HH FROE AT HYNAT ofd) <Table 1> B WE, TS A Bk
oleizst F1E Bl QB BER A& T AFA 82 B SE 47 PRI

<Table 1> Checklists derived by this study for autonomous driving vehicle security

Item Checklists Description
Establishment and Establishment and Implementation of overall system including establishment and
implementation of Cyber Security | implementation of Cyber Security Management System(CSMS) and management
Management System and supervision of CSMS

Cyber security risk assessment of

.. ) Asset identification, risk assessment, and risk scenario planning
autonomous driving vehicle

Administrative | Autonomous driving vehicle Establishment and Implementation of cyber security requirements in project
Diagnosis | concept/development/verification planning/concept/development/verification stage

Establishment and implementation of cyber security incident response during mass
production and operation, and establishment and implementation of update
management

Security in mass production and
operation

Specification of cyber security items in the business agreement, security activity

Supply Chain Cyber Security evaluation during Supplier development and after development

Authentication and authority management including authority management when
accessing vehicle resources and secure user authentication in case of vehicle
communication channel threat (man-in-the-middle attack, etc.)

Authentication and authority
Management

Control user access to autonomous vehicles and backend servers, access control

Access Control ]
such as secure network access and network separation

Encryption of data storage and transmission/reception for Operating vehicle,

i Data Encryption ..
Technical yP communication channels and backend servers

Diagnosis

Establishment and implementation of security policies when developing vehicles,

Development Securi ..
P ty communication channels, backend servers, etc.

Vehicle security operation Security operation management of SW update, vaccine, operation to prevent CAN
management flooding/malicious V2X, etc.

Storage and monitoring about security logs of vehicles, communication channels,

Logging and security monitoring backend servers, etc.

sical Physical access control to vehicle Control of unauthorized hardware access to vehicle key modules
Physical

Diagnosis | Physical access control to backend
server

Control of illegal physical access to backend servers

Vol.21 No.4 (2022. 8) The Journal of The Korea Institute of Intelligent Transport Systems 151



2. 17 By
529 AY B HH 4B /NOE YN JUH FLE BE A% A7 2de <Fg 2% 2t}
7 2] 558 A1 AT zﬂ A

Third Level

Establishment and implementation of Cyber
Security Management System
‘ Cyber security risk assessment of ‘
autonomous driving vehicle

Second Level Autonomous driving vehicle
. i concept/development/verification

Administrative

level diagnosis

l Security in mass production and operation ‘

—’ Supply Chain Cyber Security ‘

First Level

—4 Authentication and authority Management

Level Diagnosis Access Control
of Autonomous Technical level
Driving Vehicle diagnosis

Security

Development Security

|
|
|
|

Vehicle security operation management

|
|
Data Encryption ‘
|
|
|

Physical level —{ Logging and security monitoring

diagnosis

4‘ Physical access control to vehicle ‘

4 Physical access control to backend server ‘

<Fig. 2> Hierarchy Model

A3 AZoNAE 13719 3H9] FEo= TG #eld B 5 A 31 F52 Aol Hel @
YAACSMS) T8 D o3, AEFPx} Atoly] HF AFHT}, AE&F 3

Heb Fa Atol Helolw 7|&A £ A o9 F5S A5 9 Az #e, H2 FA, A
B ss}, abF Bl YT Solth npAY e EeA F A4
A, M= My 524 AT FAoth

[‘

l

TAL g 2 22 EN

H g0l AHP A& ZAM= 20219 69 14953 E 79 4LU7HA 1L AAS T A5 e dE9
A4 2 A FgE Yl FAG0E ZF 5o gigl] AR S 3 & A IE T oy
< 58 FAABEE st T. AEA Q] Hrl 5L e A A dEQAF 137 s I FEGA
)08 FAste] 2o A=zt Ay HwslEE stk 181 Byl £4 HEE AHP A4 7 Bol
AHESE 9 AT E AMESIY A, 7R Eelle vlw e SRS 25 E8HE 19] E & Distributive &
TE 839t & 7 NY A4 I5S AZ Ad vusthsd ob 5o diHeR ¢ F8FAE 94
AT QM HFE FA3les FASAT =3 A tidAE 59 o] Bt 747 2 CISA, CISSP,
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&<l Het S kK BoF ate] ARRE HAE/E AAsY wEbd AREE HEV}
209 & IH*JQE *JKHX:} TREE 4SS EHA HIEo] 010130 27-E AQlsty Fad
1=3
=

1
AL AN AHRHE SHEAY AHE 4049471 500% 2 7HE

B HES i}ﬂﬁ AT, e AL 333%, WAL 1L1%E AA L] 4%l AL A5 IAT &
AT ERF AR HE FHL 11-19%9 APol7E 556% 2 7P BE HlEE AAsaL glom, tEo s 20
d ool 167% 59 w02 IRIFAL thFo2E 209 ol 6-109 Abolt 167%, 3519 Abelrt

11.1% 59 4¢o=2 g9 =t}

2) AHP Hx}
2 AFE QAEE AU Fas BA4E Agsded 194 A&FqA 1o 2 AP S A T7E

3lal ) 29 A EA AE) 20894 AHP B AR ZALE 233 ged sy HAES F 9 3ES A

o
= Hustet o= FA 5o AUHoE v FoFAE Hriste Aot 3iAlE 4o HlES E
StaL AoiRlal FH& o] gt Hel HA FE ATE U FLEE A=At 121 4 ASY] A
A TLEE wot] U ToE FAE A =95 =it
V. A% 23
AHPE FalA A&F83 0ot 52 47 99 D A% 319 4 28] @ AH FaE B4 A%
+ U <Table 2>} 2t}
<Table 2> Checklists The priority analysis of importance among checklists
Higher Standard Lower Standard
- g Final Relative | . ..
e . Relative . . Relative Priorities of | . Priorities
Classification | importance of Checklist items importance of lower standard 1mportance
higher standard lower standard
Establishment and implementation of
Cyber Security Management System 04920 ! 02342 !
Cyber security nsk ‘assessn}ent of 02310 ) 0.1100 3
Administrative autonomous driving vehicle
diagnosi; 04760 Autonomous driving vehicl
ABHOSIS Honomous crivinig VerIce 0.1190 3 0.0566 6
concept/development/verification
Security in mass production and operation 0.1080 4 0.0514 7
Supply Chain Cyber Security 0.0500 5 0.0238 11
Authentication and authority Management 0.1840 2 0.0834
Access Control 0.0990 4 0.0448
Technical 0.4530 Data Encryption 0.4750 1 0.2152
diagnosis ' Development Security 0.0590 5 0.0267 10
Vehicle security operation management 0.1430 3 0.0648 5
Logging and security monitoring 0.0390 6 0.0177 13
Physical 0.0710 Physical access control to vehicle 0.6670 1 0.0474 8
diagnosis ' Physical access control to backend server 0.3330 2 0.0236 12
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olE Tl AAZT(EF B 4 9 7t B =k ABASEHE Gl A ke Hel A &
=48 7kA éﬂr%k" FAS = Aok =3 AATH AAZTS FEot AT ke A FEE HA L

= =
TA O B $A =95 AT F o AT A AAE AvEd, AR 99 3 gdinla 2= 3
24, 714, %EW Ao F8 5 ANt 27t 47.6%, 45.3%, 7.1% = YERRTE mEkA AR 4o 2F A
Hlato| A el a Hel = o] 7HE a3 Zﬂ o= E}"JHS&E} olF e A= AEFAA Hetd st

Z 98 Heol 28 723 AY 8-S 53 CSMS T, B AA BE- S 58 Tehe AubE Aol
HEQF AYAA T ol A4kAd, %3%7}, B3 g4 £ 55 Fdske B 9139 #elEe] wol
2eRlo g FxslE| ook 3t7] wjFo|th Egk r]uko] FHokg Ao HERE FEA A oA 7EH HF A
Ae E:ﬂ]_x-lol 2= oaq.

S 99 Ay By ALFA BeF 1ok =2 WY S S JYo) tid ¢ w9 B A3
AtolH Rl HE A A H o]0l 492%FE 71 wL 7} S Holw AFHI} 23.1%, A& F3A AAl-
M-S 11.9%, Fih 2 &P Bl 108% 59 o2 Uepgth 53] #e] AA - old¢] 714 =A
Yehd 28 csMs old, A AA #8145 T B B AAE golZAlo]F Aulo] AH FPstE A
o]7] Wiolth. 71&4 A SHY skt Gl thet A &9 &4 A, ¢33 475%% M =2 7t
FAE Holn 1% 2 AgAE 184%, A Bt 2F&E 143%, A A 9.9%, /M Bt 59% o=
YEIT o]F dasyl Ao s Fasitta gy olfv 74 HZlo] ¢us) Hol glof 1F §
3] g By HIEE AA-ADAE § gloH, =3 Q2 dolEo tldt tast Moz uE At 9¢ 4
B Aol Brbesly] etk 28 M SH sHE d9dl tigt 4 =9 B4 A3, A E8F
AT 54 66.7%, HA= Ao B84 AT 54 333% <« 2 ettt & Aol g 24 12 5
A FEo] Fud oz FastA Yehd 2 XA AH A 9 A& FAshe Zold, A AATE
Ao e TobgE M AH Izt Hele] ¥ Fasithal Aegly] wEo]t)

x| Eto 2 AE J 93 s G AUE e E Bl HF SASHE AHEYE. AT B H
Hob 3 M oo AlolmuEet A AA -0l o] 234% 2 1529, 71€3 M FH9 dTd) 21.5%=
2529, 1A A7 999 AFHIPF H1%E 359 59 o2 Yelgth webA Bk £5& 279 Adsia
= A AdE A EHE EEste] AeFAa Bl FF HY S5 S ARHeE FY E &
Zo|th T <Table 3>AA & 7|& A9 HnE T3 2 289 $44E& HUsaTh

m{m _11}1'

rx

Hﬂ

<Table 3> The Comparison precedent studies with the proposed Model

Evaluation items Precedent Study Proposed Model
Security | Only Domestic compliance analysis Multiple Compliance analysis including overseas
) Standard | (Cyber Security Guide for Smart (UNR No.155, Cyber Security Guide for Smart Transportation,
Compliance | gystem Transportation) Automotive Cyber Security Guide)
Law Motor Vehicle Management Act Motor Vehicle Management Act, Autonomous Vehicle Act
Research method A fragmentar)i Study fc?r focusing Integrated Study that c?mbmes a@sﬁaﬂve, technical,
on technological security trends and physical security items

Derivation of check items for the first time through domestic and
: international compliance and security threat technology analysis

the .Chelc k. 1tel‘ns and Few Precedent Studies
eir relative 1mportance Identification of relative importance ranking by applying AHP technique

(Eay icentification and time-ocst savings through screening check of hightranking iterrs)
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