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ABSTRACT

Purpose: The purpose of this study was to increase prediction accuracy for an anomaly interval identified
using an artificial intelligence-based time series anomaly detection technique by establishing a pre—processing
process.

Methods: Significant variables were extracted by applying feature selection techniques, and anomalies were
derived using the TadGAN time series anomaly detection algorithm. After applying machine learning and
deep learning methodologies using normal section data (excluding anomaly sections), the explanatory power
of the anomaly sections was demonstrated through performance comparison.

Results: The results of the machine learning methodology, the performance was the best when SHAP and
TadGAN were applied, and the results in the deep learning, the performance was excellent when Chi—square
Test and TadGAN were applied. Comparing each performance with the papers applied with a Conventional
methodology using the same data, it can be seen that the performance of the MLR was significantly improved
to 15%, Random Forest to 24%, XGBoost to 30%, Lasso Regression to 73%, LSTM to 17% and GRU to 19%.
Conclusion: Based on the proposed process, when detecting unsupervised learning anomalies of data that
are not actually labeled in various fields such as cyber security, financial sector, behavior pattern field, SNS.
It 1s expected to prove the accuracy and explanation of the anomaly detection section and improve the per—
formance of the model.
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Figure 2. Force Plot(2)
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3.2.2 Random Forest
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3.2.3 XGBoost
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3.3.1 LSTM(Long Short—Term Memory)
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3.3.2 GRU(Gated Recurrent Unit)
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3.4.1 GAN(Generative Adversarial Network)
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3.4.2 AutoEncoder
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o]2] 3 AutoEncodere] Fo]7 A okSo thgd] QL 8 o7 Balalx] ol dA|sla, HolEE gadow
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3.4.3 TadGAN(Time—series Anomaly Detecion GAN)

TadGAN-> AutoEncoder®} GAN9| TS Hekek AlAE Hlo[El & A8t o) dgAlete MEe dagsl
= Geiger, A. et al. (2020)°] ]3] #l<t= At} AutoEncodere] 25- L2524 5t45 A8 o), A48 dlo]Ef7}
U5 g gaA vhek B1AAd dlolEl7hA Fitting¥th=s EAI7F Stk GANS] 75, AA7E dlolH el &2 E3xE
shda] ZASAE A7l Aol vagH )il False Alarme 9207w Adzte} $ix 7+ 8l 43P0
HAA] Awo] Holu AL of| ojvjA] A= T2 g S sk RE B3 EAlE ot
TadGANE o] 7 7k @& nestel 455 w3

4.1 glolg &7

B ATl AR ol = Bl g A7t w5 vjES AARte R A7) el v HlolHE AAE
Moz AAYS HolHE Algste] £ tHlLee, S. H. et al., 2020). dlolHE= 2017d 3€ 109 1A|5-H

64 541, 2017 3€¥ 29¢ 12A1%H 20179 9€ 94 23A7MA| = FAdHeflem & 737,453/ 2

B =Foll A 3¢ 16Y 54 o] dlolE7}F 2017 9€ 9YU 23A] o] F-9] vlo|Edl] S FED

= 7 Ak st ToE daks glow iR AZdniar 7pgsklnh diolE = B (date) S A el
2913t Input (% Silica Feed, % Iron Feed) 27}419} Output ¢ 1714 18)a T4 80| WAstHA 1}
Eftbe ez W 227 2 o] FolA Qith. s d HlolH & 1AM g, S vlolE= 180709 ¢k
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o 7P Aol E9kE Hatghs AAEaL AR 1A 02 4094709] HolH 2 Akl e Holy 744
o} Figure 1. ¢} 2t}

§:}L

Input process output
| | | |
date | X1 X2 X3 X21 | X22 | X23 X24 Yt
2;]017;_3;_ 55.2 16.88 |3316.754 446.37 1.81 2.83 2.82 1.5
270572’:83’ 552 | 16.98 |3687.332) 498.075 | 2.82 283 15 1.04
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Figure 4. Data Configuration
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5. A4}
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5.1 Feature Selection A3}

HA HlolHE dﬂﬁli I3 AlA HolHE o]&3dle] Feature Selections 317] $Ja] SHAP, RFE,
Chi-Square Test B'H-& 223} t} Feature Selection®+= Python 3.8.12 B]A, Tensorflow 2.7.0 B A& A&

313t} SHAPS %3 Feature Selectiondl+ T2 WM A4S SHAP S 257} 0.05014 I+ #hES At
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Table 1. Result of Modeling

Method Proposed Method(RMSE) Conventional Study(RMSE)
Algorithm SHAP+TadGAN | RFE+TadGAN Tecsfii;STilélegZN Kwazzgl’t E's Raw data Result
Multi Linear 0.7057+ 2.4683 2.4406 1.0315 0.8382
Regression
Random Forest 0.7082x 0.7237 0.7313 0.9081 0.9363
XGBoost 0.7083% 0.7842 0.7958 - 1.0070
Regfjjgion 06998+ 0.7815 0.7879 - 25791
LSTM 0.6924 0.6744 0.6640% - 0.7992
GRU 0.6947 0.6723 0.6646* - 0.8180
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ols¥ Z7Itetal A IS E}fstaL, & thokel ElolH kAol Al AjsE Foltt. T8 A
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