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Abstract

The method of accessing multiple control systems in the OT control network centered on operation
technology uses the operator authentication technology of each control system. An example is ID/PW
operator authentication technology. In this case, since the OT control network is composed of multiple
control systems, operator authentication technology must be applied to each control system. Therefore,
the operator must bear the inconvenience of having to manage authentication information for each
control system he manages. To solve these problems, SSO technology is used in business-oriented IT
networks. However, if this is introduced into the OT control network as it is, the characteristics of the
limited size of the OT control network and rapid operator authentication are not reflected, so it cannot
be seen as a realistic alternative. In this paper, a public key-based authentication mechanism was
newly proposed as an operator authentication technology to solve this problem. In other words, an
integrated public key certificate that applies equally to all control systems in the OT control network
was issued and used to access all control systems, thereby simplifying the authentication information
management and making access to the control system more efficient and secure.
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