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Improvement Plan for Public Institution Remote Security Model in the
New-Normal Era
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Abstract

The pandemic caused by the COVID—-19 virus, which has lasted for the past three years, has changed
society and the way people live in many ways. These changes also affect cyberspace, so the
pre—pandemic information security model and standards have limitations when applied to the current
situation. In this paper, a new method to improve the information security model of public institutions
was proposed in consideration of various situations in the new normal era. In other words, through the
proposed information security model, the possibility of external intrusion is blocked in advance through
the policy and technical supplementation of remote work, which is a weakness of the existing
information security operation of public institutions. Also, how to prevent abnormal authentication
attempts by building a secure VPN environment, how to prevent social engineering cyber attacks
targeting fear and uncertainty caused by COVID-19, and how to use a smooth network and create a
remote work environment. For this purpose, methods for securing service availability were additionally
presented.
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