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B Abstract &

Globally researchers at medical institutions are actively sharing COHORT data of patients to develop vaccines and
treatments to overcome the COVID-19 crisis. OMOP-CDM, a common data model that efficiently shares medical data
research independently operated by individual medical institutions has patient personal information (e.g. PIl, PHI).
Although PIl and PHI are managed and shared indistinguishably through de-identification or anonymization in medical
institutions they could not be guaranteed at 100% by complete de-identification and anonymization. For this reason
the security of the OMOP-CDM database is important but there is no detailed and specific OMOP-CDM security inspection
tool so risk mitigation measures are being taken with a general security inspection tool. This study intends to study
and present a model for implementing a tool to check the security vulnerability of OMOP-CDM by analyzing the security
guidelines for the US database and security controls of the personal information protection of the NIST. Additionally
it intends to verify the implementation feasibility by real field demonstration in an actual 3 hospitals environment.

As a result of checking the security status of the test server and the CDM database of the three hospitals in operation,
most of the database audit and encryption functions were found to be insufficient.

Based on these inspection results it was applied to the optimization study of the complex and time-consuming CDM
CSF developed in the "Development of Security Framework Required for CDM-based Distributed Research” task of the
Korea Health Industry Promotion Agency.

According to several recent newspaper articles, Ramsomware attacks on financially large hospitals are intensifying.
Organizations that are currently operating or will operate CDM databases need to install database audits(proofing)
and encryption (data protection) that are not provided by the OMOP-CDM database template to prevent attackers
from compromising.
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As the database administrator, run the
following SQL:

V-214048 | $ psal —¢ "SHOW port”

If the currently defined port configuration
is deemed prohibited, this is a finding

If audit records exist without the outcome
of the event that occurred, this is a finding.

If PostgreSQL is not at the latest version
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then this is a finding.

If the permissions are not 0600, this is a
finding.
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If there are any records with a different
auth-method than gss, sspi, or ldap, that are
not documented and approved, this is a
finding.
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If client_min_messages is not set to error,

V-214053 this is a finding.

If any files are not owned by root or have
V-214054 | permissions allowing others to modify
(write) configuration files, this is a finding.
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sudo —u postgres psql —-d cdm -¢ "INSERT INTO _uTQ » PP « »
sudo —u postgres psal —¢ "ALTER TABLE stig_test ADD _« ” wL” « ”
COLUMN name text” If rtn="ALTER TABLE" then “OK” else “Check
sudo —u postgres psqgl —¢ "UPDATE stig_test SET id _« » PP « »
CDMV-60002 = 1 WHERE ld _ OH If rtn="UPDATE O then OK else Check
(V-214049) sudo —u nopos”tgies psal —¢ "INSERT INTO stig_test(id) If Hn=*NULL” then “OK” else “Check”
VALUES (1)
sudo —u nopostgres psql -¢ "ALTER TABLE stig_test _u » PP « ”
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