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An Access Code Key for Verification Service Model
on the Blockchain in a Door Security

Ki Hyeon Hongn Byung Mun Lee'

ABSTRACT

The access control system is a system that allows users to selectively enter the building by granting
an access key to the user for security. Access keys with weak security are easily exposed to attackers
and cannot properly perform the role that authenticates users. Access code keys should be protected
from forgery or spoofing. For this reason, access key verification service models is important in
security. However, most models manage all access keys on one central server. This method not only
interrupts all services due to server errors, but also risks forgery and spoofing in the process of trans—
mitting access keys. Therefore, blockchain algorithms are used to reduce this risk. This paper proposes
a blockchain-based access key verification service model that used distributed stored blockchain gate—
ways on storing access keys and authenticates the user’s identity based on them. To evaluate the per—
formance of this model, an experiment was conducted to confirm the performance of the access key for-
gery recovery rate and the blockchain network performance. As a result, the proposed method is 100%

forgery recovery rate, and the registration and verification process is evaluated at 387.58 TPS and

136.66 TPS.

Key words: Access Code Key, Blockchain Network, Door Security, Verification Service Model
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Fig. 2. Existing model for access code key verification service, (a) Access code key verification process, (b) Spoofing
attempts by system attacker, and (c) Attempted Dos attack by system attacker,
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Access control Access control

Owner Door lock gateway blockchain

?

Detect nearby N Send door lock
door lock information

Choose door lock 4
[Send access code key ] Detect nearby Send
gateway
and block number to *[ gateway ] [ information ]
door lock

Send access code key, Hash the access code Send access contral
door |0, and block key, and door ID blockehain to gateway
number to gateway J‘

Decrypt the access
control block

Check the match

[Invalid)

Do not ’
open the door lock
Docr lock control |~<l O r
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Send access code key
verification results

Open the deor lock

Fig. 8. Verification mechanism for access code key.
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Access control blockchain
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Access code key, Door ID,
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Access control | | Access control
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Do not allow right of access to door lock

Allow right of access to door lock

Fig. 9. Decryption flow of access control block,
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Table 2. Specifications of access control gateway.,

Item Specification
Model Raspberry Pi 4 Model B
—core 64-bit 1.5GHz ARM
RAM 2 GB
SD 32 GB
GPU Broadcom VideoCore IV
(ON) Linux raspberrypi 5.10.63-v7
Network 10/100/1000 Mbps
WiFi 802.11b/g/n/ac Dual-Band

Fig. 10. Experiment environment for access control, (a)
door lock, (b) prototype device access control
gateway, and (c) log files on the notebook,
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Fig. 11. Structure of access control gateway.
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Table 3. Confusion matrix for access control key forgery
recovery rate,

exporiment | TP | FP | BN | TN | G0
1 100 0 0 100 100
2 100 0 0 100 100
3 100 0 0 100 100
4 100 0 0 100 100
5 100 0 0 100 100
6 100 0 0 100 100
7 100 0 0 100 100
8 100 0 0 100 100
9 100 0 0 100 100
10 100 0 0 100 100
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Table 4, Registration time

dols BEANG o) Lo FAH

S AN 28 ATHEZ FA BA

based on the number of registration request transactions,

o=
o
—
S
=
o
ol

Number of transaction 1 10 100 500 1,000 2,000 3,000
Registration time (ms) 17 25 114 318 574 1,519 2,812
Number of transaction 4,000 5,000 6,000 7,000 8,000 9,000 10,000
Registration time (ms) 3,778 5,816 8,075 11,493 16,126 20,941 25,801
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Fig. 12, Registration time by number of transactions,
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Fig. 13. Transaction per second by number of transac—
tions,
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Table 5, Verification time based on the number of verification request transactions when the number of blocks is 10,000,

Number of transaction 1 5 10 50 100 200 300
Verification time (ms) 127 141 153 274 522 1,166 1,492
Number of transaction 400 500 600 700 800 900 1,000
Verification time (ms) 2,079 2,596 3,279 3,995 4,818 5,905 7,317
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Fig. 14. Verification time by number of transactions and
number of blocks,
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Fig. 15. Transaction per second by number of trans—
actions and number of blocks,
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Table 6. Compared to previous blockchain model,
Paper Registration(TPS) Verification(TPS) Device
N. Vatcharatiansakul [29] 0.21 9.49 Raspberry Pi

Mihui Kim [30] 3.32 3.87 Raspberry Pi

Ali Dorri [31] 31.25 52.63 PC

Proposed model 387.58 136.66 Raspberry Pi
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